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U.S. CUSTOMS SERVICE: MEETING THE
CHALLENGE OF GLOBAL COMMERCE

THURSDAY, MAY 13, 1999

U.S. SENATE,
COMMITTEE ON FINANCE,
Washington, DC.

The hearing was convened, pursuant to notice, at 10:15 a.m., in
room SD-215, Dirksen Senate Office Building, Hon. William V.
Roth, Jr., (chairman of the committee) presiding.

Also present: Senators Grassley, Gramm, Moynihan, Baucus,
Graham, and Kerrey.

OPENING STATEMENT OF HON. WILLIAM V. ROTH, JR., A U.S.
SENATOR FROM DELAWARE, CHAIRMAN, COMMITTEE ON FI-

NANCE

The CHAIRMAN. The committee will please be in order.

This is the first of three oversight hearings the committee plans
to hold on the performance of the U.S. Customs Service. The hear-
ings parallel and reinforce a broader oversight process that I initi-
ated this past year when the committee considered authorizing ad-
ditional appropriations for Customs.

At that time, I highlighted the need to assess Customs’ perform-
ance of its twin missions of facilitation of international commerce
on which our economy increasingly depends, and the effective en-
forcement of the Custom laws of the U.S. Today, I would like to
add the need to assess whether Customs has been effective in the
management of its own internal affairs.

Five years have passed since the committee and the Congress or-
dered improvements in Customs Service operations, with the pas-
sage of the Customs Modernization Act. In these 5 years, the vol-
ume of trade crossing our borders and the challenges facing the
Customs Service has at least doubled.

Implementation of the NAFTA and the Uruguay Round agree-
ments and the prolonged expansion of the U.S. economy has dra-
matically increased the traffic, both inbound and outbound at our
ports and along our northern and southern land borders. »

That trade, which Customs is responsible for facilitating, has
contributed significantly to our national well-being. While Customs’
responsibilities were growing, however, the agency’s resources de-
clined in real terms.

Reports of brown-out in the Customs’ computer system and
lengthy delays reported at U.S. ports and border crossings suggest
that Customs may be headed for a serious breakdown, either in en-
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forcement or in its commercial operations, and will have a profound
impact on the flow of legitimate commerce that benefits our Nation.

Left unattended, the festering problem could have serious con-
sequences, where our economy and our trade policy in an economy
that depends on just-in-time inventory can mean slow-downs on the
production line, higher costs, and lost sales.

I can give you a real-life example from my home State of Dela-
ware. The workers in the Chrysler facility in Newark, Delaware
produce one of the hottest selling vehicles in America, the Dodge
Durango. Every week, 50 shipments must clear Customs at the Ca-
nadian border in order to keep the production line running.

If the current Custom transaction processing system goes down,
it would bring production to a halt and idle the entire plant and
its work force. That is why I believe the question before the com-
mittee, Pat, and Customs, in these hearings is whether the agency
is, in fact, prepared to meet the challenge of global commerce.

I would now be happy to call upon Senator Moynihan.

OPENING STATEMENT OF HON. DANIEL PATRICK MOYNIHAN,
A U.S. SENATOR FROM NEW YORK

Senator MOYNIHAN. A brief word, Mr. Chairman, once again, to
thank you for pursuing this matter. I know how strongly Commis-
sioner Kelly feels about this. You will remember, we met a month
or so ago and he was very much in favor of what we are doing here,
as is Undersecretary Johnson and Ms. Killefer.

I have one matter that has just been on my mind. I know it has
been on Mr. Kelly’s the same way. That is, the complexity of our
tariff schedule. The American tariffs are still the Smoot-Hawley
tariffs of 1930. We have 10,308 categories. After 60 years of clean-
ing up all this and getting rid of most of it, it is still in print and
itl needs to be attended to. I expect Mr. Kelly will tell us about his
plans.

You could not be more right about those Durangos. Up on the
Canadian border, we are very much aware of this in New York.
Since the Free Trade Agreement with Canada, our trade with Can-
ada has reached $1 billion a day. The facilities are not there for
that. I mean, they were built for an earlier age in-Buffalo, Cham-
plain, and Alexandria Bay. We are going to have to do better.

So, Mr. Chairman, brace yourself: there is going to be a matter
of appropriations coming along soon. [Laughter.] Thank you again,
sir.

The CHAIRMAN. Thank you.

I would ask the other members of the panel to put any opening
remarks in the record, as we have three groups of witnesses today.
So, time is running late.

It is my pleasure to welcome, of course, the Honorable Raymond
Kelly, the Commissioner of Customs, as well as Hon. James John-
son, who, of course, is Undersecretary of the Treasury for Enforce-
ment. We are also very pleased to have Nancy Killefer, the Assist-
ant Secretary of the Treasury for Management, who is accompany-
ing Undersecretary Johnson.

Commissioner Kelly, would you please proceed? Your full state-
ment, of course, will be included as if read.
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STATEMENT OF HON. RAYMOND W. KELLY, COMMISSIONER,
U.S. CUSTOMS SERVICE, WASHINGTON, DC

Commissioner KELLY. Thank you very much, Mr. Chairman, Sen-
ator Moynihan, members of the committee. Thank you for giving
me this O{:portunity to testify today.

Before I came to Washington, I %ad a better-than-average under-
standinﬁ of the workings of the U.S. Customs Service from my ten-
ure in the New York City Police Department.

Our paths crossed on everything g'om narcotics arrest and money
laundering investigations to the smashing of an international auto
theft ring that specialized in stealing luxury sedans off the streets
of Manhattan for resale abroad.

But it was not until I came to the Department of Treasury as
Undersecretary for Enforcement that I fully appreciated the vast
and complex responsibilities of the Customs Service, as well as the
difficulties and the very real dangers faced by our employees.

The men and women of the Customs Service continue to process
trade and passengers in record numbers. In 1998, we processed
19.7 million trade entries. To give you some perspective, in 1994
we processed 12.3 million entries. That is an average annual
growth rate of about 12.5 percent. Four hundred and sixty million
Fassengers moved through our inspection areas last year; 13 mil-
ion more than 1997.

The statement of processing trade and passengers in record num-
bers, however, does not quite capture just how hard that work can
be. Many of you know what I am talking about through your visits
to our border areas. You have seen what it is like for inspectors to
work border crossings in searing heat, doing painstaking, difficult,
and dangerous searches. Our agents, marine officers, and pilots
also constantly put themselves in harm’s way in pursuit of our mis-
sion. .

The price for our successes in 1998 was the lives of two agents
and one pilot. The families of these fallen officers are here in
Washington this week to attend the memorial service at the Treas-
ury Department as part of National Police Week.

As difficult as it was for Customs to lose these brave men, our
grief is nothing compared to the hardship borne by the spouses,
children, and friends of these officers. Their sacrifices were not in
vain.

Combined, our agents and inspectors seized a record 1.35 million
pounds of illegal narcotics in 1998. That is over 1 million pounds
of drugs that will not find its way into American schools, streets,
and communities.
. Our people are not only stopping drugs, we are protecting our
Nation’s children with our expertise in areas such as child exploi-
tation on the Internet. Recently, an alert Customs agent assigned
to stop this crime saved a 12-year-old girl from a cyber pedophile.
The suspect had lured the child into a possible face-to-face meeting
through e-mail conversations in a chat room. These are real, mod-
ern-day threats our front-line people must contend with.

Along with our dedicated corps of import specialists, technical
personnel, and intelligence analysts, they make a formidable de-
fense against trade fraud, drug smuggling, terrorist activity, and

Internet crime.
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People who work this hard and take such risk on behalf of the

American public deserve to be supported by the most ably-managed
agency possible. So, of course, to the American people.
It was clear to me when I arrived that too much was at stake
in the Customs Service to let problems fester, problems that threat-
en to compromise the mission of a great agency at a time when the
country could least afford it.

Instead of informed, consistent, and service-wide policy making
emanating from Washington headquarters, I found that inconsist-
ent, often uninformed, decisions were being made out of hundreds
of ports across the country.

Decision making on hiring, promotion, and disciplinary issues
differed from one region to the next, without headquarters’ over-
sight. All of this conspired to fuel fear among the rank and file that
favoritism, real or perceived, dictated who was promoted, or worse,
who was protected from disciplinary action.

Instead of a robust Office of Internal Affairs to combat corrup-
tion, a poorly-led shell of a function existed that was further emas-
culated by a lack of resources and authority.

On top of all of this, the frailty of our automated system to han-
dle imports threatened to reduce our processing power dramati-
cally. In its candid and thoughtful assessment, the GAO said the
system could be fixed, but the Customs Service was not up to the
task. Clearly, actions had to be taken.

One of my first undertakings upon being confirmed as Commis-
sioner was to develop a priority list of these problem areas. We
Lllsgg this list to develop a document we referred to as Action Plan

999.

The plan covers all of the major areas that we have to be con-
cerned about, from both a law enforcement perspective and a trade
perspective. These include integrity, accountability, discipline,
training, automation, and passenger services, to name a few.

These reforms are explained in greater detail in my submitted
statement. I would like to briefly summarize them here. Reinforc-
ing integrity at U.S. Customs has been, and continues to be, bur
top priority. Any organization with powers like those granted to
Customs must uphold the highest standards of ethics and integrity.

Our Internal Affairs Office, the focus of our integrity efforts, has
been thoroughly reformed. It has received, and continues to receive,
the resources, the support the personnel and the priority it must
have to make our corruption-fighting capacity second to none.

To underpin our efforts in Internal Affairs, we replaced a weak,

fractured, and inconsistent employee allegation and disciplinary
process with a new, integrated system. It includes a computer
tracking program that is designed to stop integrity and disciplinary
problems from falling through the cracks.
"~ New, agency-wide accountability standards will help to solidify
these reforms. A new inspection regime has our field operations re-
porting directly to headquarters with greater frequency as opposed
to the dislocated process of the past. Management roles have been
clearly defined, to.leave no confusion about who is responsible for
getting the job done.

However, integrity cannot be reinforced through discipline and
accountability alone. It must be strengthened through training. We
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have established a New Office of Training, led by an assistant com-
missioner, to bolster training in all respects, both in-service and for
new employees. This person has been selected and should be on
board soon.

I would like to say a few words about our passenger services. It
has been disturbing, vo say the least, for the Customs Service to
be confronted with charges of racism in the conduct of what is, ad-
mittedly, a demeaning process in even the most impartial of cir-
cumstances, namely the personal search for illegal drugs.

As long as the national appetite for illegal drugs is such that
traffickers will hide drugs on, or even in, the persons they recruit
to smuggle contraband into America, some form of invasive search
as a last resort will be required to stop them.

Last year, we seized over 2.5 tons of illegal narcotics from air
assengers. The lengths that they will go to are astonishing. In
act, Mr. Chairman, I have here examples of the pellets drug couri-

ei's swallow, which they often make from the fingers of rubber
gloves.

These two pellets weigh about 18 grams each. The average smug-
gler would swallow about 60 of these pellets. That is roughly one
kilogram, or 2.2 pounds. Each of these would be filled with heroin,
worth about $1,800 on the streets. The whole kilogram would be
worth about a quarter of a million dollars, retail. Now you have a
sense of why these people are willing to try anything to get their
drugs through.

Drug dealers will exploit anyone they can, children, even infants.
Stopping this threat is not easy work, but it is something we have
to do. I much prefer using the advanced technology available, like
body scanners, to move away from personal searches. We have al-
ready installed some of this equipment at our busiest airports. We
need to install more.

We have also changed our procedures to make certain that the
supervisor is engaged in each decision whether or not to proceed
with a personal search when alternatives are not available.

Most importantly, we establish an independent commission to ex-
amine the Custom Service’s record of personal searches to deter-
mine whether racial bias, conscious or otherwise, has been a factor
in these searches. We will not tolerate racial bias, not in the name
of the war on drugs, not for any reason.

Still, the cartels and others should not mistake our color-blind
commitment to the rights of individuals as a flagging in our deter-
mination to deny traffickers and their mules entry into the United
States. They will be stopped and brought to justice.

From an operational standpoint, there is no issue more critical
to Customs’ future than automation. It is the heart and soul of our
commercial operations and the key to our relationship with the all-
important trade community.

We are at a crucial junction in our efforts to meet the mandates
established by the Customs Modernization Act of 1993. Before
trade automation, all entries looked like this. This particular entry
covers one container of goods destined for a department store. It
covers several commodities: sweaters, handbags, and glassware.

Now, this is paperwork for one container. Before automation,
Customs officers had to pore over these documents line by line to
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ensure that the proper amount of duty was paid and that these
goods were not in violation of trade agreements.

In this case, that is 624 pages. Today, less than one percent of
entries are received this way. For the most part, we receive them
electronically. We can pull up the needed data immediately, mean-
ing less delay.

ithout automation, we are back to this pile of paper. If our cur-
rent overburdened system breaks down, this is what we have to
work with. You can imagine the difficulties we would face. The flow
of trade across our borders would be slowed significantly, if not
brought to a halt, in many places. Customs cannot afford to do this,
and neither can American business.

We need a long-term answer to this problem. We need the Auto-
mated Commercial Environment, or ACE. We have taken steps to
ensure that our systems modernization plans are competent, well-
managed, and up to date.

We have worked closely with the private sector on both the de-
sign and the technical specifications for the new automated system.
We have restructured our Office of Information and Technology,
appointed capable and experienced leaders for this project, and re-
viewed our cost and accounting methods with an independent con-
sultant.

We have also run a series of prototypes for a new automated sys-
tem that has met with great praise from the private sector. We are
adopting all of the recommendations put forward by GAO.

Today’s hearing offers Customs the chance to provide the Con-
gress with perhaps the most comprehensive assessment of our
trade modernization efforts to date. We look forward to working
with the Congress and this committee on clearing the substantial
hurdles that remain.

Mr. Chairman, members of the committee, many have questioned
our ability to institute reforms at an agency that has repeatedly
shaken off criticism in the past and settled back to its old ways.

Oversight hearings by the House Ways and Means Committee
several years ago precipitated a number of reforms in the Customs
Service. Over time, many of these reforms were dismantled. Since
being sworn in just over 9 months ago, I instituted many of these
and added more. I believe these changes cut much deeper than be-
fore into Custom’s management culture.

Our new disciplinary system, our new inspection regime, our cen-
tralized reporting lines, these are real initiatives that will become
institutionalized, resulting not just in a temporary fix, but in last-
ing changes in how Customs employees view their roles and re-
sponsibilities. These reforms, with the help of Congress, must be
allowed to permeate the organization and take hold.

Somebody said that I would occugy the hot seat today. But, in
truth, I would not trade places with anyone. As Commissioner, I
accept the accountability that comes with this job and I welcome
the oversight. This is good government.

I am confident that your examination of the Service will, in the
end, make for a stronger agency, better equipped to do the job and
better understood by this committee, by the Congress, and by the
American people. Ultimately, that is a prescription for success that

I believe all of us are searching for. \
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In closing, I want to thank all the members here for supporting
the Customs Service over the tpe\st year. Thank you, Mr. Chairman.
[The prepared statement of Commissioner Kelly appears in the
appendix.]
e CHAIRMAN. Thank you, Commissioner Kelly. Just let me say,
I think you have one of the most challenging jobs in-government.
But it is also an opportunity.
Once again, Pat, we are talking about changing the culture of an
organization, which is not easy.
e look forward to working with you on this critical, pressing
problem. -
Now we would be very happy to hear from Secretary Johnson.

STATEMENT OF HON. JAMES E. JOHNSON, UNDERSECRETARY
OF TREASURY FOR ENFORCEMENT, DEPARTMENT OF THE
TREASURY, WASHINGTON, DC

Secretary JOHNSON. Thank you, Mr. Chairman, Senator Moy-
nihan, and members of the committee. Good morning. It is an -
honor for me to be here today in support of the U.S. Customs Serv-
ice and the Customs Service’s efforts to carry out its intricate dual
responsibilities of facilitating international trade and pursuing ag-
gressive law enforcement. .

You have clearly heard very strongly from the Commissioner.
Many of the issues that he raised, I will not rehearse for you in
my testimony. I would ask instead that, with the committee’s con-
sent, my written testimony be submitted for the record. I would
summarize, and then make myself available to answer any ques-
tions the committee would have for me.

The CHAIRMAN. So ordered.

[The prepared statement of Undersecretary Johnson appears in
the appendix.]

Secretary JOHNSON. My written testimony focuses and sums up
the department’s role, particularly that of the Office of Enforce-
ment, in providing support to the Customs Service and Commis-
sioner Keﬁy as they pursue the action plan and perform Customs’
mission in an environment of constrained budgets and increasing
demand for services.

This morning I would like to take the opportunity to highlight
some of the major themes of my statement. As each year passes,
the world becomes a much more complex and a much more dan-
gerous place.

The danger to law enforcement personnel was brought home to
all of us this week as we mark Police Week and honor those who
have sacrificed their lives in service to our Nation, including two
of our Customs agents and the pilot that Commissioner Kelly re-
ferred to just a while ago.

Customs’ vital place within this law enforcement community and
in the service it provides to the country makes this a crucially im-
portant hearing. We thank the committee for its continuing inter-
est in, and support of, the U.S. Customs Service.

This is a unique moment in Customs’ long and proud history.
The Service faces daunting challenfes based upon a mission that,
on the one hand, requires the facilitation of legitimate commerce
and travel, while on the other requires the greatest vigilance in
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countering attempts to smuggle narcotics and other contraband
into our country, those attempts that were just so vividly illus-
trated in the Commissioner’s testimony.

Customs is meeting the trade and enforcement challenges before
it, in large part, through the dedication and professionalism of its
people. It also, however, is moving into a better position to respond
to challenges because of its willingness to adopt changes that will
make an already strong a%ency that much stronger.

One of its most powerful agents of change is Commissioner Kelly.
Through his entire professional career, and most notably for pur-
poses of this hearing, first, as Undersecretary for Enforcement, and
now as Commissioner of Customs, Ray Kelly has had a unique ca-
pability of evaluating an organization, reinforcing those elements
proven to be constructive, and overhauling those in need of repair.

His ability to make change work for an organization has always
led to a more productive work force, and we expect it to lead to
more acccuntable management and better service to the public.

In the case of Customs, the Commissioner is pursuing his agen-
da, our overall agenda, for change through development of a de-
tailed action plan, which he has often referred to as a living docu-
ment.

The action plan includes tangible goals for improvements in the
organization structure, management, and operations. Some of the
issues that were raiséd in the testimony are obviously key: the in-
tegrity of the Customs Service, the way that we handle and treat
passengers.

We all know that very often the first face that our citizens see
when they come into the United States or visitors see when they
come into the United States is the official face of government in the
form of the Customs inspector.

We all know that everyone coming to these shores, whether citi-
zen or no, expects to be treated fairly, and should be treated fairly.
We uphold that ideal and we applaud Commissioner Kelly’s efforts
to make sure that that ideal is enforced.

For its part, the Office of Enforcement supports Customs and its
mission in a variety of forms, two of which are policy guidance and
operational oversight. By enhancing both, we hope to ensure that
Customs performs its mission as safely, professionally, and effec-
tively as possible. I would refer the committee to my written state-
ment for more detail of the functions of the Office of Enforcement.

One thing I would like to focus on, in part, is the Office of Profes-
sional Responsibility, which is a recent addition to the Office of En-
forcement. Shortly after Commissioner Kelly was confirmed as Un-
dersecretary, through the work of the appropriators and also his
work with the Congress, the Office of Professional Responsibility
was formed within the Office of Enforcement.

This office has many functions, one of which it was tasked to do
was to oversee and take a top-to-bottom look at the integrity func-
tions within the Customs Service.

OPR undertock this review at the direction of then-Undersecre-
tary Kelly, and completed that work after he left office, but contin-
ue’;iyto benefit from his continued guidance and influence on this

process.
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Many of the changes that were recommended in the final report
were changes that actually Undersecretary Kelly, then Commis-
sioner of Customs, started because he knew the issues, he had
spotted them before, and he set them in motion. But it is through -

is mechanism within the Office of Enforcement that we seek to
support and work with our bureaus.

One issue that I know that this committee is very much inter-
ested in is Customs’ performance overall. It has been noted very
often that Customs has a decidedly complex mission, that it is
being asked to do more and more over time to deal with a larger,
increasing volume of trade with resources that are tight.

One of the tools that has been used and has been employed at
the Treasury Department overall is a strategic management proc-
ess to assist our bureaus—all of our bureans—in becoming as effec-
tive as possible.

In the formulation of the Treasury Department’s strategic plan,
the Secretary, the Deputy Secretary, and the Under Secretary of
Enforcement, as well as the Office of Management were personally
involved in the development of Treasury’s fiscal year 1997 through
2002 strategic plan.

Working closely with the Office of Management and Treasury’s
law enforcement bureaus, the Office of Enforcement evaluated the
missions and unique characteristics of our bureaus and formulated
broad policy goals for the department’s law enforcement mission.

Based on the Secretary’s guidance in June of 1997, Enforcement,
working together with Customs and Management, established pri-
orities for Customs to prevent drugs from entering the country and
lensure tne highest percentage of compliance with tariff and trade
aws.

Customs, as well as the other bureaus, then developed strategic
plans which were reviewed, refined, and approved by the depart-
ment. This was a collaborative effort, and it continues today.

The strategic plans provide direction for the budget formulation
process and lay the foundation for performance plan. Beginning in
fiscal year 1997, Treasury defined performance goals for each budg-
et activity and integrated into our budget justification the proposed
performance plan for the budget year, and a final performance plan
for the current year.

Thus, budget justification documents request resources under
each budget activity and are linked to their respective performance
goals and supporting performance measures.

In addition to this process, Enforcement is working to coordinate
law enforcement measures with other agencies. During 1998, the
Offices of Enforcement and Management jointly created the Law
Enforcement Performance Measures Working Group to formalize
the intra-agency coordination of law enforcement measures.

While there is much to be done in this area, particularly in the
area of law enforcement performance measures, there have been
successes. Customs worked with the Department of Agriculture
and the Immigration and Naturalization Service to develop the
inter-agency goal of clearing international air passengers in 30
minutes or less, while improving enforcement and regulatory proc-

essing. This is an ongoing and evolving process.
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As the committee is aware, the performance measurement proc-
ess throughout the entire government, not just the Treasury, is
evolving. We are making a concerted effort to measure and assess
bureau performance in a proactive manner that is linked to re-
source allocation.

Equally important, we are striving to assure that presentation of
key measures that will reflect performance results rather than the
traditional output-oriented or workload measures are put in place.
We share the committee’s goal of ensuring that we have the right
measures and that we incorporate them into the budget process.

As the performance measurement system evolves, we continue to
assess how accurately the measures in question reflect organiza-
tional effectiveness. Currently, many of the measures judge success
only as meeting a precise numeric goal, without reference to how
close a bureau comes to actually achieving that goal.

Thus, in fiscal year 1998, Treasury law enforcement bureaus
achieved approximately 63 percent of their 115 total performance
targets. For its part, the Customs Service met approximately 46
percent of its 48 performance targets for fiscal year 1998.

But if one includes those measures where the Treasury law en-
forcement bureaus’ performance was at least 90 percent, 83 percent
of the measures were met. For Customs, in particular, their per-
formance was at 79 percent. I would submit that that is a more ap-
propriate lens through which to examine Customs’ performance.

We are reviewing these results to determine how we can work
with Customs, and work with all of our bureaus, to enhance overall
performance, but make sure as well that we determine that the
measures that have been set are appropriate and they accurately
reflect program results.

To this end, enforcement has worked with management and Cus-
toms to refine targets for fiscal year 2000. As this process contin-
ues, we expect to make further improvements in future presen-
tations, but we hope to benefit tremendously from the insights of
this committee as we go through this very complicated and, in cer-
tain respects unprecedented, process, particularly in the law en-
forcement area.

As the amount and quality of performance data grows more ro-
bust, we will continue to formulate budget proposals to Treasury
based on concerns about gaps in performance. In many cases, de-
mand-driven work load may be challenging our capacity to achieve
acceptable results.

Despite a tremendous increase in its responsibilities, Customs is
making, in my view, the best possible effort to achieve its goal. Au-
tomation is critical—critical—to Customs’ ability to enhance its ef-
ficiency and continue to meet the standards that it sets for itself.
That is the principal reason why the ACE initiative is so vital.

There may be other cases that also may justify resource enhance-
ments as we develop future budgets for sensible investments in
technology that improve productivity while also improving quality.
We are, of course, committed to working closely with this commit-
tee as we make these assessments.

In summary, Mr. Chairman, the Treasury Department is proud,
and I am personally proud, of the contributions that the men and
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women of the U.S. Customs Service have made in the past, and
continue to make each and every day to this Nation.

Treas and Customs have defined goals and objectives to en-
sure excellence in protecting our borders, in defeating financial
crimes, and facilitating international commerce and passenger
service.

Increasingly realistic strategies and goals, effective law enforce-
ment and compliance, and a commitment to work in partnership
with the regulated commercial community toward modernization
will enable Customs to make great strides in meeting current chal-
lenges and to begin preparations for the daunting challenges facing
all of us in the 21st century.

Thank you, Mr. Chairman. I would be pleased to answer any
questions that the committee has.

[The prepared statement of Secretary Johnson appears in the ap-

pendix.

The CHAIRMAN. Thank you, Mr. Secretary. .

Mr. Commissioner, as I mentioned in my opening remarks, we
are very concerned about the recent failures in the system that
processed imports. I recognize that part of the problem is the sig-
nificant growth of trade and what that means to your agency.

I would be interested in knowing what specific steps you are tak-
ing to maintain so that trade is not disrupted furtger. If I might
just follow through, because I assume that growth and complexity
of trade is going to continue in the years ahead. So if you look
down the road in the next 5, 10 years, what are we doing to be able
%(() lzilddress those problems then? You have got a tough job, Mr.

elly.

Commissioner KELLY. Mr. Chairman, you are absolutely right.

We are projecting that the value of imports will essentially double
by lt{he year 2005 and reach $1.8 trillion. So, we do have a daunting
task.
What we are doing now is focusing on our automated commercial
system, our current system, to keep it going. Life support, we call
" it. We have $32 million in recurring funds. We are requesting,
through the President’s budget, another $35 million. We believe we
need some more and we are looking at alternatives to that.

But, clearly, that is our number-one objective now, is to keep the
ACS system up and running. I think we have some talented people.
We have a first-rate chief information officer, who came aboard a
little over a year ago and has the respect of his community, cer-
tainly, and my respect. But we see that as the primary mission.

Even so, we clearly need a new system. This system, the ACS
system, has been in existence for 16 years. It uses software that
was designed in 1978. It speaks an archaic computer language,
COBOL, and it does not enable us to do business the way the trade_
is doing business.

You mentioned in your opening comments just in-time inventory.
We want to be flexible, we want to be compatible, with America’s
business so we can continue to enjoy this tremendous boon of pros-
perity in imports. We need the Automated Commerce Environment,
we are convinced, to carry forward.

You mentioned the Mod Act. The Mod Act was passed in 1993.
- We have moved forward as best we can with the roughly 32 rec-

.
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ommendations that were encompassed in the Mod Act. However,
there are seven of them that rely on technology that we simply do
not have, and will not have unless we get the ACE system up and
running.

We have prototypes addressing some of the issues such as rec-
onciliation and such as remote location filing, but they are really
significantly constrained. We will not be able to carry out the spirit
and the direction of the Mod Act until we move to the new system.

- The CHAIRMAN. I cannot emphasize how important I think not
only catching up for what the challenges of today are, but I really
think this whole situation is going to become increasingly complex
and difficult. Hopefully, trade is going to expand significantly.

This raises a question of revenue. In fiscal year 2000, funding for
28 percent of Customs’ position and the development of the auto-
mation upgrade is dependent on revenues from proposed user
taxes. )

Do you have any contingencies in the likely event that these tax
proposals are not enacted? You may want Ms. Killefer to help out
on this, but I would be interested in your comments.

Commissioner KELLY. Well, that amount of money, $312 million,
translates into a little less than 5,000 FTE for the Customs Serv-
ice. So it would impact drastically on our operations. We would
have to look at a reduction in force. It would mean closing of ports,
or certainly limiting times that ports are open. So it would be a
very traumatic blow to the service that we are currently providing.

The CHAIRMAN. Do you have any comment, Ms. Killefer?

Ms. KILLEFER. No. I would only echo Mr. Kelly, that we believe
that the current program levels that are in the President’s budget
are absolutely necessary for Customs to continue to provide both its
trade facilitation as well as its enforcement role.

We recognize that the fees are problematic. We have been talking
to the Appropriations Committee to look for ways, indeed, to fund
the program levels that we have submitted to Congress.

The CHAIRMAN. I am concerned because, in a sense, the answer
sounds like we either raise taxes or close down.

Ms. KILLEFER. I think you recognize, as I think everyone does,
that dealing under the current budget caps is very difficult for all
agencies. I think, in particular, Treasury, that performs very basic
functions throughout all of its bureaus, be it Customs at the bor-
ders, IRS in collecting revenue, FMS in printing the checks that de-
liver Social Security, we are finding it very difficult under a con-
strained environment to actually deliver the level of service that we
think the American public deserves.

The CHAIRMAN. Well, I would just urge, Commissioner Kelly and
Mr. Secretary, that consideration be given to-how we can address
this problem. I would not necessarily count on a tax increase.

Customs’ budget has lagged, not only those of justice and law en-
forcement units, but also those of other Treasury units in terms of
real, and even nominal, growth.

What explains this situation and what does the Treasury propose
to do to ensure that Customs receives the resources it needs to
carry out its admittedly very complex mission? Why has it been

short while others have gotten more?
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Ms. KILLEFER. I cannot comment on a 5-year period. I can com-
ment on most recent history, where we have looked carefully at
each bureau’s requirements with the intention and the hope of
funding each one of them.

I do not believe they actually have been unfairly disadvantaged.
We have a couple of situations, if you go through the budget in de-
tail, where we have requirements, for instance, in the case of the
Secret Service budget in 2000, there is a bump-up in funding for
the 2000 candidate nominee program. It is a blip in funding that
happens every 4 years for them.

In the case of a bureau like IRS, which you as a committee are
very familiar with, their funding is essentially flat for 2000. When
you include in the year 2000, they stay absolutely flat. We are now
taking the funds required for year 2000 funding into their base
g;;iclget, where last year the appropriators took it out of emergency

8.

So we faced an enormously constrained environment. I do not be-
lieve that Customs was disadvantaged relative to other bureaus at
Treasury. I would add that, if we had more funding available to us,
we could certainly use it. There is absolutely no question that we
would like to enhance both our staffing at border crossings, our in-
vestment in the facilities, as well as our investments in technology
for (%xstoms.

The CHAIRMAN. I will ask one more question, then I will turn to
you, Pat.

Commissioner Kelly, Customs has faced continued problems with
documented personnel incompetence, misconduct, and corruption,
but apparently has had very difficult problems solving this.

Could you tell me what you propose, or are doing, to solve these
problems and what additional tools, if any, you need to help you
solve them?

Commissioner KELLY. We did an organizational assessment sur-
vey last year. Basically, it showed that Customs employees are
happy working for Customs, but they had a sense that the agency
was unfair: unfair in promotions, unfair in hires as far as local
hires are concerned, unfair in discipline.

We have set about to correct, in some cases the reality, and the
perception of that problem. We have put in place, for instance, an
agency-wide discipline review board to make discipline more con-
sistent throughout the agency. You could commit an offense on the
west coast and get no penalty at all, and commit the same offense
on the east coast and receive a relatively harsh penalty.

There was no agency-wide record keeping of a lot of the discipli-
nary actions that were taken. Many of them were insufficient, but
even those that were taken were not recorded. So, there was no
}'ettigg of individuals who were being promoted or being trans-
erred.

We have pulled up the authority to the Assistant Commissioners
as far as hirings and promotions are concerned because there were
numerous allegations of unfairness, as I say, in this area.

As I mentioned in my opening remarks, the Internal Affairs oper-
ation was greatly wanting. It was not well led, not well organized.
There was internal friction with other parts of the organization.
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We brought in a to%ﬂight leader for that organization, Mr. Wil-
liam Keefer, former U.S. Attorney, Acting U.S. Attorney for the
Southern District of Florida, and 10 years in the Public Integrity
Section of the Justice Department.

We have begun to rotate internal investigators from our Office of
Internal Affairs to Office of Investigation. A total of 80 transfers
are being effected.

We have put in a new system to collect allegations and to follow
up on allegations. What was happening in the past, is that an alle-
gation of wrongdoing would come in, it would be referred to man-
agement, and there would be no record of it so it just literally fell
through the cracks. We cannot find dispositions on some of these
cases.

We put in a whistle-blower unit that reports directly to me in my
office to let employees know that they can come forward and can
be protected and will not be the subject of retaliation.

We have put in much clearer lines of accountability and respon-
sibility, clearly delineating to managers what they are responsible
for. At one time, there were 301 ports of entry reporting to one po-
sition 1in headquarters. Now, that is just an unacceptable span of
control.

It makes it extremely difficult for whoever the Commissioner is
to put policy in place, have policy go down through the organiza-
tion, and get reasonable feedback as to what is going on. We have
now strengthened and clearly delineated, as I say, the next line of
management’s responsibilities.

All in all, I think we have come a long way in putting the organi-
zation on track. A lot more work needs to be done. I think the re-
sponsibility and accountability should be, and I accept that it
should be, at the commissioner’s level. That is the person ulti-
mately held accountable.

At some time in the near future if I am deemed not to be doing
an appropriate job, then fine, a new commissioner should come in.
But I think attempts in the past to flatten the organization have
left the lines of authority murky, and people were not aware suffi-
ciently as to what their responsibilities are.

Now, they are, or should be, clearly aware of what they are re-
sponsible for and what they are going to be held accountable for.

The CHAIRMAN. Senator Moynihan?

Senator MOYNIHAN. Thank you, Mr. Chairman. If you will not
mind, I am going to suggest a slightly different tack here. Under-
secretary Johnson, you referred to the law enforcement mission of
the Customs Service. Well, yes, there is that. But, basically, you
raise revenue for the Federal Government.

Commissioner Kelly, as former commissioner of the New York
City Police Department, and you, Under Secretary Johnson, were
Deputy Assistant U.S. Attorney in the Criminal Division in the
Southern District of New York, I am not worried about your keep-
ing a clean outfit. That is what you are good at, what you are re-
nowned for. It is the trade that matters.

I mean, up until the early part of this century, the majority of
the revenue of the Federal Government came from Customs, most
of it collected at the Port of New York. You are a very old institu-
tion. Alexander Hamilton commissioned those revenue cutters, I
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think, in 1794 to get money. You have had some very distinguished
employees. That is not necessarily widely known. Herman Melville
was a Customs clerk for years and years in Manhattan.

You are bringing in revenues of ¥22 billion a year. We no longer
look to you for revenue, we look to you for facilitating trade. So,
you have had a shift in a two-century institutional culture. We
want trade to move quickly.

If you have COBOL systems, they are very much in demand
around the world. The Russians could use those fellows a lot. Their
missiles are on COBOL and there ‘is nobody around who knows
COBOL anymore.

But did I not hear you, Commissioner, say that you were going
to need some revenue to put in place the recommendations that
you have developed on your own, and those from GAO, and we are
going to have to find it for you?

I hate to put it to you this way, Mr. Chairman, but I think we
ought to hear what the Commissioner says, or thinks. And you, Mr.
Secretary, and Secretary Killefer.

Commissioner KELLY. Well, clearly, we need money, a lot of
money, to put in the Automated Commercial system. That will go
a long way to facilitating the great growth of trade that we antici-
pate. The money that has been estimated we need is $1.4 billion.
That is a rough estimate. Our method of arriving at that number
has been determined to be reasonable by an outside consultant,
Peat, Marwick.

Senator MOYNIHAN. Well, that is not a lot of money in the world
trading system that we know. You are putting in a 10-year system,
as it were. It will last about 10 years?

] Commissioner KELLY. We would like to put it in in a 4-year time
rame.

Senator MOYNIHAN. And have it last another 10, or so.

Commissioner KELLY. Right.

Senator MOYNIHAN. Which is about what banks and Chrysler
and other commercial activities do. They roll this over. You need
it now. Do not hesitate to say it. You are not going to have another
opportunity to come over here and be asked if you need a tax in-
crease. ’

Commissioner KELLY. We clearly need it as soon as possible.
There is, at this juncture, no money in the 2000 budget. There is
a proposal for an access fee that would be made available in fiscal
year 2001.

Senator MOYNIHAN. So you are not in the 2000 budget. Then we
are going to be holding a hearing in 2003 asking why you have not
done this and that. I do not think it is fair. I mean, you are a rec-
ognizable organization that has needs that turn over very quickly
in response to product.

To spend all of your time on body searches—if you would like to
know, if I can just say a memorial to the effectiveness of closing
your borders to undesirable products, there is the Seagram’s build-
ing on Park Avenue. It is about as large and elegant a structure
as you will find. It all came from whiskey smuggled across Lake
Ontario. [Laughter.] Thank you, Mr. Chairman.

The CHAIRMAN. Thank you.

Senator Grassley?
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Senator GRASSLEY. What I am guing to say, first of all, to each
of you at the table, when we talk about spending more money on
upgrading computer systems, just make sure that you do not do it
the way IRS did earlier this decade, winen we gave them $4 billion
to upgrade their computer system, and 90 percent of it was wasted.

So, whatever you need to do, and if you get the money, do not
make that mistake. Look to them for an example of how not to do
it.

I would like to bring closure to the issue that Senator Roth
brought up, continued by Senator Moynihan. That is about the
money that is needed, and asked for. And this is not to denigrate
anything you folks said, but I think, to lay out on the table that
there is a problem here that has not been created by any of you,
yet somehow we are dancing around the bigger problem at the
highest levels of this administration when it comes to playing
games with the budget.

That is that there were $300 million asked for in the Customs’
budget, and OMB and the White House forced Customs to take the
$300 million out and use it elsewhere. I think we ought to find out
where that $300 million is used elsewhere, but then come back
with $300 million of a new user’s fee to have this money in the
budget. So the game that is being played here is, this administra- -
tion decided way last fall that they could not break the budget
caps. But there is a way around the budget caps, and that is, raise
taxes. That is what has been done here.

think the more candid way for the administration to do it, is if
they needed to spend more money than what the budget caps had
allowed spending, then to just come forth and do it instead of play-
ing this game of taking §3OO million away from what Mr. Kelly
feels he needed and spend it someplace else, and where we do not
know, and then raise the user’s fees or raise taxes by $300 million
to accomplish the same thing and to get around the budget caps.

My first question is unrelated to my first two comments, but di-
rectly to the work that you have to do, Mr. Kelly. It involves my
being worried about how effectively the government is able to track
and monitor end-use verification of sensitive dual-use technology
that we ship to China. I know that the Department of Commerce
has jurisdiction over export controls, but Customs has a lot of ex-
pertise in this area.

How good is our inter-agency coordination in the vital area that
clearly affects our National security?

Commissioner KELLY. We are involved in some investigations
now with other agencies. I think cooperation is all right. It prob-
ably could be better.It is always an issue in the Federal Govern-
ment when agencies get together.

We are sensitive to the issue. You may have read about a case
that broke about 2 months ago in Boston. Customs has a program
where our strategic weapons investigators go around to companies
that deal in dual-use or deal in defense-type items, and tell them
that we are in existence and, if anybody approaches you, to notify
us. What happened is, an individual, who is a Chinese American,
came forward to a company and tried to purchase fiberoptic gyro-

scopes.
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_ His request for a license from the State Department was re-
jected. About a year later, someone else approached the same com-
pany. In the interim, we had notified that company that Customs
is concerned about this issue.

In fact, he tried to do it in a clandestine way, tried to purchase
these items. Customs set up a dummy corporation and arrested
this individual for violations of the Weapons Control Act. It is the
type of investigation, type of vigilance, that we are involved in. It
is difficult to get a handle on just how much of that is ongoing.

Senator GRASSLEY. Can I use your benchmark, where you said
that cooperation could maybe be a little better, and measure
a%laligst that statement the specific question I was asking about
China and the sensitive material that we have sent to China? Was
the cooperation less in that instance than normally?

Commissioner KELLY. No. We did not send anything in the first
approach. That license was rejected. In the second approach made
by a different individual, but who had connections with the first,
we had cooperation and we ultimately made an arrest.

Senator GRASSLEY. Thank you, Mr. Chairman.

The CHAIRMAN. I would make the observation that, a far as the
so-called user fee, I think it is really, technically, a tax.

Senator GRASSLEY. Yes. I agree with you.

Senator GRAMM. It has been proposed many, many times and we
rejected it, solidly, on a bipartisan basis over, and over, and over,

Senator GRASSLEY. It is a basis of where the White House can
have its cake and eat it, too.

The CHAIRMAN. With that, we will call on Senator Graham.

Senator GRAHAM. Thank you, Mr. Chairman.

I would just like to observe that there are other ways in which
one can have their cake and eat it too, and we are about to experi-
ence one of those probably in the next few hours, if not days.

That is, by declaring what previously had been thought of as reg-
ular appropriations emergencies and financing them without hav-
ing to have an offset on the spending of the revenue side, and hav-
}ngdour grandchildren pay it by reducing the Social Security trust

und.

So we all have our own creative ways to eat our cake and try to
have it, too. Unfortunately, that option is not available to our
grandchildren, because they will end up paying for it.

Let me go back to the ACE system. I recognize the controversy
that has broken out between those proposing the method of funding
it and the users who are resisting that proposal.

What would be the enhanced benefits that the ACE program will
provide tQ the importing community? How will things be different
for the users with this system than with the status quo? What is
the anticipated impact on international trade if ACE is further de-
layed or if it is not deployed?

Absent the proposed user fees, what alternative funding mecha-
nism will be available to develop and deploy ACE? You indicated
that there has been some discussion with the appropriations com-
mittees. If we do not act, do we have some expectation that there
will be a sustained and adequate funding base to proceed with this

initiative?
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Commissioner KELLY. Well, the major benefit of ACE is compat-
ibility with how business conducts itself these days. Under the Mod
Act of 1993, there is a shared responsibility between Customs and
the trade community. A lot more responsibility has been put on the
trade, but the obligation on Customs is to have informed compli-
ance. In other words, to give information to the trade as to how
they can comply. ACE would allow the trade to have a lot more in-
formation and be able to do a lot more things.

One of the issues you mentioned before was remote location fil-
ing, where you can file an entry from anywhere in the country. You
cannot do that now. We have a stovepipe system, where it is basi-
cally a port-by-port system. You cannot get into that system for se-
curity reasons.

It will enable reconciliation. You do not know what is in every
shipment that comes in. Reconciliation will enable companies at
the end of the year, or within 15 months, to be able to reconcile,
to pay what is owed, or to get reimbursement.

That is the way the world does business. We do business now
transaction by transaction. It will enable account management for
us. We will be able to look at business as an entity rather than a
series of transactions.

Of course, it gives us more capacity, which is something that is
fundamental, but very, very important. It just is, I think, the smart
way to do business. We just should not be buying more memory.
Everyone I speak to—and certainly, I am a newcomer to this
field—in the trade thinks that this is the only way for us to do
business.

You mentioned, Senator, the funding. I am not aware of any al-
ternative funding mechanisms that have been proposed for ACE.

Senator GRAHAM. So are you saying that if the Congress, there-
fore,?does not vote for this tax/user fee, that the system will stag-
nate?

Commissioner KELLY. Well, unless we get funding, if there is
some other source. The fee that is proposed would allow for the col-
lection of an access fee to the system during fiscal year 2000, and
then that would translate into $150 million in fiscal year 2001.
That is the proposal.

If we had our druthers, of course, we would have more money
and we would have it right away, roughly, $250 million a year. We

believe that ACE should be constructed in a 4-year time frame
rather than a 7-year time frame, although it is a little cheaper in
the long run to do it in 7 years.

We are concerned about the viability of the ACS system, the cur-
rent system, over that period of time. Of course, technology
changes so much, that if you stretch it out to 7 years, you will be
{dnd of chasing your tail and coming around again with more prob-
ems.

Senator GRAHAM. If I could, with just limited seconds left, one al-
ternative proposal has been an increase in the merchandise proc-
essing fee which is charged on all imports.

Would that be an acceptable alternative to the fee on electronic
communications?

Commissioner KELLY. Well, it is my understanding that the mer-
chandise processing fee has to be related to the level of service that
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it buys. I think, of course, we already have a merchandise process-
ing fee now that translates into about $900 million a year. So, I
think there may be some issues there if you increase the merchan-
dise processing fee.

Senator GRAHAM. Thank you, Mr. Chairman.

The CHAIRMAN. Next, is Senator Gramm.

Senator GRAMM. Mr. Chairman, thank you. I get plenty of oppor-
tunities to talk to Commissioner Kelly. Let me say, we have an ex-
gel.lent working relationship and I appreciate the good job you are

oing.

I want to go back to Senator Moynihan’s point. I think the in-
credible thing in this whole debate is, we are probably funding
Customs at about a third of the level that we should be funding
it, given the fundamental service it provides and given how critical
that service is to the general prosperity of the Nation.

We have an exploding level of world trade. We know that our
level of exports and imports are going to explode in the next dec-
ade, and we are counting on it. Yet, we are operating a computer
system that is so bad, so antiquated, that when Congress man-
dated what seemed to be a reasonable proposal, that we keep up
with people who come into and leave the United States, something
that would be trivial given the capacity of Mastercard or Visa, we
not only were unable to do it, but we were so incapable of doing
it that Congress is in the process of delaying it, eliminating it. Yet,
we have no funds to replace that computer system.

You just mentioned a user fee where you collect $900 million
from that fee. What are Customs’ collections now, $23 billion or
something?

Commissioner KELLY. $22 billion, I believe.

Senator GRAMM. Yet, we do not have the resources we need to
modernize our computer. We passed in this committee last year the
Drug-Free Borders Act, which is really an act trying to give you
money to promote the flow of legitimate commerce, given the bur-
den on your budget from other sources. That bill passed the House
and Senate. We had a problem with a labor issue dispute and it
did not become law.

But it is an authorization bill, not appropriation. I would just
like to say on this user fee, the bottom line is, whether it is a good
idea, whether it is a bad idea—I happen to think it is a bad idea—
the administration, from the very beginning, has made this or simi-
lar proposals. It is clear that the Congress is not going to adopt
this fee. Nobody believes they are going to adopt this fee.

But what this enables the administration to do, is to deny you
money without admitting it. It is part of this budget which has
reached a new level of phoneyness, in my opinion, to almost across
the board. It is shameful.

I would just like to say, Mr. Chairman, it seems to me that some-
thing is wrong when we have an agency that is generating billions
of dollars of revenue that is absolutely essential to the economic
prosperity of the country, and we cannot compete for available
funding to fund that agency and give them the people and the tech-

nology they need.
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There must be 500 programs in the Federal budget that get an
increase in funding this year. I would have to believe that at least
450 of them would have less merit, a weaker claim, than Customs.

So I think we need to find a way to claim some of this revenue
that Customs is collecting. We need to fund this computer this
year, not debate it next year. We should have done this 10 years
ago. We could use twice as many Customs agents as we have.

I will just give you a little example of the problem. Twenty years
ago, it was not uncommon for people in my State to go to Laredo,
spend the night, go over to Nuevo Laredo, eat, shop, come back
across the border. The plain truth is, it looks like there is this bor-
der along the southern region of the country. You draw a line on
it, and there is a little river there.

But the truth is, those cities are pretty integrated economically—
or used to be. Now, you go across to Laredo to Nuevo Laredo and
you get behind miles of truck traffic, you may never get back.
[Laughter.] It is sort of like the old guy from the 1950’s song about
“waiting to get a pass on the MTA.”

So this has had a devastating impact on these ccmmunities and
it has destroyed commerce on both sides of the border. We are
going to reach a point where we are going to begin to affect the
prosperity level of this country if we do not deal with this problem.
And $1 billion is a lot of money, but the plain truth is, in a budget
of $1.7 trillion, we are talking about a relatively small amount of
money for a function that no person has ever argued is not a gov-
ernment function.

I mean, this is not like we are debating Americorps, where we
are paying people to volunteer, or something like that. If govern-
ment does not have this function, it has no function.

We just need to find a way to come up with this money. I think
it is very important, and we need to take it away from something
else. If we have got to take all these entitlements under our juris-
diction and cut one of them to fund this, we ought to do it because
we are going to hurt people a lot more by not funding it than we
are taking money away from some exploding program to make it
happen.

Thank you, Mr. Chairman.

The CHAIRMAN. Next, is Senator Kerrey.

Senator KERREY. Well, first of all, Commissioner Kelly, I appre- -
ciate very much your testimony and your service. I do not think
there is any disagreement from this committee that you need to be
provided the resources to be able to do what you have to do. I agree
with what both Senator Moynihan and Senator Gramm have said,
that Customs is a vital service.

I pledge to work, although it is not directly impacting upon a
State like Nebraska. We do not have any Customs people checking
people when they come across Kansas into Nebraska. So, I do not
have any clever story to tell like Senator Gramm did. That was
Charlie on the MTA, by the way, that could not get his sandwich.
[Laughter.]

But, nonetheless, indirectly, it affects us. This is a vital govern-
ment service. There is debate in lots of other areas. I just pledge
myself to work with Senator Moynihan, Senator Graham, and Sen-
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ator Gramm, Senator Roth, and others. We need to find a way to
fund this, and we are not going to have a tax increase.

The Federal Government currently takes 20.5 percent of total
U.S. income. We have not been that high since the Vietnam days
or World War II. I mean, there is a limit to what we can take. Al-
though we are not prohibited by it under law, I think the majority
of us recognize that there is a limit, and I think-we have reached
it. So the question is, where do we get it?

I have got to tell you, I think that what we have to face imme-
diately is this growing claim on income that we have from Ameri-
cans who have served their country and done well who are over the
age of 65 and who have a claim on Medicare, Social Security, and
long-term care Medicaid.

The budget this gear is $700 billion for those three programs
alone, growing $40 billion from last year to this, and it is heading
to be 100 percent of the budget. That is what is going on. We are
turning our entire government into an ATM machine because we
are unwilling to go, not just to people over the age of 65, but people
under the a%e of 55 and say, we have got to reduce that claim. The

claim is too big.

" For another reason we need to do it, because what we are doing
is we are saying to Americans, you are going to be more dependent
on your government when you hit age 65, and we need to make
them less dependent on the government.

So, I put that pitch out, that this problem is connected to the un-
willingness of the President to say, I support premium support, or
I support some change in the ungerlyin law that will reé)uce this
claim. Until we get that kind of leadership—and I think Congress
needs to rally as well to it, everybody is terrified of it, and I under-
stand it, for political reasons.

But that is the problem, the growing share of the budget that is
going to a mandated program. So, I just pledge myself to work, Mr.
Chairman, with you, Senator Moynihan, and Senators Graham and
Gramm. I think we have got to fund this vital service one way or
the other this year.

Commissioner Kelly, in the Restructuring and Reform Act of the
IRS that we passed in 1998, we had a number of other things in
that law that we put that increased the authority of the commis-
sioner. We gave him personnel flexibilities under the law, we set
a term and qualifications for the commissioner, At the IRS right
now, he is doing a lot of personnel things as well. But Feople know
that he is going to be around for a couple of years after the new
" administration gets in, so they do not just sit there and say, all we
have to do is wait another year and wait him out. We have provi-
sions in there for a more open budget process. We also had provi-
sions in there for a board. As I say, I am not very impressed with
the people that have been sent over thus far. I was hoping that we
would get some real, strong manager that would be able to estab-
lish immediate credibility with the Congress. Now, maybe I do not
know the individuals well enough. I just want to put that state-
ment out as well.

But I ask you, are you familiar with these provisions? If you are,
do you think this is something, in addition to fighting to try to
make certain that we get you the resources necessary to do this
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vital service, this is something we ought to also look at to increase
the likelihood that you can manage to success?

Commissioner KELLY. I am generally familiar with the provi-
sions. I think some of them are good and would be helpful. I think
it would be particularly helpful to bring in people from industry,
experienced managers who would stay for a relatively short period
of time, three, 4 years, pay them at a rate that is higher than the
going government rate, which Commissioner Rossotti is able to do.

At the other end of the spectrum, I would like to have Schedule
B hiring authority, similar to what Secret Service has, that pro-
vides you with flexibility as to who you can hire as far as skills are
concerned. It allows for a 3-year probationary period, and then peo-
ple move into a civil service track, so people’s rights are protected.

I think we need more SES positions in our organization. We have
the lowest ratio of SES to workers that I am aware of. We have
one SES for 300 employees, versus, for instance, FBI, DEA, and
other agencies that have abput 1 to 130. That would be helpful
right now.

I think the issue of term for commissioner is a good one to dis-
cuss. I think there probably are people out there that say, well,
pieople turn over, like temporary help, and somebody else will come
along.

I think that is probably something that would be helpful as well.
Not necessarily for me, but for future commissioners.

Senator KERREY. Well, I would just say, Mr. Chairman, Senator
Moynihan, if you think these kinds of things are worthwhile, I
would pledge, in addition, to working with you to try to find the
resources so that Customs can do its job. I pledge to work with you
on these changes as well if you think these kinds of authority, like
with the IRS, would be helpful. '

The CHAIRMAN. Thank you, Senator Kerrey.

Last, is Senator Baucus.

Senator BAucus. Thank you, Mr. Chairman.

Commissioner, as you know, we had a good, fruitful discussion
yesterday and I very much appreciate your taking the time. Along
with the drift of the conversation here, I, too, want to help you get
what you need to do.

That is, the automation, address the integrity question, and have
more authority, Schedule B authority that you mentioned, more
SES people, and be able to have high-quality people, where nec-
essary, to run, on a professional basis, a very large, complex orga-
nization. I think that will help you to address some of the integrity
issues that are recurrent in Customs. So, I think you are going to
have the support of this committee, very strong support, in doing
all that.

One thing that struck me at a hearing yesterday on the subject
of Medicare. One of the witnesses was talking about transferring
private enterprise techniques and management techniques—the
Druckers of the world, and so forth—to government.

She mentioned what they are trying to do in Rhode Island. It
was basically the point that you need goals, defined goals, perhaps
quantifiable goals, so everybody knows what the objective is, the

mission is, in the organization.
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That enables people lower down to be delegated more, trusted
more. I am sure they will make a couple of mistakes, but at least
they know what the plan is because everyone is working for the
same one, two, or three goals rather than the agency working at
cross purposes, not really knowing what the goals are. I suspect
that when you get the Schedule B and other people that you will
be able to do some of that.

In addition, I just want to emphasize the need for personnel
along the border, ﬁarticularly in the high plain States, in Montana
and so forth. We have a lot of space out there. There are a lot of
crossings, but the personnel are not there. They are closed down
a lot. It is very frustrating. Both ways, particularly coming into the
United States.

In addition to the border, because Montana is such a big State,
lots of towns all around Montana, and general aviation is so impor-
tant, that there are no Customs officers in a lot of our towns. They
are not there full time, either. In fact, the number has been cut
back in recent years.

We, as a State, are struggling as a small business State, to look
out for the future. It is mid-tech, high-tech, small companies, and
so forth. We just desperately need to have people there, officials
there, at those airports so that, when a business person comes in,
he or she can be able to go through Customs and not have to not
go because of knowing there is nobody there, et cetera. I just
strongly urge you to look at that. We did discuss this previously.

Commissioner KELLY. Certainly. We will do that.

Senator BAUCUS. You are off doing a great job, and we are here
tc help you do what you need to do. )

Commissioner KELLY. Thank you, sir.

Senator BAucus. Thank you, Mr. Chairman.

The CHAIRMAN. Well, thank you for being here today. We look
forward to continuing this dialogue and working with you.

It is now my pleasure to welcome our second panel. Kevin Smith
is the director of Customs Administration for General Motors Cor-
poration. Representing the Vastera Corporation are George Bardos,
the executive vice president, and Ty Bordner, the director of Appli-
cation Consulting. We also have with us today Randy Hite, the as-
sociate director of Governmentwide Defense Information Systems of
the GAO.

As I said earlier, the full statements of each witness will be in-
cluded as if read. We would ask you to keep your comments to 5
minutes.

Mr. Hite, would you please begin?

STATEMENT OF RANDOLPH C. HITE, ASSOCIATE DIRECTOR,
GOVERNMENTWIDE AND DEFENSE INFORMATION SYSTEMS,
ACCOUNTING AND INFORMATION MANAGEMENT DIVISION,
U.S. GENERAL ACCOUNTING OFFICE, WASHINGTON, DC

Mr. HiTe. Thank you, Mr. Chairman, for the opgortunity to ap-
pear before the committee today. As you requested, my testimony
will focus on Customs’ management of ACE. It is based on our re-
cent report, in which we laid out a series of recommendations to
address_technical and management weaknesses with that program.
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It also includes information on Customs’ actions to date to imple-
ment our recommendations.

Before summarizing my statement, I would like to make two
points. First, the need to leverage information technology to mod-
ernize the way that Customs handles its import processing function
is undeniable. I have seen firsthand the outdated import processes
that Customs currently relies on. It is transaction-based, paper-
laden, error-prone, and it is out of step with the just-in-time inven-
tory practices of the trade.

Second, Customs has concurred with our findings concerning
ACE and it has moved aggressively to implement our recommenda-
tions. We are very encouraged by this. I would like to take the op-
portunity to compliment Commissioner Kelly and Customs CIO
Woody Hall for their efforts to date in this regard.

Having said this, I would add that many of the actions taken to
date, while in my view appropriate given the time that has elapsed
since we have made these recommendations, are nevertheless first
steps and much remains to be accomplished. :

It was mentioned earlier that we do not want to repeat the IRS
situation. I was involved in our work on the IRS modernization.
There were a lot of parallels between where Customs was, and is,
on its modernization and the problems we found at IRS.

I will now summarize the three categories of ACE weaknesses
that are discussed in my written statement and our position on
Customs’ efforts to date to address them.

The first weakness: Customs had not been building ACE within
the context of a complete enterprise systems architecture. In lay
terms, an architecture is a blueprint of an organization’s future
business and system’s environment.

Over the years, our work has shown that, without enterprise ar-
chitectures, incompatible systems are produced that require addi-
tional time and resources to interconnect and maintain, and that
an organization’s mission performance is suboptimized. In response
to recommendations that we made last year on this subject, Cus-
toms has made good progress.

Based on a briefing and a demonstration that I received 2 days
ago, it appears that Customs has fully implemented our rec-
ommendations to complete its architecture, also to put in place the
means for effectively maintaining the architecture and for enforcing
it on projects like ACE.

The second weakness we reported on, was that Customs did not
have a firm basis for knowing whether the ACE system solution
that it was pursuing was the most cost-effective alternative.

Now, when investing in systems organizations should: 1) identi-
fying and analyze alternative system solutions; 2) reliably forecast
system return on investment, or ROI, and invest in the alternative
providing the highest ROI; 3) manage large investments by break-
ing them into a series of increments and validating these incre-
ments one at a time. For ACE, Customs did not satisfy any of these
requirements.

In response to our recommendations in this area, Customs re-
ports that it has twice revised its cost estimate and it has redone
its analysis of cost effectiveness, that it will perform cost benefit
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and post-implementation analyses on system increments and it will
have these analyses independently validated.

These initial steps are consistent with our recommendations.
However, I cannot offer any opinion on either the revised cost esti-
mates or the revised economic analysis at this time because Cus-
toms has told us that they are not ready yet to be shared with us.

The third weakness dealt with Customs’ processes for developing
and acquiring software. Those processes lacked rigor and discipline.
One measure of such rigor and discipline, is the software engineer-
ing institutes, or SEIs, software maturity models.

Using GAO staff that had been trained by SEI, we evaluated
Customs’ software acquisition and development processes and
found that they did not satisfy the Level 2 on a 5-scale level of
SCI's model. As a result, Customs’ processes in the areas of soft-
ware engineering are, by definition, ineffective, immature, and at
times, chaotic.

Senator MOYNIHAN. Mr. Hite, is 5 the highest and 1 the lowest?

Mr. HITE. Yes, sir.

Senator MOYNIHAN. Thank you.
Mr. HITE. In response to our recommendations, Customs has in-

stituted an SCI Level 2 requirement for its software contractors. It
has hired an FFRDC contractor to help it to, among other things,
develop and implement plans for Customs to achieve SEI Level 2,
and then Level 3, capability.

Then also to assist it in awarding and managing an ACE prime

integration contractor which is similar to the model that the IRS
is following on its modernization now. In my view, these are rea-
sonable first steps to begin addressing our recommendations in this
area.
In conclusion, successful systems modernizations is critical to
Customs’ ability to perform its import function in the 21st century.
To be successful, Customs must do the right thing and it must do
it the right way.

To be right, Customs must, as we have recommended, invest in
and build systems within the context of an enterprise architecture,
make informed, data-driven decisions about investment options
based on reliable analyses of ROI for system increments, and build
the increments using mature software processes.

Our work on other challenge modernization programs. I men-
tioned IRS. We have also done work at FAA on its air traffic con-
trol modernization, and at the National Weather Service on their
modernization.

It shows that to do less increases the risk of delivering less-than-
expected benefits and failing to meet cost and performance goals.

Now, neither of these things would be in the best interest of the
trade or the government. To Customs’ credit, it appears to have
fully responded to our recommendation on architectural foundation
for its modernization and, based on the initial steps——

The CHAIRMAN. The time is growing late, so I would ask you to
summarize.

Mr. HITE. Yes, sir. Its initial steps to establish the investment
management and software engineering maturity. It is headed down
the right path in both of those areas.



26

This concludes my statement. I would be happy to answer any
questions. ‘

[The prepared statement of Mr. Hite appears in the appendix.]

The CHAIRMAN. Thank you.

Next, we will call on Mr. Bardos.

STATEMENT OF GEORGE BARDOS, EXECUTIVE VICE PRESI-

DENT, VASTERA, DULLES, VA, ACCOMPANIED BY TY
BORDNER, DIRECTOR OF APPLICATION CONSULTING,
VASTERA, DULLES, VA

Mr. BARDOS. Thank you, sir. I am here to talk about Customs,
ACE, and our recommended position.

First of all, I just want to point out that Vastera is a software
company and we write software that automates international trade
logistice for importers and exporters around the world. We do have
over 100 customers in the Fortune 100 category. )

The automation of trade is extremely important to them. The
software that we do provide is interface to Customs, ABI, ACS.
These systems have been in place for a long time. They do work.

We are concerned, however, that the outages and the brown-outs
are going to affect trade negatively, that our customers are going
to have equipment held up and impacted because of that. I think
evrii'ybody is aware of it. I think Mr. Kelly articulated that very
well.

Our concern, is that 7 years to develop ACE is a long time. We
do believe in ACE. We think it is well-designed. We do believe that
Customs has done a good job and is capable of its development. We
think, as I said, 7 years is too long. Even 4 years is too long. We
should have had it in place. -

So, we would like to encourage whatever it takes to accelerate
that program. We think redesign is what is necessary, and not
patching of an old system. There are some technical characteristics
that we are here to discuss. Mr. Bordner will get into that. He is
our development director. But we do think that the system needs
updating, needs replacing, and it needs it as soon as possible.

Now, as far as the maturity model, we do believe in the prin-
ciples of it, but we question whether, at this point, will it cause fur-
ther delay if it has to be adopted?

Our recommendations are, because of the problems with ACS, it
is going to put the businesses that we serve at risk. International
trade is important to them and the borders are important. The fa-
cilitation that Customs provides has to continue.

We do think Customs has a good track record. ACE is sound. We
do not want to see a lot of multiple releases because the cost every
single time of a release puts a burden on us as software developers
to implement the new releases, the recertifications that are re-
quired for every release, and so on.

But, in general, we do support it, we would like to see it acceler-
ated, and we believe that Congress should fund the Customs’ auto-
mation as recommended and required by the Customs officials.

Mr. Bordner is here to answer any questions or follow up on any
information you like. .

[The prepared statement of Mr. Bardos agpears in the appendix.]

The CHAIRMAN. Thank you. I will now call on Mr. Smith.
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STATEMENT OF KEVIN SMITH, DIRECTOR, CUSTOMS ADMINIS-
TRATION, GENERAL MOTORS CORPORATION, DETROIT, MI

Mr. SMITH. Mr. Chairman, members of the committee, my name
is Kevin Smith and I am the director of Customs Administration
for General Motors Corporation.

In that capacity, I am responsible for ensuring that GM’s import
and export operations comply with all relevant Customs require-
ments in the United States.

I want to thank you for giving me the opportunity to be here
today to share with you GM’s views on the modernization of U.S.
Customs.

Last year alone, GM filed close to 500,000 Customs entries, or
about 2.5 percent of the total entries reported to Customs. Of those
entries, 450,000 crossed the Canadian and Mexican land borders,
with about 90 percent of those carried on trucks.

In the U.S., most of GM’s Customs filings are made electroni-
cally. However, the current process is still unnecessarily cum-
bersome and subject to delays that can create unnecessary cost.
The Customs entry process now in effect is based on practices es-
tablished in the 1950’s and 1960’s, and systems put in place in the
early 1980’s.

Most U.S. Customs entries require the presentation of paper in=
voices to obtain the release of goods. These invoices are created
from electronic data maintained by import~rs and shippers purely
so that they can be handed to Customs officers and brokers, who
then retype that information into other electronic systems. With
practices such as this, it is understandable that the private sector
would embrace the Customs Modernization Act of 1993.

The Mod Act, as it has become called, established the National
Customs Automation Program to modernize U.S. Customs software
and implement programs to enhance and streamline Customs’ proc-
esses. These programs included importer activity summary state-
ments, remote entry filing, and reconciliation of prior entries.

The Mod Act also stipulated that the Customs Service seek the
participation of the private sector in the development of these new
systems. However, the benefits of the Mod Act have not come with-
out a cost. In return for the promised programs, much of the re-
sponsibilities, as well as the cost of Customs’ commercial oper-
ations, was transferred to the private sector.

Unfortunately, a funding shortage has slowed the development of
the promised systéems, while the existing systems have become
alarmingly unreliable. Last year, the current system, the Auto-
mated Commercial System, or ACS, suffered a number of interrup-
tions, creating serious problems in the Nation’s ports.

For GM, such delays can be extremely costly because they inter-
rupt the flow of parts required in our just-in-time production sys-
tems. These missing parts can cause assembly line shut-downs,
costly rework of our vehicles, and idling of our work force.

Although we have been disappointed generally with the pace at
which the new Cuctoms automated systems are being developed,
we are impressed with the performance of a number of the proto-
types that have been introduced to test future systems.

57-988 99 -2
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GM, Ford, and Dameler Chrysler are participating in one of
these prototypes, a new automated Customs process for entering
and releasing goods crossing U.S. land borders.

This new system is based on the use of electronic data used in
our normal business processes. Although the prototype has re-
quired a considerable investment of us, both in time and money, we
think that it has been a great success.

Currently, GM and Customs are processing over 2,000 shipments
a week through the ports of Port Huron in Detroit, MI and Laredo,
TX. In our opinion, the success of this prototype can be traced to
the willingness of Customs to seek out the participation and sup-
port of the Customs users in developing these programs and the co-
~ operative spirit that is involved as the project moved ahead.

Throughout the process, the Customs Service has used a dis-
ciplined managerial approach and worked closely with all those af-
fected to make sure that the end product worked well, is user-

friendly, and efficient to operate.

" Our most immediate concern today is keeping the current ACS
system running to prevent delays in our U.S. ports of entry. Unless
the necessary funding is provided, we are at risk of a serious and
prolonged failure of this system that could adversely impact many
businesses and jobs.

We ask the support of the committee for the complete develop-
ment of the next generation of Castoms automation programs, in-
cluding the full implementation of the National Customs Automa-
tion program.

In our view, this would require funding, including adequate ap-
propriations in the fiscal year 2000 budget to support the continu-
ation of the current prototypes and to fully implement the new sys-
tem within 4 years.

General Motors opposes the establishment of new user fees as a
source of funding. The private sector has already taken on many
costly new responsibilities as a result of the Mod Act.

More importantly, we are already paying for the support of the
operations of the U.S. Customs Service through the general taxes
we pay, and, more specifically, importers are paying $800 million
annually in merchandise processing fees, and over $20 billion in
import duties.

Again, I would like to thank the committee for the opportunity
of appearing here today, and I would be happy to answer any ques-
tions.

[The prepared statement of Mr. Smith appears in the appendix.]

The CHAIRMAN. Thank you, Mr. Smith.

What would be the operational and cost impact on General Mo-
tors if Customs’ current automated system were to be temporarily
interrupted or shut down for long periods of time? :

Mr. SMITH. In most of our assembly plants today, we carry les
than 1 day’s worth of inventory. If those systems were to be shut
down for a prolonged period of time, literally within a day our as-
sembly lines would stop, as would our production.

The CHAIRMAN. One day.

Mr. SMITH. Yes, sir.



29

The CHAIRMAN. Let me ask you, Mr. Hite. What needs to be done
to ensure that Customs’ response to GAO’s concerns are effective
and sustained?

Mr. HITE. A couple of thoughts in that regard. Hearings such as
this, where the oversight committees exercise the oversight func-
tion, are very important. Another very positive step is the leader-
ship of Customs and the role that they have taken in aggressively
pursuing improvements in this area is very important.

I have seen cases where attempts to improve modernizations
have not occurred because they lacked the executive involvement,
executive leadership. That is not the case here in Customs.

Another item, would be a continued oversight role on the part of
Treasury and OMB as part of whatever the annual funding mecha-
nism that is set up for, funding the modernization to ensure that
the appropriate questions are getting asked as they move through
the modernization process.

The CHAIRMAN. Thank you, Mr. Hite.

Let me ask Mr. Bardos and Mr. Bordner. Could you explain the
additional costs to members of the trade community to run concur-
rently two separate systems for up to 7 years?

Mr. BORDNER. Yes. Supporting two systems, I think, has a couple
of fundamental costs to it. One, is the people required to support
those systems. Salaries today of technical people to support those
kinds of systems are very high. Getting the resources to do that is
difficult in the software industry. The hardware costs to support
multiple systems is also an additional cost. Perhaps the most dif-
ficult thing is managing the complexity of two systems at the same
time.

Presumably, ACE would be released to add incremental
functionality, whereas, some previous functionality would still be
part of the ACS system. So, trying to manage both systems at the
same time and that complexity is going to be a difficult thing to
malrllage, both for software companies and the trade community as
well.

The CHAIRMAN. Senator Moynihan?

Senator MOYNIHAN. I have a question which will appall our panel
by its ignorance. At this time I would ask, what is a broker? They
are part of this transaction system and I have never quite under-
stood what they do. Mr. Smith, you mentioned them.

Mr. SMITH. Yes. Brokers are licensed by the Department of
Treasury and the U.S. Customs Service to act on behalf of import-
ers in transacting business. They clear goods on behalf of import-
ers. They generally have offices in local ports where the importer
may not have any staff, and they act as the importer’s agents. They
will collect duties on behalf of the importers and tender them to
the Customs Service. They are a service provider.

Senator MOYNIHAN. They are a service provider. Is it a large
community?

Mr. SMITH. There are lots of Customs house brokerage companies
throughout the country. Some of them are very large organizations,
and some of them operate in one port only.

Senator MOYNIHAN. Well, may I just say, and I hope the Chair-
man agrees, we have been getting such good reports about how
Customs is doing and some urgent arguments about what needs,
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still, to be done. I see Mr. Bardos agreeing, and Mr. Hite. It is so
clear. Sir, it falls to you. You are Chairman. [Laughter.]

The CHAIRMAN. You have described the situation well. We will
leave the record open for some additional questions to be submitted
in writing. But, gentlemen, unfortunately, the hour is growing late.
We do appreciate you being here.

Senator MOYNIHAN. And we have another panel.

The CHAIRMAN. And we have another panel. That is right. So,
thank you very much for your very helpful testimony.

Senator MOYNIHAN. Thank you, indeed.

The CHAIRMAN. I would like to call up the third panel. Morgan
Kinghorn is a partner of Price, Waterhouse, Coopers; Malcolm
McLouth is the deputy executive director for Business Development
at Canaveral Port Authority; James Phillips is the executive direc-
tor of the Canadian-American Border Trade Alliance; and Sam
Vale is the chair of the Border Trade Alliance.

Thank you all for joining us. We would ask that you do limit
your testimony to 5 minutes. Your full statement will be included
as if read.

We will begin with Mr. Kinghorn.

STATEMENT OF MORGAN KINGHORN, PARTNER, PRICE,
WATERHOUSE, COOPERS, L.L.P., FAIRFAX, VA

Mr. KINGHORN. Thank you, Mr. Chairman.

My name is Morgan Kinghorn. I am a partner with Price,
Waterhouse, Coopers. I am pleased to have the opportunity to dis-
cuss how the U.S. Customs Service is improving the linkage be-
tween performance and its resources.

Last year, the U.S. Customs Service partnered with us to develop
a resource a:location model that would enable the Customs Service
to improve the methods by which it allocates resources.

With the full participation of the Customs Commissioner and his
leadership team, we demonstrated that it is possible to develop a
model which can assist a large and diverse organization such as
Customs in determining its resource requirements by location and
by activity, and to do so on the basis of results.

The completion of the model met the objectives of the Commis-
sioner, to establish a stronger strategic framework upon which to
make improved resource decisions regarding the Customs Service.

In order to develop the model, the project team, composed of both
PWC and Customs staff, met the following objectives: successfully
integrated data from eight Customs data sources; we linked Cus-
toms’ performance measurements to occupations actually per-
forming those specific activities; developed analysis and perform-
ance measurement methodologies that can be reapplied in the fu-
ture and can help the Commissioner and his team identify and
avoid significant data issues; and we developed user-friendly what-
if capabilities that can be applied to the analysis output. :

PWC also worked with Customs personnel to attain corporate
agreement on which current performance measures should be
linked to each occupation, and the activities they perform. This al-
lowed the team to create a new performance measurement analysis

methodology.
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This performance map, as we called it, details workload drivers,
things that drive work load, workload assumptions, and the time
gata sources for all of Customs’ core functions and core occupa-
ions.

It was also designed so that future data efforts can include a link
between existing data and results, and potentially total threat data
which can also have a significant impact on how Customs may
want to apply their resources.

As in most orﬁanizations, performance data at Customs is con-
tained in a number of different systems, often not well-integrated,
because historically people only want to look at specific data for
specific purposes.

PWC, and in particular the Commissioner, wanted the model in
the new methodology to be used as a tool to assist in the establish-
ment of corporate staffing information and to determine levels
across functions, across occupations, and locations.

We wanted to do so using a consistent set of performance meas-
ures. The data for these measures is now integrated from eight dif-
ferent data sources and collect data from over 400 field locations.

The resource allocation model improves Customs’ previous meth-
ods of allocating and justifying resources in several ways. First, it
is a Customs-wide model, covering all of Customs locations and oc-
cupations. Second, it is based on an established and agreed upon
key performance measurement. The models, therefore, allow for the
use of a consistent set of assessments from year to year.

Finally, it was developed using input from both headquarters
and ﬁelg staff. It provides a unique answer to some difficult ques-
tions. Basically, how do I objectively justify the need for resources,
particularly in a competitive environment? What are my resource
needs if I need to increase the inspection times at a particular port,
or group of ports, because of increased threat? And what happens
to my resource requirements if I can improve my operations in
terms of timeliness? What happens if I Eave increased demand
across the board, or at a particular location?

The model still requires the use of professional judgment, the
analysis of risk factors, and basic operational common sense. It is
not intended as a tool simply to run and take results blindly with-
out discussion and analysis. There are imitations, many of which
are now being improved by Customs to be used in the future.

Mr. Chairman, that completes my statement. I would be pleased
to answer any questions.

['I]‘he prepared statement of Mr. Kinghorn appears in the appen-
dix.

The CHAIRMAN. Thank you, Mr. Kinghorn.

Next, Mr. Vale. -

STATEMENT OF SAM F. VALE, CHAIR, BORDER TRADE
ALLIANCE, RIO GRANDE CITY, TX

Mr. VALE. My name is Sam Vale. I am here to testify on behalf
of the Border Trade Alliance. We are a grass roots organization
that operates along primarily the southwest border, but we do have
substantial new interests along the northern border.

We strongly endorse legislation that Senator Gramm has intro-
duced, whici is S. 658, which would fully fund Customs with addi-
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tional positions to address many of the things that have already
been brought up today.

More importantly, we feel that it does have some standards in
it that have never been before, of 20-minute wait times, the re-
quirement to make some reports back to the Congress on how the
are using the funds and how they are handling themselves, whic
I think is a new component that has never been in authorization
legislation before.

Since April of 1998, with the support of the Customs Service, the
BTA and other Federal agencies have been meeting in open session
to reach common ground on how we can best solve some of the
problems at the border. We are looking at drug enforcement, wait-
ing times, environment policies, infrastructure needs, as well as
immigration policies. The types of agencies, to show you how dif-
ficult it is and why you need brokers and you need these other peo-

le that are involved in these discussions, are the U.S. Customs
ervice, Immigration and Naturalization Service, the Department
of State, the Food and Drug Administration, the General Services
Administration, the Drug Enforcement Administration, the Envi-
ronmental Protection Agency, the Department of Agriculture. We
even had the embassies of Mexico and Canada and representatives
of four Governors. All of these people play a role in what happens
at our borders, so it takes a tremendous amount of coordination.

The bottom line, Mr. Chairman, is the Customs needs a substan-
tial increase in personnel and funding for the technology. Trucks
have gone up, and all the statistics will show you, that the biggest
bridges on the northern and southern border, the Ambassador
Bridge in the North, Laredo in the south, had over 1 million trucks
crossing last year. None of them expected those types of increases.

In San Ysidro, California, the largest non-commercial vort on the
southern border, on January 5, 1999, the average lengt}. of the line
of vehicles waiting to cross the border was 85, and a wait time of
27 minutes. By the end of that month of January of 1999, you had
180 vehicles average waiting, with a 47-minute wait time. This is
getting worse. On weekends, it is 180 and 61 minutes’ wait time
to cross the border.

That is why people do not want to go back and forth. Mexicans
come over here and buy, and we go to Mexico. Canadians come,
Americans go to Canada. We need to do something to increase the
staffing levels, the way business is done. We need a new atmos-
phere, we need a new attitude, we need a new mentality.

I am the president of a company that owns and operates an
international port of entry, and I am also a businessman, an im-

orter and an exporter. I face, daily, the challenge of movement of
egitimate commerce in the United States against an under-funded,
under-staffed U.S. Customs Service. They are costing me money; I
pay you less taxes as a result. That is what we should be looking
at. We all make more profits, we pay more taxes, you have more
money to do what you need to do.

Rail traffic is up by 115 percent, truck traffic from Mexico, 50
ercent. We have companies in Mexico right now that are now no
onger shipping by truck, they are shipping, by sea to the ports,

perishables. That cost transportation jobs, that cost hotel jobs, that
cost restaurant jobs, that cost mechanics.
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These are foreign shiﬂs that are taking the stuff around to the
east coast. We need to have the Customs Service doing its job so
that we can keeg the business and the jobs that we have along the
southwest and the northern border of the United States.

Thank you, Mr. Chairman.

[The prepared statement of Mr. Vale appears in the appendix.]

The CHAIRMAN. Thank you, Mr. Vale.

Mr. McLouth?

STATEMENT OF MALCOLM E. McLOUTH, DEPUTY EXECUTIVE
DIRECTOR FOR BUSINESS DEVELOPMENT, CANAVERAL
PORT AUTHORITY, CAPE CANAVERAL, FL

Mr. McLoUTH. Yes. I am Malcolm McLouth. I am deputy execu-
tive director of the Canaveral Port Authority. It is an honor to be
here today.

Exceeding the 10 percent growth in international trade in the
United States, Florida’s cargo trade has already doubled this dec-
ade. Between 1990 and 1997, Florida’s international trade in-
creased by 110 percent.

Sea ports are responsible for approximately two-thirds of Flor-
ida’s international trade. Containerized cargo increased 148 per-
cent during this same time period, and we have provided our
graphs explaining that.

Florida is also the world’s busiest cruise port, along with cargoes
expanding rapidly. In fiscal year 1999, U.S. Customs is expected to
be available to clear and process approximately 4 million pas-
sengers and crew arriving from foreign destinations in Florida
ports alone.

Depicted in the attached graph is the expected volume of pas-
sengers and crews for clearance that the three largest ports in
Florida will be allowed to do. Clearance processing of both cargo
and passengers is impacted by the available U.S. Customs staffing
and support equipment.

I am most familiar with Pert Canaveral and describe it as fol-
lows. Currently, U.S. Customs staff in the port consists of about 17
to 18 positions. In comparison, Miami has a staff of about 120 posi-
tions, with 75 being assigned to cruise operation. It is only through
innovative scheduling and a dedicated Customs staff that Port Ca-
naveral has been able to meet the challenges to date.

Port Authority staff is working closely with U.S. Customs during
the design of highly efficient cruise terminals, and we also recog-
nize that we have been required to take on, or Customs, additional
responsibilities to meet the drug interdiction goals imposed by Con-
gress.

Understandably, the port’s rapid growth of cruise and cargo sup-
porting requirements, being placed on a limited Customs staff,
something has had to give, as follows. Due to the lack of personnel
to cover both the debarkation of ships, crew, and passengers, Cus-
toms had to impose crew or support services windows.

The crew has about 30 minutes, from 7:00 to 8:00. The pas-
sengers get off at 8:00 to about 10:30. Then there is continuous
monitoring by Customs of the crew until they leave around 5:00

p.m.
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The Customs staff, due to its small size, has very limited flexibil-
ity to allow changes in these windows once adopted. Typical prob-
lems created for a cruise line is, a supplier or ship repair worker,
for one reason or another, have been delayed and now they are
forced to wait until the passengers are cleared and they may not
get their work done. :

By design, scheduling priority is given to the passenger over the
crew to ensure that they are off in time to make connecting air
transportation. But the crew needs also to do their shopping, tele-
phone calls, gostal, recreation, and so forth, so they need as much
time as possible.

Three. A negative perception exists in the cruise industry that
Canaveral Customs staff is tighter, more picky, and inflexible in
their enforcement of basic Customs regulations.

Positive, is the fact that enforcement of Customs regulations at
Canaveral is one of the reasons that we have done a good job on
drug interdiction. Over on the negative side, the lack of operational
flexibility with a ship’s crew and staff, as compared with other
major .cruise ports, is entrenched in the minds of the cruise lines.

Four. The lack of staffing by Customs at Canaveral is a public
relations disaster waiting to Kappen. The Customs staff alread
utilizes allowable time to the maximum when an inspector is ill-
trained.

One of the problems that we would have, is Port Canaveral’s
growth in the past has been significant and can be expected to con-
tinue. Driving this expansion is the many new cruise ships under
construction that are to be added in the Florida-based cruise shi
industry and the maxxing out of the capacity in the two Soutﬁ
Florida ports.

Customs’ response to this information at Canaveral has been, in
the case of Fast Ferries, which is due to start in June of 1999, is
we just will not be able to handle it on a continuous basis because
we do not have the overtime.

Or, in the case of Disney’s second 2,200-passenger cruise ship
coming in the next 90 days, the Disney Wonder, if we do not get
more staff, we will only be able to handle two cruise ships at one
time and the third will have to wait three or four hours. A three-
or four-hour wait would be catastrophic for cruise ship operations.
At the same time, keeping the crew on the ship would cause seri-
ous labor problems.

Customs does not even want to speculate what will happen when
RCI Sovereign of the Seas, with its 350,000-a-year passenger and
crew clearances arrives about a year from now.

Added to Canaveral’s Customs workload is the fact that we re-
cently completed a $9 million container facility to service all of
Central Florida. In discussions with Customs, the immediate need
for at least six new positions at Canaveral has been suggested.

We have been in close contact with U.S. Customs’ management
at all levels, and you could not ask for a better Customs staff. But
they desperately need more personnel. We have recognized this se-
rious funding problem, and I hear today that money is needed.

U.S. Customs encountered at the national level, due to the elimi-
nation of the COBRA funding for cruise ships which is a result of
the NAFTA trade agreement, a $5 head tax fee for cruise pas-
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sengers which was eliminated some 9 months ugo, and we have
been trying to get that rectified. After some € aonths of negotia-
tiong——

The CHAIRMAN. If you would summarize the r-st, please.

Mr. McLouTH. I will. We strongly support the $1.75 per pas-
senger user fee which was negotiatec{ ang hope that the l?S en-
ate proceeds with that. Thank you.

d‘[ ] e prepared statement of Mr. McLouth appears in the appen-
ix.
The CHAIRMAN. Thank you.

Mr. Phillips? :

Senator MOYNIHAN. Mr. Chairman, may I welcome Mr. Phillips
back to the committee. He was here about 6 months ago.

Mr. PHILLIPS. Yes, Senator. Thank you.

The CHAIRMAN. It is a pleasure to have you here.

STATEMENT OF JAMES B. PHILLIPS, EXECUTIVE DIRECTOR,
CANADIAN-AMERICAN BORDER TRADE ALLIANCE, LEWIS-
TON, NY
Mr. PHILLIPS. I appreciate having the opportunity to discuss U.S.

Customs’ northern border resource shortfall and trade facilitation

needs. I ask that my full statement be put in the record.

Canada BTA is a binational, transcontinental organization. It
represents 22 States and all of the Canadian provinces. Partici-
pants have among their individual memberships about 60,000 com-
panies and organizations, and we are on the U.S.-Canada border
to focus and to stay.

Workload demands on Customs from the $40 million an hour of
binational trade that crosses are increasing substantially. Primary
inspection. A head cotint deployed on the northern border continues
at the 1980’s level, less than 900 on a 5,500-mile border—the
stretched, long, blue line, as I referred to before—compared to
about 500 inspectors at JFK airport alone, just to set the perspec-
tive. :

On the northern border, 65.2 percent of the trucks cross to the
United States, 85 percent of the trains. Containers are increasing.
Critical issue on enforcement as well. Drug interdiction on contain-
ers increased 33 percent in 1998 over 1997, and 44 percent in 1997
over 1996. A critical new need.

Drug seizures are up 19 percent on the northern border, 4,400

ounds, but the Commissioner mentioned something like 1.5 mil-

Eon pounds. So, the increase on the northern border is there. We

do not want to be viewed as the weakest link. It is critical to keep

our enforcement capabilities on the northern border.

One element is the Canada-U.S. accord on our shared borders,
which is an absclutely essential binational initiative. It needs pri-
ority, it needs monitoring, to ensure it achieves its results. Bob
Trotter has been recently appointed by the Commissioner as the
first northern border ombudsman. We welcome that and look for-
ward to a great increase in leadershi;i).

Trade and tourism are critical to the U.S. economy and they are
each doubling in double-digit increases annually, while inspection
and facilitation resources at the borders are capped, particularly at
the northern border, where one-half of the primary lanes at any
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given time are closed or unused. Neither of U.S. Customs’ dual im-
port missions must be risked.
. I came with four specific recommendations, which are in my writ-
ten testimony, which I will quickly go over. Oversight and needs.
It was mentioned earlier that Customs had not been economically
disadvantaged. I just want to point out that Customs, for years, in
their original budget submissions, have asked for the resources
they need and they have not survived elimination.

I would submit to this committee that you ought to receive di-
rectly the original budget request so you can take a look and assess
over the years what the unfilled needs really are from the line
management as opposed to the budget.

Second, is airport pre-clearance. You are about to lose 26 COBRA
positions at Canadian airports immediately now due to the re-
moval, under the NAFTA provisions, of the fees. We need legisla-
tive enactment such as S. 262 to immediately bring those positions
active, or this summer we will have a severe reduction.

In my written testimony, I call your attention to a perspective of
funding U.S. Customs. They collect $22.6 billion, industry pays
$800 million in merchandise processing fees. I submit to you that
you ought to think about paying the costs of collection before we
spend the money.

Generally, if we were to fund the entire $1.7 billion budget of
Customs for 1999, plus the $300 million needed for Customs mod-
ernization and automation, plus $250 million in Senator Gramm’s
bill, $658 million in Senator Moynihan’s bill, S. 219, both critical
bills, to increase the technology, the equipment, and the staff, in-
cluding all those elements, it would be 13 cents on the dollar of du-
ties and fees already collected.

I submit to you that industry is already paying $800 million a
year in merchandise processing fees. That money has not been
spent for automation, much less for Customs operations. I submit
to you that you ought to think seriously about taking the merchan-
dise processing fee and dedicating it, much like the passenger proc-
essing fee is at the airports.

Finally, on automation. Essentially, it is a necessity, not an op-
tion. It is a disgrace to say that we need to take 7 to 10 years. We
need to fund automation modernization now. It needs to be done
yesterday, frankly. ACS is a crash already happening, not a threat.
It is already being experienced. I again would submit to you, you
need about $1.2 billion over 4 years.

Industry has already paid much more than that $1.2 billion, al-
though not dedicated to Customs. A Section 110 is a threat that
needs to be amended. Again, I would just submit that Senator
Gramm’s bill and Senator Moynihan’s bill, S. 658 and S. 219, plus
Senator Abraham’s bill, S. 745, will do more to defend the borders
against terrorism and illegal drug interdiction than Section 110
ever will do. '

The southern border needs every position it has, and more that
it has requested. The northern border’s need is even more needed,
because for 10 years the northern border has not had any increase

in resources.
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Again, I urge your serious consideration to passing I'oth Senator
Mo;c'lmhan’s and Senator Gramm’s bills that have really stated the
need.

Thank you very much. '
di)[(’I]‘he prepared statement of Mr. Phillips appears in the appen-

The CHAIRMAN. Thank you, Mr. Phillips.

Let me ask each of you, for purposes of the record, to summarize
the key Custom-related issues faced by members of your organiza-
tion. Mr. Kinghorn?

_ Mr. KINGHORN. I think the key issue in terms of using the model
is to be?'in using it, and Customs is. They have established a group
that will take ownership and work with the models development.

Second, I think, is to begin to p it into the model, and they are
also considering that, large-scale threats. The model is built to, you
may have equal resources going into two different locations, but
you may have a bigger threat in one of those locations and that
should be considered. But I think they are doing everything right
at this point in terms of using this model at the corporate level.

The CHAIRMAN. Mr. McLouth?

Mr. McLouTH. Certainly, personnel is the very biggest thing that
we need. We are growing so rapidly that Customs is so thin that
drug interdiction is suffering. They are not able to pre-examine
cruise passengers. It is a very serious situation.

Along with the fact that enforcement at the various ports varies
very substantially. I suspect that people look very carefully at
those ports they can get in and out of very easily as opposed to
those that have enough staffing so it is very difficult to come in and
out. But it would be a very serious thing if the cruise industry was
essentially shut down.

That is what will happen if we do not pass some of these bills
that were mentioned. One, in particular, is the $1.75. If that does
not happen, we are going to lose almost half of our people. Miami
will lose 26 to 36 people.

We just will not be able to handle those cruise ships at all and
the ships will not be able to be processed in time. They will lose
days. People will miss their airlines and it will be a public relations
disaster.

The CHAIRMAN. Mr. Phillips?

Mr. PHILLIPS. I think very critically, a successful U.S. economy

essentially depends on trade, and trade depends on Customs’ abil-
ity to facilitate and enforce. I would simply say, I think the ques-
tion is not where we need to go. I think we all know where we need
to go. The problem is, how do we get there?

It was stated by Senator Gramm earlier that this committee
championed the Dru% Protection bill and the Northern Border
Trade Facilitation bill together, yet it got hung up because of a

uestion about labor issues. We have not dealt with the reality of
unding Customs.

If we do not change the way Customs if viewed in its funding
process, both for automation, by the resources it needs, and to get
its job done, we are asking it to do something and not giving it the
ability to do it. I have got to be very blunt about that. I think it
is time we completely changed our view of how we fund Customs.
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_ I submit to you, it ought to come out of their revenue before it
is distributed otherwise to other purposes. A very critical issue, be-
cause we have not even begun to face the needs of tomorrow as of
today. Thank you.

The CHAIRMAN. Mr. Vale?

Mr. VALE. The thing that always amazes me, is that you seem
to discuss that there is a dual mission of facilitation and enforce-
ment. That is the same mission. The more you enforce, the more
you facilitate. The more people you have inspecting, the quicker
people get through.

These are not opposing activities, these are complimentary activi-
ties. You cannot do drug enforcement without facilitating, because
the more peogle you examine, the quicker you examine them, the
more thoroughly you examine them, they get through. We need to
understand that these are not opposing forces. Quite frankly, there
is some need to make some changes in the way Customs has been
managing.

Commissioner Kelly needs to be given his opportunity to do that.
But there is, clearly, a need for that. There is also, clearly, for
much more oversight from this committee and from others to see
that there is reporting back to you on the results of what you do.

Merchandise processing fees. Where does that money go? How is
it spent? We do not know. I do not think they know. It goes into
the general fund, as best we know. There are a lot of activities that
I think you can do well to stay involved in the process.

The CHAIRMAN. Senator Moynihan?

Senator MOYNIHAN. Thank you, Mr. Chairman. This gives me an
opportunity be brief.

First of all, I note that our old friend, Sam Gibbons, is with us
today. He has been here all morning.

The CHAIRMAN. Let me join you. It is always a pleasure to see
Sam. I'm glad to have him.

Senator MOYNIHAN. Second, to go back to a theme that Mr. Phil-
lips and others mentioned. This was just handed to me by Debbie,
that the original Customs budget request for fiscal year 2000 was
$1 billion more than the budget included by the President in his
submission to Congress. That is a big cut, $1 hillion.

Just a speculative thing that just suddenly occurs to me. Mr.
Kelly is still in the room, and he may want to make use of it. I
was handed a note by Dr. Podoff over here, who will soon be our
director of the Minority staff, after Mr. Smith noted that, on aver-
gge, the inventories available in General Motors factory are for 1

ay.
David remarks that, in the 1960’s when he was studying econom-
ics from Robert Solow at MIT, who has since become a Nobel laure-
ate, they were studying the business cycle.

The issue was mostly devoted to the changes in inventories. This
had been one of the discoveries of the early first half of the 20th
century, that when inventory built up, demand dropped off. That
is one way it cycles. Then when inventory ran down, business
started going up again.

If we are in an extraordinary expansion, as we are, and the
world has never known anything like it, can it be that just-in-time
inventories explains a great deal of it? The Customs Service has an
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absolutely singular role in seeing that just-in-time inventories are
possible.

The CHAIRMAN. Otherwise it stalls the whole economy.

Senator MOYNIHAN. Yes. Yes. I mean, next to the Council of Eco-
nomic Advisors and Bob Rubin, that may be the most——[Laugh-
ter.] A thought, sir.

Thank you for this hearing. Thank you all.

The CHAIRMAN. I want to thank you gentlemen for being here
today. I note that the Commissioner has stayed on to listen to your
testimony, so he is well aware of the problems faced by each of you.

I want to say how important I think his action plan is for im-
%ovement, which highlights such areas as integrity, accountability.

e certainly will be watching with great interest as these policies
are implemented. So, again, thank you, Commissioner Kelly, for
being here today.

Gentlemen, we appreciate your very helpful testimony. The com-
mittee is in recess.

[Whereupon, at 12:31 p.m., the hearing was recessed.]
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room SD-215, Dirksen Senate Office Building, Hon. William V.
Roth, Jr. (chairman of the committee) presiding.
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- OPENING STATEMENT OF HON. WILLIAM V. ROTH, JR., A U.S.
SENATOR FROM DELAWARE, CHAIRMAN, COMMITTEE ON FI-

NANCE

The CHAIRMAN. The committee will please be in order. Today, we
will turn to the daunting challenge ofp enforcing the Customs laws
in the United States in this new era of global commerce.

A number of recent Customs Service operations have produced
dramatic results in terms of arrests and seizures. The incll)ude Op-
eration Hardline addressing drug trafficking along the southwest
border, Operation Casablanca interdicting the money launderin
operations of drug smugglers and their accomplices and of financi
institutions in both the U.S. and Mexico, as well as recent exposure
of a child pornography ring.

Now, what the success of these operations and the number of ar-
rests and seizures do not tell us is whether Customs is having an
impact on the problem overall. And the answer to that question de-
pends to a significant degree on how we should measure success.

And while there are significant arrests and seizures, they alone
do not provide an answer because they measure activity and not
outcome. Taken out of context, they can be seriously misleading.

For example, to the extent Customs enforcement efforts have
been criticized in recent years, that criticism has focused on the
fact that seizures in narcotics were down along the U.S.-Mexican
border. Now, the fact that seizures went down does nothing to tell
you why. Seizures could be drawn down due to a lack of enforce-
ment effort or because the enforcement efforts of programs like Op-
eration Hardline have in fact succeeded.

Now, what that illustrates is that gross figures like the overall
number of seizures and arrests, are simply the wrong box score for
determining whether Customs is winning in its effort to stem the
flow of illegal contraband. Determining the right box score requires
an understanding of what counts from the smuggler’s perspective

(41)
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and how Customs can apply its resources to affect the smuggler’s
calculus of risk and reward.

This hearing will focus on that calculus as a means of measuring
Customs performance and for establishing Customs enforcement
priorities going forward.

Our first witness offers unique how to measure Customs success
or failure from the perspective of a drug smuggler. We will hear
how he probed and exploited weak points in Customs enforcement
efforts. We will also hear how he bluntly assesses Customs enforce-
ment efforts through their impact on his cost of doing business. -

Our second panel of witnesses will expand on this theme, dis-
cussing the proper measure of performance and enforcement. We
must look at outcomes rather than simple arrest and seizure statis-
tics.

I will without objection put my full statement in as if read.

And now, I am pleased to call on Senator Robb.

OPENING STATEMENT OF HON. CHARLES S. ROBB, A U.S.
SENATOR FROM VIRGINIA

Senator RoBB. Thank you, Mr. Chairman, and thank you for
holding this hearing. I was not able to attend the first hearing in
this series because of a mark-up over in the defense authorization
bill, but I look forward to today’s hearing.

I think the question frequently, as it does in many other in-
stances, boils down to the question of resources and where those
resources are most effectively applied and particularly in the en-
forcement effort. And I think that your lead-off witness will have,
as you suggest, a unique perspective to bring. And I look forward
to hearing from this witness. Thank you, Mr. Chairman.

The CHAIRMAN. Thank you, Senator Robb.

Our first panel consists of a former smuggler who was arrested
by Customs. And he will speak about his experiences and observa-
tions while he smuggled. The witness has requested that his iden-
tity be protected out of concern for his and his family’s safety.
Please note that when the witness is questioned following his testi-
mony, he may not be able to answer certain questions that may re-
veal his identity.

I will now ask the witness to please proceed.

STATEMENT OF SENATE PROTECTED WITNESS (FORMER
SMUGGLER) .-

The WITNESS. I have prepared a statement. And I wish to thank
you for the opportunity to continue an effort I began several years
ago, assisting in the war on drugs in which I was once a partici-

ant. )
P I was a narcotics smuggler for over 20 years. After I was arrested
by Customs for smuggling a large amount of cocaine, I agreed to
cooperate with the government. This included offering my knowl-
edge to Customs inspectors to assist in targeting shipments for
narcotics. It is because of this continued cooperation that I am be-
fore you today.

I was educated at an ivy league institution. And soon after, I
began employment with a United States intelligence agency in a
capacity unrelated to my later smuggling activity. During this Viet-
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nam era, while in this employment, I was held as a prisoner of war
for two years by the communists.

In the early 1970s, I decided to start a legitimate seafood busi-
ness. Unfortunately, this business venture did poorly and failed,
but it was during this time that I became aware of how little inter-
action there was with Customs while operating on the high seas.
I followed the allure of easy money and decided to enter the narcot-
ics smuggling business.

I offered to solve an essential part of the smuggling puzzle. I pro-
vided the “transportation bridge” which closed the gap between the
supply and great demand for drugs. I was the middle man who
would receive the drugs from the cartels in South and Central
America and smuggle them into the United States where I would
turn them over to the local distributors in charge of packaging and
dealing to the streets.

As with any business, smuggling is driven by profit. And it is de-
termined by subtracting the cost of physically moving the drugs
from the amount of money negotiated for the transportation. Smug-
glileg is less expensive when there is little resistance crossing the

order.

For example, when the drugs were destined to enter the United
States at a border or port that was not heavily policed by Customs,
then the smuggling method does not have to be as sophisticated.
It is less expensive to smuggle 1,000 pounds of marijuana in an
open fishing boat than hidden in an ocean container. These addi-
tional costs are absorbed by the smuggler. ‘

The goal of the smuggler is to lower transportation costs and
pocket as much money as possible. This forces smugglers to “shop”
ports in an effort to find the weak link in Customs armor. This be-
comes a shell game because as soon as the smugglers find this
opening, they exploit it until Customs reacts, forcing the smugglers
to find a new entry way. This is apparent in the methods and ports
I utilized during my smuggling career.

My first smuggling venture involved over 10,000 pounds of mari-
juana. Because the Customs present in the Caribbean at the time
was scarce, I was able to use a fishing vessel without secret com-
partments.

After that successful operation, all future undertakings were tar-
gets of opportunity, meaning that I would exploit the weakest area
in Customs resources at the time, usually in vessels through the
Caribbean. From the late 1970’s to the early 1980’s, I smuggled
over 500,000 pounds of marijuana into the United States, valued
at approximately $125 million.

During this time period, I experimented with dropping cocaine

out of airplanes to waiting boats. After limited success, I had some
bad luck and the drugs were dropped to the wrong location and
lost.
As the emphasis began to focus on the Caribbean and Customs
began making large seizures with a concentrated effort of airplanes
and “go fast” boats, I moved operations to New York city where I
smuggled over 400,000 pounds of marijuana in just over 3 years.
One venture resulted in the off-loading of 100,000 pounds of mari-
juana across the Hudson River from the World Trade Center.
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I also moved to smuggling cocaine hidden in containerized cargo
into the New York seaports. Finding logical products and a country
of origin that would not raise red flags were important factors in
being successful.

I developed a relationship with Italian organized crime in New
York city. And I was able to infiltrate a Fortune 500 company who
did a great deal of importing. The company did not realize that I
was able to import hundreds of kilograms of cocaine valued at $81
million hidden within their shipments.

Before I was arrested, I attempted to smuggle a load of cocaine
through this company, but the Customs inspectors noticed a paper
work discrepancy and discovered approximately 1,000 kilograms of
cocaine, valued at $130 million. I was arrested by Customs special
agents during an undercover operation and decided to cooperate
and use my knowledge to help further Customs efforts.

I was sentenced for my role in smuggling this load of cocaine and
was released from custody 2 years ago. While I was working closely
with the Customs agents who arrested me, I promised them that
when I was released from jail my cooperation would continue and
I would continue te assist in any way possible.

I was asked to make observations on drug-related areas in which
I have experience. And there is one in particular regarding Cus-
toms mission. Aside from the physical placement of inspectors and
agents, an important element in the war is intelligence.

During my smuggling days and time in prison, I met many peo-
ple who had their drugs seized and were arrested. The common
thread to their downfall was almost always prior information by
Customs, DEA, or the FBI. Information should be an invaluable
element when targeting cargo and people for narcotics. As an alum-
ni of the intelligence community, I fully understand how vital time-
ly information is when targeting and infiltrating organizations at
all levels.

In closing, I hope that I have been helpful in describing the
smuggler’s abilities to exploit openings created by placement of
Customs officers and resources. I understand and accept the con-
demnation that I have brought upon myself through a lifetime of
smuggling. However, I would like to make clear that since the day
I was arrested I have not looked back in my efforts to assist in the
battle against narcotics smuggling.

Thank you for this opportunity. And I hope I can answer any
questions that you may have.

[The prepared statement of the Senate Protected Witness ap-
pears in the appendix.]

The CHAIRMAN. Let me start out by asking you this: Based on
your experience, what would be the most effective deterrents that
Customs could use against drug smugglers? And would you set pri-
orities as to what you think are the most important?

The WITNESS. Well, I believe that you can have two things that
could work simultaneously. One is like to have equipment to x-ray
containers as they come into ports or x-ray ships or yachts or
smaller boats. And the other one which is sometimes down played
is the need for the prior information so that whatever efforts can
be done in gathering intelligence beforehand is very, very helpful,

those two things.
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The CHAIRMAN. Let me ask you about intelligence; you said you
had prior experience as, I take it, an intelligence officer. What kind
of information would you try to collect? ind how would you go
about seeking that information?

The WITNESS. Well, the information would be whenever a contra-
band is coming in. Now, of course, I had been concentrating on
drugs, but there is many other kinds of contraband. And to get
your sources of information, motivation is the most difficult thing
to discover.

Some people do it for patriotic reasons. Others do it strictly for
monetary reasons. Others do it because they are upset or mad at
somebody else and they want to get even with them. But the point
is that a well managed intelligence department would be a very,
very helpful thing in the overal? efforts.

The CHAIRMAN. Could you describe in some detail how you se-
l(ictﬁd pagticular ports or an operational method by which to smug-
gle drugs’

The WITNESS. Well, first, it is from what experience other smug-
glers are having. And within the, let us say, fraternity of smug-

lers, the port that so and so was able to come in through, a port,

et us say Norfolk, Virginia or something and that going into Jack-
sonville, Florida was no good because they had a number of agents
there. So then, people would shift to other areas.

And the methods, of course, have varied. Initially, it was all you
had to do was to look the part. If you were in a commercial fishing
boat, you have to look like a commercial fisherman. And if you are
in a luxury yacht, you have to look like a yachtsman. You cannot
be looking like a mechanic. So appearance was first the utmost.

Now, when they started looking inside the boats, then it was a
matter that secret compartments had to be preferred because that
is not a matter that you could just pass because you had a Brooke
Brothers suit on. And so throughout the years, different methods
have been successful. And it was played by years, so to speak.

The CHAIRMAN. Let me ask you this question, to what extent do
you think technical means of securing intelligence is more impor-
tant than that of having human resources? Do you care to comment
on the importance of the two approaches?

The WITNESS. Well, I think that they are both important. But as
far as the technical part, it would be basically for surveillance ef-
forts if something is in en route, like to follow a boat or airplane
that does not have a flight plan or things of that nature. The
human resources are to forewarn you of the intent of someone who
is going into a smuggling operation.

The CHAIRMAN. In the context of gathering intelligence, how did
you make contact with the individuals or groups who——

The WITNESS. Well, initially, it took almost two years to be prop-
erly introduced. You have to be properly introduced. Once you have
been introduced, they are responsible. And the word “responsible”,
all of us think, well, yes, he is a responsible person, he will pay
his bills, and so forth. But responsible means if there is any prob-
lems that their life, it is they hold it in their hands.

Anyway without getting sidetracked, after I was Eroperly intro-
duced to some marijuana exporters, all they wanted to see is the
success of the first shipment. What took 2 years to achieve, then
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within two weeks another shipment was ready. And after that, it
was a matter of they would give you whatever you could carry be-
cause it was they would give it to you on consignment. I am talking
about marijuana. And, of course, I am talking about 25 years ago.

The CHAIRMAN. Then, are you saying it really took you 4 years
to accomplish your first sale, 2 years to——

The WITNESS. Two years to be introduced.

The CHAIRMAN. Yes.

The WITNESS. To get into the business, in order to be introduced
to a Columbian producer.

The CHAIRMAN. And once you were introduced, how long did it
take to get involved? Was that immediate?

The WITNESS. That was immediate.

The CHAIRMAN. That was immediate?

The WITNESS. Yes. Once that was rolling, it was 2 years. Then,
it was every two weeks. It was a dramatic change.

The CHAIRMAN. When you speak of information and intelligence
that would enhance the interdiction of drugs, do you mean specific
information from places like Columbia?

The WITNESS. Yes. For instance, let us say that into the port of
Newark, someone was shipping some cocaine. You can quote what-
ever figure you want, whether it is 100 kilos or 1,000 kilos. And
it would be a matter of saying that such and such company that
manufactures blue jeans is sending a shipment out. And, of course,
if they can tell you on such and such a shipment the number of
the containers and so forth, then you have everything. But at least
otherwise, you would have a general picture.

The CHAIRMAN. Are you personally aware of any instances of cor-
rupt Customs inspectors assisting you or others in the smuggling
operations?

The WITNESS. No, I never had that experience, sir. I know I read
the newspapers about all these, but I personally have never run
into any corrupt employees.

The CHAIRMAN. Or have you had contact with anyone who
claimed they have? ‘

The WITNESS. No, because we work pretty much independently.

The CHAIRMAN. Senator Robb?

Senator RoBB. Thank you, Mr. Chairman.

In your testimony, you indicated that you attempted to exploit
the weakest link in the Customs chain. Is there a particular link
that is more likely to provide that weakest link than others in your
experience or in the experience with others with whom you may
have had contact from your “former business”?

The WITNESS. Initially, it was just like computers were years ago
that they would have the main computer, let us say, at Kennedy
airport, but that computer was not available, let us say, in Atlanta
or in some other cities. And people would use that opportunity to
come in through those kinds of holes in, let us say, the protected
area. And now——

Senator ROBB. Let me ask you on that question, right now, it is
my understanding that we are doing a much better job of linking
our computers and making that data base available regardless of

the port of entry.
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The WITNESS. Now, the computer is like a huge Chinese wall.
There is no problems with the computer. I was just using that as
an example of what it used to be like.

Today, it is a matter that sometimes you go to the other extreme.
They try to get more and more sophisticated, secret compartments,
and so forth. And then, the biggest problem was that somebody
would inform that it is coming in on such and such a shipment.

So then, the{ went to the other extreme where they did an air
drop to a small boat. And the small boat would come in. And this
was the Customs surveillance of airplanes. And their physical pres-
ence is important.

Senator ROBB. Is it fair to say that without the intelligence com-
ponent that the Customs Service would be virtually blind and un-
:;)(ie t‘:)o do any significant level of interdiction as it is able to do

ay?

The WITNESS. Well, I would not say that it would be impossible,
but I can tell you that 50 years ago just in a chat with the Customs
agent not talking about business, when nobody ever heard of drugs
at the time, you are talking about diamonds, diamond importing.

It was a big thing in the papers about a man walking in wit
a briefcase. And the diamonds were inside the handle of the brief-
case. And he was arrested at the airport. Here is an executive from
a large company, walking through. I said, gee, that is amazing how
you guys can swamp the diamonds. He said, well, we had a little
prior information.

So this is nothing new. The information is like gold, but you need
both because, for instance, if you have the x-rays to check the con-
tainers and they know that these are going through, then they are-
not going to put it in the different areas of a container because
those will be checked as the container is going by.

Now, there are things that you cannot stop, every car that goes
down on I-95. And you cannot check everything. But to show that
they are compatible, let us say, the technical aspect is important.
And the information aspect is important.

Senator RoBB. How effective are our computers today if they are
available and in good working condition and applied to a particular
vessel, vehicle, or any other form of transportation?

Is an x-ray today normally sufficient to detect the presence vir-
tually of any type of contraband? Or are there certain types of con-
traband that are not able to be picked up on the x-ray?

The WITNESS. Well, sir, I am——

. lSen:a\tor RoBB. I realize this may be beyond your technical capa-
ility.

The WITNESS. This is beyond my reach. I am not familiar with
the high-tech thin%s today. People think if we go to the airport and
they are going to be like walking naked, they are not going td be
carrying money on their bodies or drugs because they can find it.
And what happens or does not happen, the fact that it could hap-
pen, then it eliminates, it starts separating the men from the boys,
so to speak. You have to be more and more sophisticated to be able
to do smuggling. )

Senator RoBB. How effective are dogs in the personal smuggling
as opposed to the transshipment of containers and whatever in

drugs that are not ingested?
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The WITNESS. I know they work. In other words, if somebody
sees a dog coming, especially in a car or in a small yacht, that
those people—and nearly often the dog does find the product. This
is without prior information.

Senator ROBB. That is what I meant. In terms of simply taking
random traffickers, whether they be smugglers or just travelers, if
you have either x-rays or dogs, and this comes back to resources,
your chances of discovering the attempt to smuggle is dramatically
increased?

The WITNESS. Well, I would say that again, and forgive me for
being redundant on this, but if you have the two things, if you have
the manpower and the physical resources together with prior infor-
mation, you have a combination that could really make a big dif-
ference.

Senator RoBB. Thank you very much. My time has expired.

Mr. Chairman, I thank you.

The CHAIRMAN. Thank you, Senator Robb.

Senator Grassley?
Senator GRASSLEY. Have you ever bribed or attempted to bribe

a public official, including law enforcement officials in your at-
tempts to get drugs into the country?

The WITNESS. No, sir.

Senator GRASSLEY. How effective would you say that law enforce-
ment efforts are to stop or uncover bribery?

The WITNESS. I would say I have never met anyone who even at-
tempted that. When you go into South America, it is natural. In
other words, it is acceptable. Whether it is Mexico or Columbia or
Venezuela, it is standard procedure. Up here, it is not, sir, that I
know of at least.

Senator GRASSLEY. Following up on what Senator Robb was talk-
ing about, x-ray equipment, and you probably have answered this
already, but I did not get the point that I wanted. Have you been
successful against Customs detection equipment at our borders?
And is the increase in x-ray technology at our borders a real threat
to the smuggling community?

The WITNESS. I would say that we never had that problem. We
had the problem with the paper work. For instance, that is another
thing that you do not hear too much about it, but Customs does
go over all bills of lading and so forth. If they do not have the prop-
er product accompanying it, that will alert something. In fact, this
is how we got into problems.

And what was the last point?

Senator GRASSLEY. In regard to x-rays, do you feel that you ran
into the use of x-rays in any way? And is that a real threat to the
smuggling community?

The WITNESS. It is a threat, but the results are that then the
smuggling becomes much more expensive. And the volume will
come down because then only those sophisticated people can accom-

- plish it.
P Senator GRASSLEY. Other than x-rays, and following up on what
you just said that there is other ways to get around x-rays, as an
example, what other technologies or policies would you suggest

that would be effective?
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The WITNESS. Well, I do not know how much budget you would
have to do this, but airplanes, if you check their fuel when they
come in. You check and see, just like checking the tanks to see if
they have water in them. You can check and see if they have con-
taminants because you can smuggle things mixed in with the fuel.
That is one example. If we had time, we could go into other things.

Senator GRASSLEY. Narcotics traffickers are well aware of our ef-
forts to strengthen law enforcement presence along the southwest
border. And as you indicated, smuggling organizations shift their
smuggling routes to adjust to the Customs law enforcement efforts.

Today, we are once again seeing a shift by traffickers with the
rise in narcotic smuggling activity moving to south Florida and the
Caribbean.

What recommendations do you have from the perspective of
someone who has actually watched and shifted his smuggling
routes around the Customs Service to successfully smuggle drugs
in our country?

The WITNESS. Well, what I would focus on is the longest border
that is unguarded and because it is a lot cheaper to go into Canada
and then come back into the United States. And that is something
that is overlooked. You can beef up that, put in a couple extra
wires.

Senator GRASSLEY. And from the standpoint of being a person
who smuggled yourself, you see drugs coming in from Canada, that
to be less of a concern on the part of our officials and consequently
a route that is overlooked in law enforcement?

The WITNESS. Well, I do not know I would use the words “less
of a concern”. They would like to contain it, but it is a scenario like
the back door. When people look at the front door, they do not look
at the back door.

Senator GRASSLEY. Thank you, Mr. Chairman.

The CHAIRMAN. Thank you, Senator Grassley.

Senator Chafee?

Senator CHAFEE. Thank you, Mr. Chairman.

You sort of answered this in other questions, but what would you
recommend that the Customs Service do that they are not doing
now, in other words, what constructive suggestion? I think you in-
dicated you did not have quite enough time with Senator Grassley
in answering part of that question. So I have some time here.

The WITNESS. Well, it is an old saying that you win wars with
money. And this goes back 200 years ago from Napoleon’s days. So
the more resources you have, the more likely you are to be success-
ful.

Senator CHAFEE. And by resources, you mean manpower?

The WITNESS. Well, first of all, money which will provide you
with manpower and with the technical support you need whether
it is x-ray machines or airplanes or boats or whatever.

Senator CHAFEE. It always is remarkable to me that they get the
information that they do get. The intelligence that the U.S. Cus-
toms Service is able to obtain, do they obtain that through payin%
money to these people? Or is it rival gangs will sometimes squea
on the others? How does that work?

The WiTNESS. Well, as I mentioned, motivation is almost like for
a psychiatrist to best answer that. Some people do it, as I said, for
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patriotic reasons. Others do it strictly for monetary reasons. And
others do it for personal reasons.

But as far as these gains, that is at the sales or street level. The
part that I am familiar with is strictly importing. And then, you
do not deal with that at all. You just deal with the distributors like
you are dealing in any commodity.

Senator CHAFEE. All right. Thank you.

Thank you, Mr. Chairman.

The CHAIRMAN. Thank you, Senator Chafee.

Let me ask you one final question. Then, we may have written
questions submitted to you. You mentioned infiltrating a Fortune
500 company. How did you accomplish this infiltration? And how
did you accomplish taking advantage of it?

The Witness. Well, it was in the manner that when we were com-
ing in with loads of marijuana, one of the people that was a driver,
basically a chauffeur said, well, I have a friend that works at one
of these large companies. So without mentioning any name, but let
us say, it is a million-dollar company.

And so initially, it was a matter of just sforing something over
there. And then, that started to open the door for actually putting
out a purchase order and having it directly imported by them. And,
of course, the company itself, the president, vice president, the
upper management did not know about this. It was like the lower
management.

The CHAIRMAN. My final question is, why did you want your
identity secure?

The WITNESS. Why I want my identity secure?

The CHAIRMAN. Yes. Why do you think it is necessary to testify
behind a screen?

The WITNESS. Well, a lot of people do not know that I am testify-
ing here. And I have family that live in South America. And there,
it could definitely be hazardous to their health.

The CHAIRMAN. Well, I think that is all the questions we have
today. We appreciate you being here. We will ask that you be re-
moved from the room. And I will turn it over to the police for that
purpose. :

Senator CHAFEE. Mr. Chairman, I would like to join in thanks
to our witness. I know there is some risk involved in all this. And
the easy thing to do was not do anything on his part, but his will-
ingness to come here, I think it is a great tribute to him. And we
are grateful.

The CHAIRMAN. Thank you, Senator Chafee.

We will now proceed to our second panel. Michael Chertoff is a
partner with Latham and Watkins, a former U.S. attorney. Nor-
man Rabkin is the “Eirector for Administration of Justice at the
GAO office. And Lawrtence Sherman is a professor and chairman of
the Department of Criminology at the University of Maryland.

Gentlemen, it is a pleasure to welcome you here today. Your full
statements will be included as if read.

And we ask to start with Mr. Chertoff.
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STATEMENT OF MICHAEL CHERTOFF, PARTNER, LITIGATION
DEPARTMENT, LATHAM & WATKINS, NEWARK, NJ

Mr. CHERTOFF. Thank you, Mr. Chairman. It is a pleasure to ap-
fealr before the committee. As I indicated in my written statement,

bring to this my experience of 11 years as a Federal prosecutor,
including four as a United States attorney from 1990 to 1994.

During the time that I was a prosecutor, one thing that I learned
was that numbers have a powerful attraction and that law enforce-
ment agencies including Customs have a tendency to want to meas-
ure their performance in very numerical terms, whether it be num-
ber of arrests, pounds of seizures, numbers of forfeitures.

And with that suggestion that is not useful, one of the things
that I observed was too much emphasis on numbers winds up lead-
ing to quantities of cases, but not high quality cases. The best ex-
ample of that I can think of is the example of organized crime.

In the 1960's and 1970’s, therr were a lot of cases involving indi-
vidual, organized criminals, driven by the FBI’s policy of promoting
statistics. But in the 1980’s and 1990’s, the program was much
more successful because there was an emphasis on high quality
cases, cases that were focused on the leadership of organized crime,
on institutions that were infiltrated by organized crime.

And as a consequence, even though the numbers of arrests and
numbers of seizures may have been reduced, the quality and the
impact of the program was very much enhanced. And it is my posi-
tion very briefly that the same principle ought to apply here with
respect to Customs or any other ﬁjnd of enforcement agency.

Customs will always have a reactive element. There w1ﬁ always
be a need to patrol the border and police the airport and make sure
that we are identifying and arresting the people who are smuggling
in contraband and seizing the contraband and the narcotics. But if
that is all that drives the program, all that is going to happen is,
one, we will replace one set of bad actors with another set of bad
actors. And you will never wind up accomplishing anything.

You have to marry that reactive program with a strategic pro-
gram. And that is a program that takes the intelligence base devel-
oped over years and targets organizations and institutions that are
persistent violators and persistent importers of contraband.

,And to encourage that in budgets and plans for performance in
a law enforcement agency, you have to separately budget and plan
for those strategic initiatives. You cannot mix apples and oranges.
You have to resist the temptation to push the program to those
things that are easily measured and away from things that are
more long term, more difficult to measure because they are quali-
tative and more wide ranging.

Therefore, my suggestion is very simply this. In programming
and planning for Customs and any other law enforcement agency,
you should make a decision upfront about the degree to which you
want to commit resources to strategic activities. You then ought to
program that separately.

For those kinds of efforts, you have to have intelligence people
who can identify your major organizations and your major institu-
tions. And then, you have to put together programs which lead to
convictions or dismantling of institutions or organizations or impo-
sition of trusteeships. And then, measure the accomplishment of
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those goals not every 6 months or every annual budget cycle, but
over a period of two to 3 years.

I think if you have that kind of a mixed program, it is possible
to have the kind of success with respect to narcotics trafficker and
other smuggling that we have seen the government has had with
respect to traditional organized crime. Thank you.

The CHAIRMAN. Thank you.
d_['Iihe prepared statement of Mr. Chertoff appears in the appen-

ix.

The CHAIRMAN. Next, I will call Mr. Sherman. It is a pleasure

to have you here.

STATEMENT OF LAWRENCE W. SHERMAN, PROFESSOR AND
CHAIR DEPARTMENT OF CRIMINCLOGY, UNIVERSITY OF
MARYLAND, COLLEGE PARK, MD

Professor SHERMAN. Thank you very much, Mr. Chairman, Sen-
ator Chafee, and Senator Grassley. I am delighted to have a chance
to comment on this issue of numbers driving the operations of law
enforcement agencies.

I have been working for about 30 years with agencies all over the
world on the issue of measuring performance. And it is a common
complaint that the emphasis on production of outputs, those num-
bers, the activities of the organization, such as arrests made or sei-
zures of drugs does distort the goals and the accomplishments of
the mission of the agency. And the more difficult-to-measure items
do get ignored.

I just have a slightly different soiution to that problem from Mr.
Chertoff. And that is I suggest that you invest in the more difficult-
to-measure information which is absolutely critical, as you ob-
served in your opening remarks, Mr. Chairman, to telling whether
the decline in drug seizures is a reflection of the decline in drug
shipments and a success, or a decline in drug seizures is an indica-
tion of less effective detection relative to a base of increasing ship-
ments of drugs.

The only way -we can get the equivalent of the homicide rate
which provides that kind of denominator to local police for Customs
enforcement is to spend the money on doing the kind of measure-
ment that has been done on a test basis already which is essen-
tially a random selection of all units of entry, including persons
and cargo.

That would be done for each, at least ai the major ports of entry
if not all of them, and to do that every year to provide your under-
lying trend line of how much shipment there is and indeed what
percentages of the contraband shipment are coming from well es-
tablished and recognized historical sources and how much of it
might be coming from new sources.

It seems to me that the comments of the preceding witness about
intelligence go very much to this point because the traditional way
to think about intelligence is informers and spies, but in fact hav-
ing a good statistical base of what kind of activity is going on and
how it is changing is an excellent form of intelligence.

And it is comparable to the National Crime Victimization Survey
which the Department of Justice conducts every year to supple-
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ment the police-reported statistics on crime simply because we
know that people do not report all crimes to the police.

And it provides a very useful check at the national level. It does
not do that at the local level. And that is really what I think from
g management standpoint could be most helpful to the Customs

ervice.

The commissioner of Customs could evaluate each of the ports of
entry in terms of the ratio of contraband detected to the estimated
ratio of contraband that is getting through which would be based
on this annual random sample of searching everyone selected pure-
ly at random with an equal probability.

That would enable the Customs Service to allocate resources
more effectively in terms of where they are needed, not just in
terms of absolute numbers of seizures, but the percentage of con-
traband that gets seized and which you will never know unless you
invest in this kind of random sample procedure.

And I suggest in my written testimony that the Census Bureau
which in fact conducts the National Crime Victimization Survey for
the Justice Department is the kind of organization, certainly not
the only organization, but the kind of organization that under-
stands the sampling procedures and the methodology that would
produce an independent report on each of those ports of entry, esti-
mating how much is getting through and then allowing Customs to
see what percentage of it is getting detected.

A second benefit that this tool produces is in fact to produce a
much more accurate profile of the kinds of people who are shipping
contraband and would therefore lead to more effective use of re-
sources within each port because they would have a port specific
profile of the kinds of people most at risk of getting the contraband"
through.

Mr. Chairman, I suggest that even though this kind of plan
would cost tens of millions of dollars that its value would greatly
exceed that and that in the absence of this kind of investment, we
will continue to be guessing about the effectiveness of Customs op-
erations. We will not have the critically important intelligence
needed to allocate resources in the ways in which they will be use-
ful, both across the ports of entry to where the greatest need is and
then within the ports of entry in terms of the high-risk profiles of
people shipping contraband.

Thank you for the opportunity to bring this idea to your atten-

tion.
The CHAIRMAN. Let me welcome Commissioner Kelly. I believe
he is in the audience. It is a pleasure to have him.

You make a very interesting suggestion, but I wonder. I guess I
will ask you later how you go about selling the public on that kind
of sampling. It could be quite an uproar, but we will give you the
chance to comment on that.

Professor SHERMAN. Thank you.

[The prepared statement of Professor Sherman appears in the
appendix.]

The CHAIRMAN. Mr. Rabkin?
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STATEMENT OF NORMAN J. RABKIN, DIRECTOR, ADMINISTRA-
TION OF JUSTICE ISSUE AREA, GENERAL GOVERNMENT DI-
VISION, U.S. GENERAL ACCOUNTING OFFICE, WASHINGTON,
DC

Mr. RABKIN. Thank you, Mr. Chairman and members of the com-
mittee. I am pleased to be here today to discuss the work we have
done addressing the Customs Service’s efforts to interdict drugs, to
allocate its resources, and to measure its performance.

My statement summarizes products GAO has issued on these
subjects since 1997. And it also covers our views onthe action plan
developed by the commissioner earlier this year, as you had re-
quested.

Keeping with the theme of today’s hearing, I will focus in my
oral comments on the Customs performance measures and how
they relate to its enforcement mission. The Customs performance
plan is divided into two major components: commercial which deals
with the trade side of the house and drugs which deals with the
enforcement or the interdiction side of the house.

Customs enforcement goals disrupt the individuals and organiza-
tions smuggling drugs through U.S. ports of entry. Customs uses
intelligence it gathers and receives about smuggling activities,
interdiction efforts at the ports, and follow-up investigations to try
to achieve this goal.

For fiscal year 2000, the Customs Service has proposed to use
three measures to indicate how well it is achieving that goal. First,
Customs is going to try to measure the transportation costs in-
curred by drug organizations to smuggle cocaine through the ports.
Customs believes that the more drugs it seizes, the more expensive
it becomes for smugglers to get their product to market.

The logic continues that as these costs increase, so do the costs
of the drugs on the streets. And then, either the transportation cost
gets so high that the smugglers go out of business or the street
price gets so high that the demand drops.

Customs has not publicly described how it will determine what
smuggler’s transportation costs are or how these costs might have
been affected by Customs enforcement activities. Customs says that
it has these data, but that they are classified.

Even assuming that Customs has a way to tell how much it costs
drug smugglers to move cocaine into the United States, Customs
has not set a specific goal that it expects to achieve in fiscal year
2000. This defeats the purpose of the Results Act because it limits
the dialogue that Customs and its stakeholders, including this com-
mittee can have about whether they are best using available re-
sources to achieve the results.

Customs has also proposed continuing to measure its effective-
ness by counting the number of drugs seizures that it makes and
the amounts of drugs that it seizes. These traditional measures are
indicators of what Customs catches at the ports, but as you have
heard tell very little about what Customs misses.

In any event, these performance targets for fiscal year 2000 are
very modest, given the increase in resources Customs received for
fiscal year 1999. For example, compared to its plan for fiscal year
1999, Customs expects to have only 4 percent more cocaine sei-
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336%8, but not to seize any more volume of cocaine in the fiscal year

The only other comment I would like to make on Customs per-
formance measures is that Customs has no formal measures for
management issues, such as improving its financial management
or internal control systems.

On the one hand, this may not seem like a big issue. As long as
Customs achieves its major goals regarding trade and drug enforce-
ment, what difference docs it make whether its books are in order
or it has conducted the number of port inspections that it had
planned?

On the other hand, Customs is a very decentralized organization
with a history of management problems. Despite the strong begin-
ning shown by Commissioner Kelly, it may be helpful to have Cus-
toms include some key management indicators in its performance
plan. This will help you, other Congressional committees, and even
GAO keep track of how well Customs is achieving many of the
goals it sets for itself in its action plan.

This completes my oral comments. And I would be glad to try to
answer your questions.

[The prepared statement of Mr. Rabkin appears in the appendix.]

The CHAIRMAN. Well, let me ask each of you what you think is
the single most important criterion that Customs and the commit-
tee should rely on in assessing the effectiveness of Customs law en-
forcement operations.

Now, you talked about sampling. Maybe that will be your an-
swer, but I will call on you first, Mr. Sherman.

Professor SHERMAN. Thank you, Mr. Chairman. I think that your
concern about whether the American people will accept this needs
to be compared to the concern that the American people have about
the effectiveness of interdicting contraband.

Our experience in mounting programs for detecting guns being
carried on the streets in Kansas City and Prince George’s County
and elsewhere is that people are very happy to cooperate with an
effort that is politely explained to them. And if the purpose is made
known as part of a general improvement safety, people have con-
sented to having their cars searched for guns in Prince George’s
County. And complaints against the police have actually gone down
rather than up. '

My experience as a frequent international traveler is that the
customs agencies are generally a very polite service and perfectly
capable of explaining to people that they have been selected
through a computer formula for participation in a test of the ship-
ment of contraband. And this will take perhaps 5 or 10 minutes.
Sorry to delay you after your long and exhausting flight and very
much sympathize with the imposition that this may require.

The legal basis for this is something that, as I understand it, re-
sides in the authority of the agency. And I think it is like so many
things. It is not the question of what we are doing, but how politely
it is done, how respectfully it is done.

And I have a lot of confidence that if this has been done already
on a test basis without causing disruption that this could be ruled
out as a national program perhaps in stages in a way that would
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test the waters carefully and try to refine and do mid-course correc-
tions as you go along.

But I would not dismiss it out of hand on the assumption that
the public will be adverse to the idea because I do not think that
the evidence is there to prove that.

The CHAIRMAN. Mr. Chertoff?

Mr. CHERTOFF. I guess I share a little of your skepticism, Mr.
Chairman, about how well received a program of random sampling
of that sort would be, but I guess I think it is an interesting issue
to explore. So many people would tolerate it. I do not know that
it answers the question.

I have a sense that what happens is we wind up gathering a lot
of statistics that tell us things that are of anecdotal significance,
but do not Eive us guidance about how to prevent things from oc-
curring in the future.

Again, my experience as a practical matter is that you really
have to_identify the organizations and the institutions that makes
smuggling profitable. I happen to think, for example, focus on
money laundering and institutions that allow people to remove
money from the country to extract the profit is a very priority way
of dealing with this issue because I think that is an area where you
do have the ability to affect the profit. And that then drives down
the desire to smuggle.

So I think that while statistics are useful, there is no substitute
for quality intelligence identifying who are the principal organiza-
tions are, looking over time at where the sources of narcotics are,
and looking where the profits are being removed and sent overseas
and then mounting operations aimed at those institutions and or-
ganizations and measuring success through convictions, through in-
stitutions that have been cleaned up, and through gross statistical
trends over a long period of time.

The CHAIRMAN. As you said, a liitle bit large and organized crime -

Mr. CHERTOFF. Exactly, exactly.

The CHAIRMAN. Mr. Rabkin.

Mr. RABKIN. I guess the answer to the question, you have to put
it in the context of the national drug control strategy. Customs is
one of many players at the Federal level that are trying to achieve
the ultimate goal of reducing the use of illegal drugs in America.
The Customs fole is dealing with the supply reduction side. As you
know, there is a demand reduction side gealing with prevention
and treatment.

But in terms of reducing the supply of drugs, the strategy calls
for a focus at both the source that is overseas and some of the do-
mestic sources, the transportation of the drugs, and the distribu-
tion on the streets. And Customs role is for the most in that middle
area as the drugs are brought into this country.

So I think that if we look at how well Customs is doing in achiev-
ing that goal, it has to be in the context of the broader drug control
strategy. In that strategy, the measure that OMBCP has proposed
is the dismantling and disruption of drug smuggling organizations
generally.

I am not prepared to say today and I do not think anybody is
whether that is the right strategy to follow to cut the source of
drugs because in Columbia where they have been successful in get-
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ting rid of a couple of the drug organizations, others have taken
their place. And the quantity of drugs coming in from Columbia
has nut suffered. So I think whatever the issue is for the Customs
Service, it has to be put into that context.

_ Now, the question about the over sampling of passengers coming
in is also applicable to cargo. It is something that the Customs has
been doing for a few years. I think Customs recognizes the expense
and I think would appreciate the support of this committee and the
appropriations committees if it is something that you all want
them to do, to be able to, whether it is tens of millions of dollars
or whatever the cost.

But it requires them to inspect more people than they normally
would have, more cargo than they normally would have to see not
only what they are missing, but how well are their other detection
techniques, how well is the intelligence working, how well are their
inspectors able to use their subjective judgment to focus on behav-
ioral techniques or even paper work that might be a little out of
sort on cargo coming in.

So I think all of these are important.

The CHAIRMAN. Now, Customs is not alone in its enforcement ef-
forts. Of course, we have DEA. On alcohol and tobacco imports, we
have the ATF. Do we risk having these agencies working at cross
purposes if they are not all working under the basic performance
measures, Mr. Sherman?

Professor SHERMAN. I do not think they need to have. In fact, it
is probably not a good idea to have the same performance measures
for different agencies that take different specific missions, even
though they are all wrapped around similar general goals.

And I would think that the unique mission of Customs as the
lead agency for protecting the borders even to the extent that ATF
might be involved in supporting that mission, that the ATF efforts
would be measured with respect to that mission with those same
indicators.

And I guess that the question would remain. If we do not use in-
dicators that involve the measurement of a base line amount of
contraband shipped, we are still not going to know whether that
problem is going down or up, whether it is ATF or Customs who
is being tasked with that objective.

The CHAIRMAN. Mr. Chertoff.

Mr. CHERTOFF. Mr. Chairman, I think with respect to the reac-
tive mission of Customs, it is always going to be measured a little
bit differently than the FBI or the DEA because does have the pri-
mary responsibility with respect to imports.

I think with respect to the strategic mission, they have to be co-
ordinated. I have lived through many instances in which you spent
more time arbitrating between the FBI and DEA and Customs
than you did actually working on the case plan.

In our district, as it happened, the leaders of the various agen-
cies worked well together. And I think when you have a common
set of strategic goals and some commonality measurement, you can
get that kind ofg cooperation. If you do not, then you wind up with
the all too familiar turf war phenomenon.

The CHAIRMAN. Very good.

Mr. Rabkin?
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Mr. RABKIN. I agree. And I think that the national drug strategy
is what pulls all these agencies together. I think their performance
measures can be uniquely tailored to each agency depending on the
mission. And I think in fact that is what is happening.

The CHAIRMAN. Thank you. Can you tell me in practical terms
how Customs can best measure the impact of its operation? Now,
we have talked about counting the number of arrests and seizures
by itself as a useful way of measuring Customs performance. Or
would you favor an approach that focuses on raising the cost of
smuggled drugs, as proposed by Customs?

Do you want to answer that?

Mr. CHERTOFF. If f'ou could measure the cost of drugs smuggling,
I think it is a useful measuring tool. I do not think it is the exclu-
sive tool. I do not know how Customs comes up with its statistical
estimate of what the cost is. I think the other thing that is impor-
tant to measure is not in a snapshot of 3 months or 6 months. You
really have to look at the trend over a substantial period of time.

Again, drawing on the analogy with organized crime, I think if
you looked at the performance of the effort in battling organized
crime in a single year, you might not have seen much impact. If
you look over a 10-year period, you see a tremendous impact.

The CHAIRMAN. Professor Sherman?

Professor SHERMAN. I am not sure that the cost is an unambig-
uous measure of the economics. The price of drugs shows lots of dif-
ferent factors contributing to that.

And it is I think much harder to demonstrate the impact of Cus-
toms enforcement activities on that in relation to the ultimate goal
of reducing contraband than it would be use the ratio of detection
to estimated shipments before and after some change in the strat-
egy at a port of entry.

So if you wanted to take, for example, five ports of entry and beef
up the resources, but to have them do different things, you could
see by using the sampling method before and after that change
where you had the biggest impact in the sample measured of how
much contraband got through.

So I think it is one of the many uses to which you can put this
kind of tool. And I would have a lot more confidence in measuring
the impact, investing in strategies that have proven more effective
with this approach than in simply looking at costs of drugs
shipped.

The CHAIRMAN. Going back to your sampling, some of the meas-
ures taken to investigate are fairly invasive. If a citizen refuses to
do it, what would you do under those circumstances?

Professor SHERMAN. I am certainly not here as a legal advisor on
that issue, but I can point out that even under conditions in which
citizens would be allowed to refuse the full search, merely estab-
lishing a random search as opposed to a targeted or probable cause
search as a standard procedure could have an enormous deterrent
effect, as indeed it has in Australia where random breath testing
is the basis for drunk driving enforcement. And they have had a
60-percent reduction in ‘ives lost since they undertook that, at least
in New South Wales.

It seems to that merely the prospect that you could be selected
at random which is what people essentially understand with re-
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spect to their income taxes, although it is a bad subject to bring
up I think in this committee, there is pretty good evidence that
that creates a deterrent effect.

And I want to stress, the numbers here are very small. To do
2,000 randomly selected searches in one year at JFK in relation to
the millions of people who go through there is a tiny drop in the
bucket. So it is not as if you would be testing a substantial portion
of all people coming in. That would slow up the flow of people in
a very busy time.

You only need to do something in the order of 6 or 7 a day out
of tens of thousands of people coming through. So I do not think
it would be as intrusive necessarily as it might sound at first blush.

The CHAIRMAN. I was speaking of some complaints that we have
had already on the part that some of the methods used are intru-
sive, but I appreciate your suggestion.

Mr. Rabkin?

Mr. RABKIN. I agree that the best measure to determine the Cus-
toms impact is to look at what is the percentage of the drugs they
get compared to what they are missing, what is actually coming
across the borders. And one way to do that is this random check-
ing, this over sampling at both airports and other ports of entry,
the seaports and the truck ports as they come in.

And it is being done. I was in Miami a couple of years ago at the
airport where they were doing there, something they called compli-
ance examinations or COMPEX where they would over sample and
randomly ask people to go for it. And it was not the invasive type
of inspection. It was just to have their baggage checked.

The people who were sent did not know that they were being
sent either because the computer told them to go or it was the in-
spector saw something about the way they were behaving or the
clothes they were wearing or the itinerary or any other factor. And
the methodology the Customs was using there seemed to be sound
and allowing them to make the kinds of judgments and reach con-
clusions that they were doing. ‘

They had planned to do it elsewhere. It was, as I recall, going
to require a little additional resources because they were going to
have to have additional inspectors to do these additional inspec-
tions, especially costly for the cargo ports of entry where it ties up
additional trucks and you have problems with space and things like
that. ‘

But I think it is also important to measure that while this is im-
portant at a strategic level at the operational level for the inspec-
tors or the agents, the number of arrests and seizures that are
made are important to them. There are ways to gauge the success
of their daily activities. And so I would not discount those kinds of
measures. I think they have their place.

The CHAIRMAN. Thank you.

Senator Grassley? .
Senator GRASSLEY. Your GAO report talks about Federal inter-

agency, counter drug intelligence coordination. And it seems to
point out rightly that the Customs Service is the lead agency for
interdicting drugs being smuggled into the United States, other
agencies being the Department of Justice, the Treasury, the De-

57-988 99-3
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fense. And these others account for over 90 percent of the money
spent for the counter drug intelligence activities.

' "Could you tell us how good the interagency coordination really
is?

Obviously, we in Congress cannot go out on counter drug mis-
sions that involve several agencies. We do not sit in on planning
sessions and see firsthand results of this interagency efforts. So ob-
viously, we depend upon you to tell us what works and what does
not, whether we need more resources and better cooperation.

And I know it is not easy to sit where you are and be critical
of one specific or other Federal agencies if that is what needed, but
it seems to me that we need to have you be very forthright with
us. Where are the gaps? And what has to be done better?

Mr. RABKIN. Senator Grassley, I wish I could answer that ques-
tion as thoroughly as you have asked it, but unfortunately, we have
not done the kind of work to identify specifically on an operational
level whether there is adequate cooperation and coordination
among all the agencies that are involved.

There is a lot of work that is being done to look at the architec-
ture of the drug intelligence networking community. OMBCP has
done some work and is in the process of reporting out on that.

From what I have observed and from what our work has shown
at an operational level, the limited work that we have done, there
is coordination and cooperation among agents, among inspectors at
the border, agents that are stationed around the country and over-
seas. There is an exchange of information.

Whether it is enough, fast enough or whether it is used appro-
priately are questions that we have not looked at and I cannot an-
swer at this time.

Senator GRASSLEY. All right. Is it a matter of your not having
been asked to lnok at them or you would not have the resources
to do it if you we: e asked to look at that?

Mr. RABKIN. We have not been asked. I think we would have the
resources to do it. But it would be in terms of resources, we have
a limited number of people who have the appropriate clearances to
get involved in this kind of work. It is getting the agencies to share
the intelligence with us and then to follow up and to see how it was
used and to make some judgments about how it should have been
used. So if asked, I think we could probably do some work in that
area.

Senator GRASSLEY. The Customs Service has enforcement au-
thority not only over substances that are brought into this country,
but also for things like control technology.

Last week, I asked Commissioner Kelly about interagency en-
forcement efforts directed at end-use verification, particularly for
sensitive, dual-use technology that is shipped to China.

I was specifically interested in the coordination of end-use ver-
ification and enforcement efforts between the Customs Service and
the Commerce Department’s Bureau of Export Administration.
Commissioner Kelly told me that interagency coordination, and he
said this very candidly, could be better.

I am concerned that in looking at the effectiveness of the. Cus-
toms Service, it is important to look at more than outcomes, proc-

esses, resources, and evaluation methods.
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Where there is shared bureaucratic responsibility for a vital im-
portant mission like protecting our National security, it is very im-
portant to look at how well agencies work together or how well
they do not work together.

Has your evaluation looked at the effectiveness of interagency co-
ordination in this critical important area that affects our National
security? And if you have not, why not?

Mr. RABKIN. My group has not. We have been focusing on the
law enforcement and the drug interdiction efforts. We have other
groups that deal with trade issues. And I am just not sure whether
they looked at this issue or not. I would certainly check into it and
get back to you on that.

S‘e)anator GRASSLEY. Would you do that and give us a contact per-
son?

Mr. RABKIN. Certainly.

Senator GRASSLEY. Have you ever been denied information di-
rectly or indirectly, such as not complying with document requests
or thwarting access to individuals by the government about the ef-
fectiveness of interagency coordination or about the effectiveness of
any other element of the Federal Government’s efforts to monitor
and control highly sensitive technology?

Mr. RABKIN. I cannot answer that question about technologies. I
can answer about other things we have done with the Customs
Service.

Senator GRASSLEY. All right. Then, do two things for me. Answer
about what you can talk about and then give us, again, an answer
in writing in regard to the dual-use technology and highly sensitive
technology.

Mr. RABKIN. We worked with the Customs Service recently on
some issues involving the corruption. And we did for the caucus
that you chair. And during the course of that work, we had asked
the Customs Service to provide us files on the investigations of al-
legations of corruption that they had received and cases that had
been prosecuted.

And while we eventually got that information, it did take a little
while. And there were some redactions that the Customs Service
had to make of that.

We are also doing some work with the Customs Service now look-
ing at airport inspections. And because of the sensitivity of that
work and ongoing litigation, the access to people and documents is
slow, but we understand that. And we are working with them on

that.
And I will get back to you in writing on any problems with the

dual-use technology.

Senator GRASSLEY. You say it is going slow, but are you getting
what you call cooperation?

Mr. RABKIN. Yes, we are.

Senator GRASSLEY. Thank you, Mr. Chairman.

The CHAIRMAN. Thank you, Senator Grassley.

Senator Graham.
Senator GRAHAM. Thank you, Mr. Chairman. The first witness

talked about the fact that people in his business would look for
where the softest spot was in order to find where they would try
to bring drugs into the United States. If the soft spot was the Car-
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ibbean, through their own aircraft and boats, they would do that.
If the soft spot was commercial traffic through New York, they
would do that.

What is your sense of the Customs current ability to allocate its
resources so that there is a relatively uniformed level of enforce-
ment at each of the points of entry, i.e. to provide creating these
soft areas for exportation?

Professor SHERMAN. Senator Graham, I think that requires a
two-part answer. The first part is with respect to ports of entry
where I think the answer is that the current information available
to the management is very weak, if not nonexistent with respect
to :this ratio of drugs detected to drugs being shipped through that
port.

But with a really modest investment in terms of the overall
budget in an annual sample of both cargo units and persons coming
in relatively non-intrusive inspections, it is possible to get that esti-
mate and to reallocate resources to try to if not equalize the ratio
of detection to shipment, then to try to go where the greatest
amounts are coming in and to get the detection ratio in those ports
of entry to the point where you are getting maximum prevention
of contraband getting into the country.

I think there is a whole different with respect to non-port of
entry borders. I know much less about it. I do not travel in and
out of the country through those borders the way I do the airports
and other controlled ports of entry, but I think that the same prin-
ciple applies, that is that whatever enforcement is going on there
can be the use of random selection methods rather than probable
cause in a way that would allow an estimate of what the average
annual amount of shipment is, for example, across the Gulf of Mex-
ico or the coast of Florida in whatever enforcement is being done
there and perhaps coordinating with the Coast Guard and other
agencies that are also engaged in patrolling those borders, border
patrol on land and so on in a way that compiles the information
and helps to improve the management information available, not
only to the Customs Service, but also to this committee in looking
at the Results Act in. a meaningful way in terms of the results of
enforcement for the amount of contraband getting through.

I think that information is missing. And until we have it, it is
not going to be possible to meaningtully apply the Results Act to
Customs enforcement.

Mr. CHERTOFF. Senator, my sense is that you kind of put your
finger on what I think is a traditional problem with the approach
to this. And the problem would be too statistically driven. There
will never be enough agents and resources to really protect all the
areas of the border.

And the people who import drugs are not stupid. They can see
where there are shifts of enforcement. And they shift their methods
of importation. So what you are measuring is what happened yes-
terday. You are not preventing what will happen tomorrow.

And I am not saying you should not do some of that, but if that
becomes your exclusive way of deciding how you are going to allo-
cate your resources, that is all you are going to do.

My suggestion is that in addition to the process of allocating re-
sources on that method of measuring, we look at trying to be what
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they say in the trade as proactive. We try to identify institutions
and organizations that are particularly skilled at bringing in nar-
cotics and do have the ability to be flexible. And we try to take
down those organizations either by arresting people and incapaci-
tating them or by €hoking off the methods that they use to reclaim
the money and the profits or by addressing the infrastructure that
allows them to bring the drugs in.

And I think if you err too much on the side of measuring statis-
tical performance or numbers of arrests, you wind up driving your-
self away from that kind of qualitative case building which you
need for an effective program.

Senator GRAHAM. Let me ask a follow-up question to the first.
And if, Mr. Rabkin, you would like to comment on both questions.

Currently, the Customs has employed a private consultant to
evaluate its allocation of resources. What advice would you give to
that consultant as to what factors it ought to look at in terms of
achieving the goal of maximizing the allocation of resources to-
wards the goal of maximizing the reduction of contraband flowing
into the United States.

Mr. CHERTOFF. I guess I would go first. I think I would sit down
first and look not only at the strategic plan that Customs has with
respect to narcotics enforcement if you are looking at narcotics, but
I would look at the entire program across the board because you
cannot really evaluate Customs without looking at DEA and even
these local task forces that we have.

And what I would try to do is have an qualitative evaluation of
how much effort Customs ought to be putting into strategic work
as opposed to other agencies. Once I answered that question, I
could then—and you would have to discuss it with the people who
run the agency. Then, I would sit down and say if we are going to
spend X amount of more effort on reactive interdiction, we need to
come up with a way of measuring and being very flexible about de-
ploying resources as we detect shifts in patterns of traffic.

And then, to the extent we are going to be strategic, we need to
have a pretty rigorous system of evaluating what are the targets
we ought to be selecting.

S0 T would start at the top. And I would try to get a sense of
what the policy is. And then, I would work my way down.

Mr. RABKIN. I would like to start by suggesting that I know the
Customs Service is a very complex organization, but let us look at
it in two parts. One is the inspector that you see at the ports of
entry. And the others are the investigators and the special agents
that do the investigative work behind the scenes.

And we have reported that the Customs Service needs a better
way of allocating the resources around the country to the ports and
to the special agent in charge of the SAC offices for the investiga-
tors. It needs to be data driven. It needs to be repetitive, etcetera.

And I think that is why they hired the consultant. I think it is
easier to move the agents around in response to changes and threat
to work with the other agencies.

The investigators are much more flexible, much more mobile.
And Customs as an organization can move them around a little

easier.
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The inspectors, however, I think it is a little more difficult for the
Customs Service to move them around. It is much more difficult for
the Customs Service to figure out how many they need in each
iglort. That number is driven to a large extent by the volume of traf-

¢ that comes through the port, but it is also (i’riven t y the threat.

And I think while the Custorus is trying to get better data on vol-
ume and historical as wel) as projected volume, being able to quan-
tify threat and then apply that to this model, to be able to predict
how many inspectors you need to look at the trucks and look at the
containers that come off the ships and look at the passengers that
come off the planes is much more difficult.

And I think that is where I would focus as to how they are doing
that, now whether they are using some of the samples that Mr.
Sherman talked about or some other ways to do it, but there are
ought to be some data-driven basis for that.

Professor SEERMAN. And, Senator, I would think that within the
confines of the contract depending on resources one thing they
could is to try cut this method of sampling in, say, 5 major ports
of entl;ly where there is high volume already and see indeed how
much difference there is across the ports of entry in this ratio of
detected to estimated shipped contraband.

And I suspect that if it is done in a way that includes an evalua-
tion of the citizens and foreign visitors, their reaction to this and
whether they thought it was handled in a polite way and whether
they had constitutional concerns and so forth that we could learn
from trying this out in a way that would lead to the decision about
whether to go further or whether to abandon the idea.

We could also then in terms of the assignment issue, I think the
first time the sampling might be done nationally, you would con-
sider a long-term shift in inspectors. It probably would not have
that much of a year-to-year shift barring radical changes in the
patterns of shipments from different countries.

But even in terms of Mr. Chertoffs very useful suggestion of
identifying major institutions and organization for proactive target-
ing, I think that again being systematic, creating a list of those
having some basis for estimating the volume of contraband associ-
ated with them, and setting some priorities in terms of a set of
principles, and then tracking year-to-year in reporting back to this
committee the success of the agency in taking out those organiza-
tions. That all is part of this broader piece of looking at results in
as systematic a way that we can independent of simply looking at
the outputs of the organization. So I think your consulting firm is
just the right thing at this stage of developing the Results Act
which I must say is not uniquely Customs. I think it is true
throughout the Federal Government that everybody is wrestling
with %mw we meaningfully produce the outcome measures that

American citizens want to know.
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Senator GRAHAM. Thank you.

The CHAIRMAN. Thank you, gentlemen. This panel has been very
helpful. We appreciate you being here today. We will keep the
record open for written questions until this evening. But we appre-
ciate your contribution and look forward to working with you.

The committee is in recess.

[Whereupon, at 11:47 a.m., the hearing was recessed.]
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room SD-215, Dirksen Senate Office Building, Hon. William V.
Roth, Jr., (chairman of the committee) presiding. -

Also present: Senators Grassley, Moynihan, and Graham.

OPENING STATEMENT OF HON. WILLIAM V. ROTH, JR., A U.S.
SENATOR FROM DELAWARE, CHAIRMAN, COMMITTEE ON FI-

NANCE

The CHAIRMAN. The committee will please come to order.

I apologize to our witnesses. In the good old days, we had hear-
ings in the morning and Senate business in the afternoon. But that
}s ng longer true and, consequently, we became unavoidably de-
ayed.

1 have a brilliant opening statement, Pat, but I will not read it
and just ask that it be included in the record. I would call upon
you for any comments you would care to make.

[The prepared statement of Chairman Roth appears in the ap-

pendix.]

OPENING STATEMENT OF HON. DANIEL PATRICK MOYNIHAN,
A U.S. SENATOR FROM NEW YORK

Senator MOYNIHAN. It is a little early for brilliance. I think you
are probably right in that regard. I will be equally restrained in my
statement. But, also, Mr. Chairman, the Commissioner of Customs,
Mr. Kelly, has asked me to place in the record for him the special
report that he has had produced with respect to these matters, and
the orders he had issued immediately on learning of the situation
in Miami, which we are going to deal with today.

I would appreciate it if those would be placed in the record.

The CHAIRMAN. Without objection.

[The prepared statement of Senator Moynihan and material sub-
mitted gy ommissioner Kelly appear in the appendix.]

The CHAIRMAN. It is a pleasure to welcome our first panel, which
consists of William Keefer, who is the Assistant Commissioner for

the Office of Internal Affairs at the Customs Service; Hon. Milton

en
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Mollen, in the firm of Graubard, Mollen, and Miller; Vincent
Parolisi, who is the Director of Narcotics and Currency Inspection
in the Office of Internal Affairs at the Customs Service; and Mi-
chael Tarr, the Acting IG for the Department of Treasury.

Judge Mollen, we would be pleased to start with you.

STATEMENT OF HON. MILTON MOLLEN, OF COUNSEL,
GRAUBARD, MOLLEN AND MILLER, NEW YORK, NY

Mr. MOLLEN. Mr. Chairman, Senator Moynihan, I appreciate
your invitation to- appear before this committee to testify on the
issue of Customs management, and more particularly with regard
go the specific issue of combatting corruption within the Customs

ervice.

I believe that we are all aware that corruption is not a recent in-
vention. One might reasonably argue that its history goes back to
the Garden of Eden. Corruption, in various forms, has plagued soci-
ety down through the ages and it is a particular concern when it
affects law enforcement agencies.

A major mission of law enforcement agencies is to enforce the
law and to inspire public confidence in the integrity of the govern-
ment to which the public has entrusted its power to govern.

However, while we might hope for better, the fact is that law en-
forcement agencies mirror and reflect society at large, its strengths
and its weaknesses. Most law enforcement personnel are trust-
worthy, dedicated, and committed to honorably fulfilling their re-
sponsibilities.

However, some are weak, vulnerable, and susceptible to the
temptation of easy money. Others are just plain venal, who view
public service as a means of using their power to illegally enrich
themselves.

When we factor into the equation the enormous amounts of
money involved in drug trades and money laundering, one can
readily understand the concern about maintaining the integrity of
the Customs Service and the necessity for constant vigilance, and
for the creation and maintenance of internal and external safe-
guards to protect that integrity.

I would, therefore, humbly offer a few thoughts as to those
means which I believe are most likely to achieve the goals of deter-
ring corruption within the Customs Service to the fullest extent
possible and to finding it and rooting it out where it exists.

These suggestions are based upon my experience and observa-
tions of many years, and in the executive and judicial branches of
government, most recently as chairman of the New York City com-
mission to investigate allegations of police corruption £nd the anti-
corruption procedures of the police department more commonly
known as the Mollen Commission.

I strongly believe that the battle to combat corruption in agencies
such as the Customs Service must be comprehensive and multi-
faceted. It must commence with the recruitment process, by reach-
ing out for and attracting the right kind of candidates, and con-
ducting proper and expeditious investigations prior to appointment.

Thereafter, there should be appropriate training, with emphasis
on integrity, in terms of adequate time devoted to such training,

fthe» effective, substantive material utilizing updated tech-
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nology. The training should not be confined to newly appointed
agents. There should be refresher courses at appropriate intervals.

After the agents are sent into the field, it is essential that there
be effective supervision. I recognize that this is not easily achieved
in an agency which is spread out as widely as the Customs Service.
However, I believe that with a leadership firmly and totally com-
mitted to maintaining the integrity of this service, the goal can,
and will, be achieved.

Obviously, the leadership must be given adequate resources in
order to accomplish this objective. I am convinced that, with rea-
sonable appropriation of funds and with prudent management, the
mission can be accomplished.

I am firmly convinced that, with adequate resources and the im-
plementation of a policy of strict accountability at each level of au-
thority, a leadership fully committed to the maintenance of integ-
rity can succeed in achieving that goal.

At this point, I would like to take note of two actions taken by
Commissioner Kelly which I believe are salutary and important in
spreading the right message and effecting positive change within
the Service.

One, was his altering the chain of command to provide for direct
reporting of the Assistant Commissioner for Internal Affairs di-
rectly to the Commissioner. This change in process should result in
the Commissioner being constantly informed and aware of any in-
tegrity or misconduct problems in the Service and enable him to
take prompt and effective action.

Second, I have been informed that Commissioner Kelly is insti-
tuting a selective form of rotation in and out of Internal Affairs. I
believe that this approach will assist in changing the culture with-
in the Service in a positive way.

I have noted that the recent Inspector General’s report expresses
some concerns regarding rotation. I can understand the concerns,
but, on balance, and with judicious implementation, I believe such
a program will be salutary.

In order to be truly effective, the effort to combat corruption
must alter, in a positive manner, the existing culture within the
Service. It has been my observation that, in most law enforcement
agencies, there is a strong tendency to resent and hold in contempt
the Internal Affairs unit.

A policy of rotating agents into Internal Affairs should amelio-
rate the customary perception and lead to an effective and more co-
operative relationship between Internal Affairs and the other
agents.

Lastly, I shall like to address a most important issue, that of sus-
taining the durability of any program for promoting integrity im-
plemented by Commissioner Kelly. I have known Commissioner
Kelly for approximately 10 years, and I have total faith in his in-
tegrity and in his ability.

I have enormous respect for him professionally, and high regard
for him personally. I have no doubt that he will do his utmost to
meet the challenge of improving the system for maintaining the in-

tegrity of the Customs Service.

However, I must note that my studies and experiences with

- struggles to achieve and mairntain the integrity of Taw enforcement
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agencies lead clearly and strongly to the conclusion that an essen-
tial ingredient in the long-range success in combatting corruption
is the existence of some form of effective outside monitoring of the
internal efforts in confronting corruption.

Most institutions are reluctant to, as they see it, expose their
dirty laundry in public. They find all kinds of rationalizations to
buttress their failures to make public what they perceive to be
their shortcomings.

Furthermore, I am firmly convinced that if there exists an out-
side entity to monitor and review their success or fzilure in com-
batting corruption, it will result in a more sustained and more ef-
fective campaign to deter and root out corruption.

I have been informed that there are two possible instrumental-
ities for accomplishing this important result. One, is the Inspector
General of the Treasury Department, the other, is the Office of Pro-
fessional Responsibility. It may well be that either, or both, may
provide the most successful means to accomplish the desired objec-
tive as long as independence and objectivity are the guiding factors.

Of one thing I have no doubt: to achieve the most effective means
of establishing a long-range, ongoing, successful method of combat-
ting corruption, it is essential that there exist a permanent monitor
to work alongside of, and in cooperation with, the Commissioner in
the difficult task of successfully confronting corruption and fulfill-
ing the Customs Service’s responsibility to the people of our coun-
try.

Thank you, Mr. Chairman.

[The prepared statement of Mr. Mollen appears in the appendix.]

The CHAIRMAN. Thank you, Judge Mollen.

Mr. Parolisi, please.

STATEMENT OF VINCENT J. PAROLISI, FORMER INTERNAL AF-
FAIRS ADVISOR, OFFICE OF PROFESSIONAL RESPONSIBIL-
ITY, U.S. DEPARTMENT OF THE TREASURY; DIRECTOR, NAR-
COTICS AND CURRENCY INSPECTION, OFFICE OF INTERNAL
AFFAIRS, U.S. CUSTOMS SERVICE, WASHINGTON, DC

Mr. PARoLISI. Thank you, Mr. Chairman, Senator Moynihan, and
members of the committee for inviting me to testify on the findings
and recommendations contained in the Office of Professional Re-
sponsibility’s »eport and assessment of vulnerabilities to corruption
gnd effectiveness of the Office of Internal Affairs, U.S. Customs

ervice.

I completed this review when I was the Internal Affairs Advisor
at the Department of Treasury’s Office of Professional Responsibil-
ity, and was a principal member of the OPR assessment team. I
have been an employee of the U.S. Customs Service since May 9,
1999.

The purpose of OPR’s review was to conduct a comprehensive re-
view oF integrity issues and other matters related to the potential
vulnerability of the U.S. Customs Service to corrudption, to include
an examination of charges of professional misconduct and corrup-
tion as well as an analysis of the efficiency of the departmental and
bureau internal affairs system pursuant to Congressional directive.

The review began under the girection of Raymond W. Kelly, then
Under Secretary for Enforcement at the Department of Treasury.
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While Under Secretary, Mr. Kelly recognized many management
deficiencies within Customs and took action to improve the level of
integrity and professionalism within the organization.

OPR did not uncover any evidence of systemic corruption within

Customs. It did conclude, however, that the most formidable cor-
ruption threat facing Customs is the illegal drug trade. OPR also
found that the Office of Internal Affairs is more reactionary than
proactive in detecting and combatting corruption.
_ OPR identified eight factors which have weakened Customs’ abil-
ity to confront issues of corruption. The following is a brief over-
view of those findings and recommendations which are discussed in
more detail in my written testimony.

Until recently, the Office of Internal Affairs was on the same or-
ganizational level of Customs’ other 10 Assistant Commissioners,
reporting to the Commissioner through the Deputy Commissioner.

OPR recommended that the Commissioner realign the Office of
Internal Affairs to give the Assistant Commissioner of Internal Af-
fairs direct access to the Commissioner. This recommendation has
been implemented by Commissioner Kelly.

OPR found that Customs’ Office of Internal Affairs required new
leadership. The mission of Internal Affairs is complex and demand-
ing and requires aggressive leadership, which we found lacking.

OPR recommended that the Commissioner select a new Assistant
Commissioner of Internal Affairs. In December of 1998, Commis-
sioner Kelly selected Mr. William Keefer, who you will hear from
shortly, as the new Assistant Commissioner of Internal Affairs.

OPR found that conflicts between the Office of Investigations and
the Office of Internal Affairs has significantly interfered with the
successful performance of Internal Affairs’ operations. OPR rec-
ommended that the Commissioner establish conflict resolution
strategies to rebuild positive relationships between these offices.

In February of this year, Commissioner Kelly issued a memoran-
dum mandating cooperative measures be instituted between the
two offices. OPR found that a uniform nationwide process is needed
to ensure consistency in the recruitment and hiring of Customs in-
spectors. Shortcomings in monitoring practices had resulted in a
backlog of approximately 5,600 periodic review investigations of
employee background reinvestigations.

OPR recommended that Customs continue its work with the
quality recruitment and hiring initiative and take affirmative ac-
tion to resolve the backlog of periodic reinvestigations.

In response, Customs has appointed a national recruitment man-
ager, and Commissioner Kelly has reprogrammed funds to elimi-
nate 3he backlog in the period review investigations over a 2-year
period.

OPR found that integrity training for Customs employees was in-
adequate for deterring corruption. OPR recommended that Cus-
toms create an Office of Training to coordinate and implement
agency-wide training, and that the Assistant Commissioner of In-
ternal Affairs should work cooperatively with this new office to en-
sure that adequate training becomes a priority for all Customs em-
ployees.

Iyrior to the release of the OPR report, Commissioner Kelly cre-
ated the Office of Training and Development at the Assistant Com-
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missioner level, and will soon be announcing the appointment of a
new Assistant Commissioner for Training.

OPR found that Customs’ disciplinary system was fragmented,
resulting in perceived inequities in the application of discipline.
Furthermore, the database used to record and track disciplinary
gases did not allow for comparances or analysis of disciplinary mat-
ers.

OPR recommended that Customs redesign its disciplinary data-
base system to provide information for evaluation ancf comparison,
and that it establish a uniform internal mechanism for the adju-
dication of administrative discipline.

Customs is currently developing an integrated computer system
which will allow for a single data query for specific allegations re-
ceived, investigative findings, and the disciplinary results applied.
In addition, Service-wide disciplinary review boards have been im-
plemented.

Finally, OPR conducted a quantitative and qualitative assess-
ment of the Office of Internal Affairs and found that Internal Af-
fairs was not focusing sufficient atiention on more serious criminal
investigations, nor eftectively using its investigative resources.

A significant number of recommendations were made to correct
these deficiencies, to include centralizing the operation of Internal
Affairs’ case management system at headquarters.

Recently, Internal Affairs has established an intake review group
at headquarters which will have the responsibility to assess and
process all allegations in a structured, uniform environment.

Over the past several months, Commissioner Kelly has imple-
mented changes consistent with OPR’s recommendations. I appre-
ciate the committee’s interest in this very important issue, and be-
lieve that this committee’s continued oversight of the Customs
Service is not only warranted, but an added benefit in the fight
against corruption.

This concludes my testimony. I look forward to answering any
questions the committee might have. Thank you.

4 [’I]‘he prepared statement of Mr. Parolisi appears in the appen-
ix.

The CHAIRMAN. Thank you.

Now we will hear from Mr. Keefer.

STATEMENT OF WILLIAM A. KEEFER, ASSISTANT COMMIS-
SIONER, OFFICE OF INTERNAL AFFAIRS, U.S. CUSTOMS

SERVICE, WASHINGTON, DC

Mr. KEEFER. Chairman Roth, Senator Moynihan, thank you for
the opportunity to appear before you today. I am pleased to have
the opportunity to discuss Commissioner Kelly’s actions to reinforce
the organizational integrity of Customs.

You have my written statement, I believe, and I would like to
add a few comments this morning.

The CHAIRMAN. The full statements of the panel will be included
as if read.

Mr. KeeFER. Thank you, sir. :

[The prepared statement of Mr. Keefer appears in the appendix.]

Mr. KEEFER. Before I was appointed Assistant Commissioner for
Internal Affairs in February, I was a career Federal prosecutor.
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During 23 years with the Department of Justice, I had a number
of jobs, including interim United States Attorney, and Deputy Chief
of the Public Integrity Section of the Department of Justice.

I have a wealth of experience in the investigation and prosecu-
tion of corruption cases around the country. That is a long way of
saying that I knew what I was getting into when I took this job.
I look forward to the challenges and the opportunities ahead.

As you know, every internal and external review of Customs has
concluded that no systemic corruption exists within the agency.
While instances of corruption in Customs are few, we have not
done a good job in responding to allegations of misconduct.

Under Commissioner Kelly’s leadership, we are moving rapidly
to fix the problem and to make changes that will remain in place
regardless of who heads the agency in the future.

To elevate ihe issue of integrity at Customs, Commissioner Kelly
took several important steps. First, he placed Internal Affairs
under his direct supervision. I report to him.

The Commissioner also upgraded several critical positions at In-
ternal Affairs, headquarters, and in the field. He made them SES
positions, bringing them into parity, for the first time, with super-
visors in the Office of Investigations and with other Federal law
enforcement agencies. These new, permanent positions will attract
the highest caliber of applicants, and the benefit to Internal Affairs
will both be immediate and lasting.

I would like to, briefly, highlight some of the other reforms that
the Commissioner is implementing. The old practice of reporting
misconduct allegations to Internal Affairs was fractured, and some-
times misused.

To correct the problem, every allegation of misconduct, without
exception, is now being reported directly to my office. Every allega-
tion is now being tracked by my office. Every allegation is now
being classified by my office.

This new procedure is simple, unambiguous, and ensures ac-
countability. We have a fully-staffed, 24-hour hotline to make sure
that misconduct allegations are reported in a timely manner.

The new allegation intake system triggers two important ac-
countability processes. First, a retrievable computer record is cre-
ated to follow the allegation from receipt to final disposition. Sec-
ond, specific time limits have been incorporated into the new proce-
dures. We require frequent case reviews by field supervisors,
tracked at headquarters.

Final investigative reports are closely reviewed at headquarters,
and every final report will include a finding for each allegation in-
vestigation by Internal Affairs.

In my view, failure to follow viable leads or to interview knowl-
edgeable witnesses is inexcusable. An untimely report is a useless
report. These are failings of sugervision, both in the field and at
headquarters, and they will not be tolerated.

In its report, the Inspector General stated that Customs has no
published directive for conducting management inquiries and that
there is no oversight review of them by Internal Affairs. That is not
correct.

The Commissioner issued a directive on management inquiries
dated April 13, 1999 which, among other things, mandates over-
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sight by Internal Affairs. I have that directive available for the
committee, if you desire.

An important initiative that we have undertaken is a Special In-
vestigative Unit, which is now being formed at Customs’ head-
quarters, which will handle the most serious and high-level cases.
These senior agents, GS-14s, will report directly to me.

They will also quickly and efficiently handle misconduct allega-
tions of SES and GS-15 personnel when the inspector returns those
cases to Customs for investigations, which they do in about 90 per-
cent of those cases.

To improve cooperation and effectiveness between the Office of
Investigations and Internal Affairs, the Commissioner has insti-
ttf%ed a rotation process for senior agents at all levels between the
offices.

We think rotation is appropriate, and respectfully disagree with
the Inspector General’s report regarding rotation. Most of our in-
vestigations do not involve the Office of Investigations. For those
few that do, impartiality can be ensured through a clear recusal
policy and effective supervision.

Retaliation and the fear of retaliation have been persistent issues
at Customs. We are addressing this problem through better train-
ing of our Internal Affairs personnel and by specifically informing
managers who are interviewed in retaliation investigations about
the rules against retaliation.

Those being considered for promotion now undergo a vetting
process in which their disciplinary history is scrutinized before any
action is taken, and Assistant Commissioners are held accountable
for that process.

Nothing is more important to law enforcement than integrity.
Commissioner Kelly is committed to doing whatever it takes to
make Internal Affairs succeed in this critical mission.

Thank you very much for your time and attention. I am prepared
to answer your questions.

The CHAIRMAN. Thank you.
Now it is my pleasure to call upon Michael C. Tarr, who is the

Acting Assistant Inspector General for Investigations. Mr. Tarr?

STATEMENT OF MICHAGL C. TARR, ACTING ASSISTANT IN-
SPECTOR GENERAL, U.S. DEPARTMENT OF THE TREASURY,

WASHINGTON, DC

Mr. TARR. Chairman Roth, members of the committee, I appre-
ciate the opportunity to discuss with you today the results of our
investigation at the U.S. Customs Service.

On Sunday, December 13, 1998, the Miami Herald published a
special report entitled, “U.S. Customs: A Culture of Favoritism.”
On December 17, 1998, Senator Roth requested that our office con-
duct an independent review of the allegations outlined in the
Miami Herald article concerning the Customs Service’s “ability to
effectively assess allegations of mismanagement within the agency
and impose appropriate discipline where warranted.”

Since this request related directly to the allegations of agency
mismanagement and inappropriate disciplinary practices dating
back to 1986, the Office of the Inspector General concentrated its
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ipiltial phase of the review omn files relevant to allegations in the ar-
icle.

The purpose of the review was to determine the effectiveness of
investigations conducted by the U.S. Customs’ Office of Internal Af-
fairs, review the basis for the claims of management failure, and
assess the application of penalties based upon established policies
within the Customs Service.

In further discussions with this committee, it was requested that
we expand the scope of our review to include additional Internal
Affairs investigations and address additional concerns regarding
employee perceptions of Customs’ Internal Affairs.

We visited Internal Affairs offices in 13 cities and reviewed 395
closed investigations for fiscal years 1997 and 1998. These reviews
were conducted to determine if similar deficiencies as those ad-
dressed in the Miami Herald were also present in other offices.

We conducted over 500 interviews of Customs employees concern-
ing the role of Internal Affairs, the application of discipline within
Customs, and the fear, if any, of retaliation from management for
reporting wrongdoing.

During our review of 50 Internal Affairs files relating to individ-
uals named in the Miami Herald article, we found evidence that
Customs’ Internal Affairs investigators did not exhaust all relevant
leads or interview all knowledgeable witnesses that may have sub-
stantiated or refuted an allegation.

The inadequacies identified during our review suggest that the
lack of supervisory review, both at the field office and headquarters
level, contributed to an inferior quality of investigation.

We found a number of instances in which Internal Affairs inves-
tigations failed to comply with proper reporting requirements stat-
ed in the Customs’ Internal Affairs handbook.

We identified serious misconduct allegations that were initially
referred to Internal Affairs for investigation that were subse-
quently referred to Customs’ management for inquiry.

We found there are no published directives for conducting man-
agement inquiries with the Customs Service, and there is no over-
sight review by Internal Affairs to ensure thoroughness.

We also found the use of management inquiries exposed the
sources of the allegations, which may tend to erode employee con-
fidence in Internal Affairs. We determined that disciplinary pen-
alties were inconsistently applied.

Customs’ inability to equity administer discipline fosters the per-
ception of favoritism. We found that awards and promotions were
issued to employees who were the subject of Internal Affairs inves-
tigations. That is a direct violation of Customs’ policy.

In expanding the scope of our review, we requested that Internal
Affairs provide a comprehensive and complete report from their
automated case management system, listing all closed internal in-
vestigations for fiscal years 1997 and 1998.

We determined that the case management system report did not
conform with field office files and, in many cases, was inaccurate
and incomplete. We reviewed 395 closed internal affairs files and
found many of the same problems that we identified in the Miami
~ Herald review. Investigations failed to comply with proper report-
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ing requirements, lacked thoroughness, timeliness, and did not re-
ceive quality management review.

During our interviews with over 500 Customs employees, many
expressed their lack of confidence in the Internal Affairs program.
Concerns were raised regarding impartiality, confidentiality, and
investigative quality. Some employees were fearful of retaliation
from management for reported alleged wrongdoing to Internal Af-
fairs, and were concerned that Internal Affairs forwarded too many
allegations to management for inquiry.

Our review disclosed that there was no standard policy on the
issue of %)ecial agent rotation between the Office of Investigation
and the Office of Internal Affairs. However, Customs is currently
proposing rotating special agents between Investigations and Inter-
nal Affairs by reassigning the agents within the same geographic
area.

The Office of Inspector General believes that this proposal may
call into question the objectivity of Internal Affairs agents. In addi-
tion, it may give the impression of agents investigating themselves.
Objectivity is critical to overall employee confidence in the Cus-
toms’ integrity program.

The problems we found in our review of Customs are issues
which the Office of Inspector General should have identified over
the years. Had a thorough oversight process occurred, some of the
problems would have been identifgled sooner, and others less likely
to have occurred as a result.

We have made some organization and staffing changes during
the past year and we are undertaking other initiatives to reestab-
lish a firm understanding of the oversight role of the Office of In-
spector General with Customs.

The Office of Inspector General believes that the challenge of any
substantial and long-lasting change in Customs must be manage-
ment led and policy driven. We look forward to assisting Customs
and sharing the responsibility to bring about the changes nec-
essary.

Mr. Chairman and members of the committee, this concludes my
testimony and I will be pleased to answer your questions at this
time. .

[The prepared statement of Mr. Tarr appears in the appendix.]

The CHAIRMAN. Thank you, Mr. Tarr.

Let me ask you this. To what extent do your findings relating to
the Miami Herald allegations indicate a more widespread problem
of mismanagement, misconduct and corruption within Customs
than generally thought?

Mr. TARR. As I indicated in my statement, we found, on a par-
allel track with the Miami Herald allegations, instances where in-
vestigations conducted by Internal Affairs had occasions where
interviews were not conducted of all potential witnesses that
should have been done; there were issues of timeliness as well in
those reports. So I would say that they ran on a parallel track with
some of the Customs allegations. We did not uncover any allega-
tions or substantiate any issues of corruption.

The CHAIRMAN. I would like to ask the panel this question. Three
recent reports have identified structural, operational, and manage-
ment proglems that have hampered Customs’ ability to identify, in-
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vestigate, and punish misconduct and corruption. Such problems
have been apparently identified in the past and, despite proposed
solutions, persist today.

Would each of you please comment on what you think needs to
change, internally and externally, to ensure that Customs responds
decisively and eftectively to the misconduct and corruption charges.
Do you want to start, Mr. Parolisi?

Mr. PAroLISI. Yes, Mr. Chairman. Quite frankly, I think the
change has already happened. That change is the new leadership
within the Customs Service, particularly with the appointment of
Commissioner Kelly as the head of the agency and the appointment
of Mr. Keefer as the new leader of the Internal Affairs Division.

I think that is the most significant thing that could happen at
Customs, is a new leadership team to take Customs in a new direc-
tion. I believe that that is the most important step, and it has al-
ready been taken.

The CHAIRMAN. Mr. Mollen, please.
Mr. MOLLEN. Mr. Chairman, I believe that there has to be

strong, effective leadership from the top. I think it is now being
supplied by Commissioner Kelly, with the assistance of Mr. Keefer.

I think the message has to go out that there will be zero toler-
ance for corruption or incompetence. I think that, in order to imple-
ment that, there must be a strong sense of accountability. That
message must go throughout the Service, that each and every offi-
cial at every level of performance will be held accountable for prop-
er performance.

I think it is absolutely essential to get that message across. At
the same time, I think that there must be a sensitivity to an
awareness effort to modify the culture within the Service, the prev-
alent thought processes that go on day in and day out among the
members of the Service. :

They must understand that there will be this zero tolerance for
corruption, that there will be this drive for competence in dealing
with the complaints and problems and just ordinary management
and structural issues.

If that is done, and I believe it is in the process of being done,
I agree with Mr. Parolisi, I think with that kind of leadership and
that kind of effort, that the problem can be, at the very least, con-
tained to a minimal degree, if not totally dealt with effectively.

The CHAIRMAN. When you say zero tolerance, could you define
what you mean by that?

Mr.” MOLLEN. I mean that any form of corruption or venality
should, at the very least, result in the immediate dismissal from
the Service and, where facts lend themselves, to prosecution
through the criminal justice system. If that message goes out, I
think that this will have some tendency to curb people. .

We have found in our experience that there are all types of peo-
ple who do engage in various degrees of corruption. There are some
who are just plain, corrupt people, venal people. They obviously
must be driven out wherever they are found.

But, in addition to that, there are people who are weak and who
have a tendency to ride with the wave, so to speak. If they know
and they understand that there will be no tolerance for an(fr mis-

nduct, I think that they will be saved from themselves and some
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of their weaker instincts to start, sometimes, with petty corruption,
and then it develops into major corruption.

So, if they understand that the governing pathology of the de-
partment, of the Service here, the Customs Service, is that it will
not tolerate corruption or misconduct, I think this will have a very
salutary impact on the Service as a whole.

The CHAIRMAN. Let me ask you one further question. You talk
about cultural change. How long is that going to take to come
about, and how do we ensure that that continues?

Mr. MOLLEN. In terms of totality, it will take a long time. But
it is done incrementally. Change takes place and is a constant
progress. If the message goes out loud and clear from the Commis-
sioner and his supervisors, it will get across to the bulk of the
members of the Service. I am convinced that this will occur.

Now, one of the aspects of it, and that is why I happen to agree
with the Commissioner and somewhat disagree with the Inspector
General’s report, is, in my experience, the other members of a law
enforcement agency, whichever agency it is, almost invariabiy I
found they have total contempt for the internal affairs mecha-
nisms.

They think that they are incompetent and they do not trust
them. To use the common expression, they think their function is
to “rat out” their fellow colleagues. They think that people go that
route because it enables them to get a quick promotion, and that
they are basically not competent.

If, instead, you do have a rotation system, as is apparently being
implemented ﬁy Commissioner Kelly, that becomes part of a regu-
lar procedure within the department and it is no longer seen as a
deterrence to advancement within the Customs Service, if it is seen
as a form of service that every agent will have an opportunity to
do, it will stop this “us against them” culture which exists through-
out many law enforcement agencies where they perceive the inter-
nal affairs unit to be the enemy, and tv be an incompetent, weak
enemy for whom they have contempt and which imposes no sense
of fear in the individual agents that, we must be honest, otherwise
Internal Affairs might get us. They feel Internal Affairs is incom-
petent and they just have no respect for them.

If you break that down, that culture, that is one aspect of the
cultural problem, I think it will be a very important factor in im-
proving the integrity of the system.

The CHAIRMAN. Thank you.

Mr. Keefer?
Mr. KEerFeR. I would respectfully suggest that the breadth and

the scope of the changes that Commissioner Kelly has undertaken
here is really unprecedented, that it is not comparable to previous
responses that Customs has done.

To the extent that structural problems have been identified, they
have been addressed. To the extent that other problems have been
identified, I think those revolve around issues of supervision and
resources. Those are things that good leadership can fix.

So, I think all we need now are the resources and the time to
watch these changes that the Commissioner has instituted take ef-

fect.
The CHAIRMAN. Mr. Tarr?
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Mr. TARR. A couple of points. I indicated earlier that long-lasting
change is management-led and policy-driven. Mr. Keefer has re-
ferred to some of those policy changes. But the key, it seems to me,
is the unwavering commitment at all levels within Customs and
holding Customs’ managers accountable. Not Internal Affairs’ man-
agers, I believe managers throughout the entire Customs Service,
irrespective of the location, whether it is investigations, adminis-
trative, or another discipline.

Externally, I would say, certainly, the Treasury Inspector Gen-
eral has a role to play. It is time to reassert the oversight role that
this office should have been playing for the last few years. So, with
respect to the external impact on this program, there is a role for
the IG to play.

The CHAIRMAN. Now I will call on Senator Moynihan.

Senator MOYNIHAN. Thank you. Mr. Chairman, it is an honor for
this committee to have before it such a distinguished man as Judge
Mollen, known throughout the world, certainly throughout New
York, for his perceptions in these regards.

I would say, and I do not want to ask you to say more than you
wish, but would you not be much encouraged by what you have
heard this morning, your Honor?

Mr. MOLLEN. Yes, I certainly am. When I read the Inspector
General’s report and the OPR report, I was somewhat discouraged.
But I have heard the steps that have been taken by Commissioner
Kelly to address the issues presented in those reports and, in lis-
tening today to my colleagues here on the panel, I am encouraged.
You are absolutely correct, Senator. Thank you for your gracious
comment.

Senator MOYNIHAN. Thank you for what you have said. It is not
too much to note that the person you are talking about is sitting
behind you. He slipped in. Commissioner, welcome.

Mr. Tarr, you said you did not find any systemic corruption in
your inquiry in the Miami situation.

Mr. TARR. That is correct, Senator.

Senator MOYNIHAN. Yes. I mean, all life goes on. There are going
to be incidents. But, as much as you can think your way through
a problem like this, it seems to me you have done. I was very much
impressed by your comment, Judge Mollen, on the idea of rotation
in Internal Affairs and not set that job apart, those are they, we
are here, and they are trying to get something on us. That is an
important idea, is it not?

Mr. MOLLEN. I think so. I know that Commissioner Kelly insti-
tuted, or commenced the institution, of that reform within the New
York City Police Department before he left that department. I
think it was a most salutary policy and act.

I noticed, during the 2 years of our investigation, we spoke to
many members of the department of all ranks. There was one uni-
form view of Internal Affairs, and that was total contempt. That
was expressed at all levels of authority. There was very much this
“us against them” attitude.

I think that, when Commissioner Kelly instituted that in the de-
partment, it was very beneficial to the department and it changed
what was considered to be a career deterrent into a career en-
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hancement program, among other results. So, I look with great
favor upon it.

I understand the concerns expressed by Mr. Tarr and by the In-
spector General’s report, but I think they can be dealt with. There
are very few cures for any disease that do not have some side ef-
fects that have to be addressed. I have faith in Commissioner Kelly
and Mr. Keefer and their ability to address those potential side ef-
fects. I think they can be kept in check. The major result will be
a very salutary one.

Senator MOYNIHAN. Well, more, I could not hope to hear. We
were quite prepared to hear the opposite, if that was your judg-
ment, if those were your findings. But I find myself very much en-
couraged and wish we could see the same elsewhere. But, thank
you, your Honor. It is, again, a great privilege for this committee
to have you come down for this purpose, and we are most appre-
ciative. Thank you all.

The CHAIRMAN. Senator Graham?

Senator GRAHAM. Thank you, Mr. Chairman. Thank you for hold-
ing this, and the series of hearings that have given us the oppor-
tunity to focus on the operations of a very important and often
under-appreciated U.S. agency, the Customs Service.

On the issue of integrity and accountability, the Customs oper-
ates typically in facilities that are not under Federal Government
control. They are typically a local seaport or a local airport which
is managed by a governmental body elected or appointed from the
community that it serves.

To what degree does that relationship create problems for the
Customs in terms of security and integrity? Unfortunately, the se-
ries of articles that Mr. Tarr discussed in the Miami Herald have
had as one of their major themes the issue of corruption at the
local level within the ports that then the Customs are given the re-
sponsibility of enforcing, tax collection and the proper movement of
passengers and cargo.

Mr. TARR. Senator, I would respond that the focus of our inquiry,
again, was on the issues raised in the Miami Herald article. I indi-
cated to Senator Moynihan that there were no basic issues or sys-
temic kinds of corruption issues.

With respect to the facilities that Customs must utilize in the
course of their duties, frankly, I do not think that was much of a
focus for us. I think, perhaps, Mr. Keefer may be more qualified
than I to respond to that issue.

Mr. KEEFER. Senator, as I am sure you are aware, there have
been a number of investigations by Customs and other agencies in
Miami involving criminal conspiracies between Customs employees
and sometimes State and local police officers or security guards,
and those kinds of things. Those are continuing issues. We have a
number of initiatives right now in that area. It is a continuing
problem not only in Miami, but elsewhere.

Senator GRAHAM. Because of the history of the two, there tends
to have been a greater degree of Federal regulation and control
over airports than over seaports. As an example, in the South Flor-
ida area it has been common for 15 or 20 years for personnel, who-
ever their employer happens to be, to be subject to security checks
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if they work at the airport. But that is not the case of persons who
hold similar positions at the seaport.

Do you have any recommendations as to what Federal policy
should be relative to non-Federal personnel who are working in en-
vironments that are then subject to supervision, enforcement, and
tax collection measures by the U.S. Customs?

Mr. KEEFER. I would have to get back to you on that, Senator.
I know that we have looked recently at the civilian personnel who
were involved in our burn facilities where narcotics are destroyed.
As you know, there was an incident in Tucson not too long ago in
which that became a serious problem.

Senator GRAHAM. Other agencies, particularly in the intelligence
community, have had a tradition of using techniques such as poly-
graphs and financial records as a means of initial employment
screening and ongoing observation after employment. To what de-
gree do you believe those kinds of things would be an appropriate
addition to the Customs Service?

Mr. KEEFER. We very much support those initiatives. I believe
we are poised to receive authority, renewable authority, to get poly-
graph examinations of agents now, pre-employment. I think that
will be a very positive goal and we are certainly in favor of that,
and also additional financial background matters. Yes, sir.

Senator GRAHAM. Mr. Mollen talked ahout the issue of mobility
within the workforce in order to break up this “us versus them”
issue. There is another aspect of mobility within the Customs Serv-
ice, and that is, a person is felt to be hired to work at a specific
site, like the JFK airport or the port of Long Beach. Should consid-
eration be given to a geographic mobility over a period of employ-
ment of Customs agents so they do not become so site-specific?

Mr. KEEFER. I believe that Customs looks at these things in dif-
ferent ways. Agents expect to move around quite a bit, and should
anticipate that. That is a part of their job description. Inspectors
and other personnel may not have that expectation and that plays
a considerable role, as well as money, in the rotation issue for
them. That is an issue that we are studying very closely right now.

Senator GRAHAM. Thank you, Mr. Chairman.

The CHAIRMAN. Thank you.

Mr. Parolisi, and you, Mr. Tarr, and maybe others will comment,
too, OPR, I think you said in your report, did not uncover any evi-
dence of organized corruption within Customs. But it also con-
cluded that the true extent of corruption cannot be accurately de-
termined. Is there a way for Customs to determine the extent and
nature of corruption within the agency?

Mr. PAROLISI. Senator, that is a very interesting question. One
of the problems that I think exists when one tries to determine the
level of corruption, is there is not a standard definition of what cor-
ruption is. You have all these different variations of what con-
stitutes corruption.

So, the first problem you have, is identifying and defining what
we mean by corruption. The second problem, as I see it, is there
is a whole universe of information out there that goes unreported,
so you truly do not know the total population of complaints. .

Many instances of misconduct and corruption take place which
are never reported to the agency. So, it is very difficult to get your
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arms around those two things in order to make a truly accurate as-
sessment of the level of corruption in any organization, including
the Customs Service. .

What you can do, is you can look at trends and patterns, you can
look at statistical data, which are indicators of what direction you
are proceeding in. But it is very difficult, in my view, to accurately
give a definite position on where the agency is as it relates to the
level of corruption.

The CHAIRMAN. Mr. Tarr?

‘Mr, TARR. One of the issues with corruption, it is kind of like try- .
ing to answer the question of how much counterfeit money there
is in circulation. You are not really sure. You can look at some
trends and some indicators and those sorts of things.

I think what Mr. Parolisi talked about is something that needs
to be looked at. What are the kinds of issues, or lifestyles, or indi-
cators that Customs’ management can take a look at to see if a per-
son is susceptible or vulnerable to corruption.

A natural extension of that thought is, quite frankly, particularly
on the southwest border, it seems to me, that it is a staffing issue,
where the pay grades are not that great, there is not a lot of mobil-
ity between those folks who work for the Customs Service along the
border, and, therefore, perhaps the temptation may be greater in
some of those areas. So, it is a broad issue, a broad question, but
certainly the profiling, and indicators, and things of that nature
might be something to look at.

The CHAIRMAN. Let me go back a minute to you, Mr. Parolisi.
You talked about trends and statistics. Does Customs have any-
thing in place that enables them to determine such trends?

Mr. ParoLisl. Well, when I was conducting the review, which
was almost a year ago, I believed that Customs did not have that
apparatus in place. But, under Mr. Keefer’s and Mr. Kelly’s direc-
tion, we have a new unit within the Internal Affairs Division. It
is a Computer Analysis Division.

Plans are in place to make those things possible, to conduct those
types of proactive approaches to identifying trends and patterns. I
believe it is in the works and should be up and running very short-

ly.

The CHAIRMAN. As I mentioned, I know I have some additional
questions. We will submit them in writing. We will keep the record
open until 7:00 tonight.

I want to express my appreciation for you being here. Again, I
apologize for the long delay. We particularly welcome your exper-
tise, your Honor. Thank you for coming.

Thank you very much.

Senator MOYNIHAN. Thank you very much.
The CHAIRMAN. We will now call forward the second panel that

we are pleased to have here. Jack Bradshaw is the corporate vice
president and director of Ethics and Compliance at Motorola; Jerry
Cook is the vice president of International Trade, Sara Lee Knit
Products Group; and John Moore is the senior vice president of the

Siecor Corporation. :
Mr. Bradshaw, we will start with you, please.
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" STATEMENT OF JACK BRADSHAW, CORPORATE VICE PRESI-
DENT AND DIRECTOR OF ETHICS AND COMPLIANCE, MO-
TOROLA, INC., SCHAUMBURG, IL

Mr. BRADSHAW. Chairman Roth, Senator Moynihan, Senator
Graham, thanks for the opportunity to come to speak on the chal-
lenge of global compliance, which is the subject of the hearing.

I have been asked to discuss for the committee how a large orga-
nization such as my corporation creates and maintains an effect. ve
compliance program. I think, although I will be talking generically,
t{xe relevance to the panel comments we have just heard will be

- ClBAY . ~ s e C e e e - e . -

One very important challenge of this expanding global commerce
that is presented to a large corporation is compliance with a lot of
laws at the many borders that their products cross. Customs’ laws
and practices are among these.

Many of you know my company, Motorola, by its products such
as cell phones, two-way pagers, two-way radios, and semi-conduc-
tors. We have about 130,000 employees. We are a global enterprise,
with people in 45 countries, and we market around the world. Last
year, we imported over $4 billion into the U.S., making our cor-
poration one of the largest importers in the country.

We view, at Motorola, formal compliance programs as an obliga-
tion of corporate governance. But we also believe that investing in
compliance programs makes good sense, good business sense.

In 1989, at the direction of the Motorola CEO—and it is impor-
tant to note that the CEO was involved—I initiated a company-
wide frogram to ensure comﬁwliance with government contracting
laws. I have been at the compli

iance game in Motorola for 10 years.

In the mid-1990’s, we applied the same approaches for compli-
ance programs in Customs and in export controls, and our environ-
mental compliance programs use similar practices.

We refined our model for government compliance programs in
this decade into a management strategy. We used it to ensure com-
pliance with several laws and other internal corporate policies.

Over the years, other companies have asked us to share with
them, and we have done that. We have hosted benchmarking ses-
sions and we have learned, ourselves, in that process.

Let me turn, briefly, to the specific elements of Motorola’s global
compliance program. They are pretty simple to list, and I will just
list them.

First, is senior management commitment. I think you will see
the relevance to some of these things we have just heard here.

Second, is a clear, I call it, fixing of responsibility; who is going
to be accountable for what? We have to have appropriate staffing.
We have heard about staffing here earlier as well. Training. Writ-
ten policies arrd compliance programs, assessment and feedback,
and doing something with the results of the assessment.

And, not to be forgotten, renewal. These things do not get created
and run by themselves. They need to be renewed from time to time.

Now, I could comment in detail abont each of those. I will not,

“but I do want to emphasize two of those elements. Those are senior
management commitments and assessment. Compliance does not
just happen. It is easy for the boss to say, “follow the rules.” That

really is the easy part.
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But senior people must continually emphasize by word, but also,
and I believe especially, by deed the importance of the program.
Their belief in compliance is particularly important because costs
and benefits are basically impossible to measure. You have to be-
lieve it and take it on faith.

At Motorola, our senior management has shown commitment in
a variety of ways: participation in many compliance conferences,
making training videos, supervising, and they have hired the skills
and paid the money to create compliance programs.

Now, the second element beyond senior management commit-
ment I want to emphasize is assessment. That is a process of mak-
m% sure you get the results 1you expect.

spent a career in the military. An old soldier one time said that
soldiers do well those things the commander checks. There are an
awful lot of things we want to do, but if you do not go back and
cueck they just do not do it, particularly they do not do it well. It
does not matter how pretty the compliance plan and the policies
are if you do not check to see if they are working.

Just the knowledge that the company cares enough to dedicate
resources to our performing assessments will, by itself, have a posi-
tive effect.

At Motorola, we perform assessments internally and with exter-
nal assistance in a variety of ways: self-audit, peer reviews,
benchmarking. Then, of course, there is the interaction with the
Customs Service and, I might add, not just in the U.S., but in
many, many countries around the world.

Now, let me conclude that remark about assessment by empha-
sizing, again, feedback. Having found that something needs to be
improved is important to improvement. It is almost worse not to
know that you have got problems than to know that you do and
not fix them.

We seek continuous improvement. We are well-known, we think,
and justiﬁablﬁ, we hope, for our quality programs. We take that
same approach to compliance: continuous improvement.

Now, we believe that instituting a compliance Frogram, which
costs, we know, several millions of dollars annually just for Cus-
toms, is a good investment.

I would be happy to answer fyour questions if you have any, and
I want to thani you again for the opportunity to share these
thoughts with you.

['Iihe prepared statement of Mr. Bradshaw appears in the appen-
dix.

The CHAIRMAN. Thank you, Mr. Bradshaw.
Mr. Cook?

STATEMENT OF JERRY COOK, VICE PRESIDENT, INTER-
NATIONAL TRADE, SARA LEE KNIT PRODUCTS GROUP, WIN-

STON-SALEM, NC

Mr. Cook. Thank you, Mr. Chairman. I want to thank the com-
mittee for this opportunity to comment on the U.S. Customs Serv-
ice, joint industry programs related to interdiction, and the security

of our merchandise.
I am the vice president of International Trade for Sara Lee

Branded Apparel, and recently have been reappointed to the U.S.
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Treas Department Advisory Committee on Commercial Oper-
ations, U.S. Customs Service, and I am the chair of the Sara Lee
Customs Council.

Sara Lee Branded Apparel is the largest wearing apparel com-

any in the United States, with brands such as Haines, Pll)aines Her
S.ay, Platex, Bali, Wonder Bra, Champion, L'Eggs, and Just My

ize.

Sara Lee Branded Apparel is an active member and a participant
with the U.S. Customs Service in the Business Against Smuggling
Coalition.

One of the key partnerships in the joint program with the U.S.
Customs Service has been the interdiction and the hinderance of il-
legal narcotics and shipments. The very presence of illegal narcot-
ics is a threat to the well-being of our employees, service providers,
our investment, and our supply chain. We have a corporate policy
and place a high imFortance on a drug-free environment, a drug-
free cargo, and drug-free operations.

This partnership with U.S. Customs extends from the head-
quarters through the import specialist, local inspectors, and, re-
cently, to the overseas assistance by the U.S. Customs Service.

In certain countries and locations we have co-developed new
shipping techniques based on the feedback and the assistance we
received from the U.S. Customs Service and our private security
operations and key service providers.

For instance, in the rountry of Colombia, the combined and co-
ordinated efforts with our foreign operations, the foreign inland
trucking operator, our U.S. vessel operator, the port operations in
Miami, and our U.S. inland carrier have developed one of the first
cargo routes for us from Colombia to the United States that has
the lowest risk assessment for the insertion of illegal narcotics.

The Business Against Smuggling Coalition, the BASC, program
has been so successful that the U.S. Customs Service has assisted
in the joint development and the creation of the U.S. and Colom-
bian industry groups to form the Business Against Smuggling Coa-
lition chapters in the country of Colombia.

In Mexico, we have developed and continued to redevelop im-
proved operational techniques based on the information assistance
we receive directly from the Customs Service to prevent and reduce
our exposure of tﬁreats related to the illegal insertion of narcotics
and our U.S.-Mexican operations.

The use of dedicated and uniquely outfitted trailers and a fleet
of trucks and drivers, accompanied by private security, have sig-
nificantly thwarted attempts at the insertion of illegal narcotics
and highjackings.

The constant pressure by criminal elements to use innocent and
unsuspecting individuals and unwilling corporations’ equipment re-
quires a constant awareness and partnership with the U.S. Cus-
toms Service.

During fiscal year 1998, the Customs’ efforts overseas and indus-
try partnership participants have assisted in 82 foreign intercep-
tions and 42,000 pounds of narcotics being detained from the
United States from abroad.

The American Counter Smuggling Initiative, ACSI, in July of
1988, started the Americas Counter Smuggling Initiative team
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members in Cartegena. Colombia provided training to the Colom-
bian anti-narcotics police on targeting methods and examinations
abroad on commercial shipments.

Shortly after the training, the Colombian anti-narcotics police in
Cartegena seized over 14,000 pounds of cocaine shipment in 192
metal spools of nylon thread bound for the U.S.

In the area of advanced technology, Customs needs continued
funding. Mr. Chairman, the use of new technology for the non-in-
trusive inspection is critical to our joint mission to deter and cease
illl)egail narcotics from being shipped to the United States and
abroad.

The U.S. Customs Service personnel will no longer be subjected
to the grueling task of inspection of cargo by physical unloading
and reloading of trailers in less than ideal work environments.

In short, the non-intrusive technology assists us and our oper-
ations, while providing the highest degree of integrity against ille-
gal narcotics.

Mr. Chairman, in summary, we have learned from our experi-
ences, from the unfortunate experiences of others as well as our
own. We are convinced that the assistance of the U.S. Customs
Service is critical to our mission to service our customers by provid-
ing integrity in our cargo shipments.

Separately, in the MOD Act, with automation, the passage of the
MOD Act created a potential government and industry facilitation.
The movement of manufactured components in a finished product
require more fluid environment than we currently have today.

The industry and governments are both seeking the same, spe-
cific data elements in a time-sensitive environment to determine
the acceptability of a given commercial shipment essential to the
business community to advance the automation of data collection,
data processing, and data retrieval as quickly as possible, as well
as to move data requirements to better mirror the business process.

In closing, Mr. Chairman, the industry partnership program to
reduce the importation of illegal narcotics is important to us. We
need the valued assistance and cooperation of the Customs Service.

Finally, I would just like to take a special note to the Chairman
and fellow committee members and comment kindly on the past fa-
vorable action of the Caribbean Basin Initiative, and hope that
this, too, will see it pass this year.

I appreciate the opportunity, and would be happy to answer
questions.

[The prepared statement of Mr. Cook appears in the appendix.]

The CHAIRMAN. Thank you, Mr. Cook.

Mr. Moore?

STATEMENT OF JOHN S. MOORE, SENIOR VICE PRESIDENT,
SIECOR CORPORATION, HICKORY, NC

Mr. MOORE. Thank you, Mr. Chairman, Senator Moynihan, and

Senator Graham.
I have been asked to relate to the committee how Customs and

my company worked on a drug smuggling operation together, and
what we did afterwards.



87

I am a senior vice president, working for a U.S. Fortune 500
comgany and an international technology company. I manage
RWC, one of the divisions of these companies.

In 1992, I was informed by U.S. Customs that the general man-
ager of my company reporting to me had a relationship with orga-
nized crime and was a conspirator to import 1,300 pounds of co-
caine. The general manager used our company’s paperwork to as-
sist in the smuggling and it reflected RWC, my company, as im-
" porter of record.

The shipment was diverted as soon as it entered the United
States and never physically shipped to our property. Customs con-
tacted our company and notified us that Customs was conducted a
controlled delivery, which they described as a surveillance of the
shipment to its ultimate destination, in an attempt to identify and
arrest those responsible for smuggling the drugs.

This operation took several months, during which time we com-
plied with Customs fully. We ran our company as if nothing was
amiss, contrary to our own internal policies upon discovery of im-
proper conduct and misuse of company property and information.
Our company complied with all Customs Service official requests
for documentation and information, also including search warrants.

Our review of the events and documentation provided by Cus-
toms confirmed that the general manager exerted his control and
authority to accomplish what was done. It should be noted that
what had occurred is in no way standard operating procedure with-
in our company, and it was not normal for the general manager to
handle the situation himself, as others in our organization nor-
mally handle paperwork and the other routines mentioned above.

Once Customs and RWC reviewed the paper trail, it was obvious
that something highly suspect had taken place. It was also obvious
that others not aff%liated with our company were involved.

The general manager was relieved of his duties as soon as Cus-
toms provided the evidence to us of the violation of United States
law, and Customs declared the proactive phase of their investiga-
tion complete. The general manager, after making a full confession
to Customs’ special agents, was eventually indicted and convicted
of unlawfully smuggling cocaine. It is understood he is still serving
his sentence of 10 years in a Federal penitentiary.

The experience of our company working with Customs was posi-
tive and professional from day one. While the actions of one indi-
vidual disturbed us greatly, we complied fully with the requests of
Customs. Maintaining a business as usual manner was difficult at
best, but rewarding in the end.

We kept Customs fully aware of the general manager’s activities
while the investigation took place, and continually followed Cus-
toms’ advice. We were prepared to testify in court, if need be.

We feel that the program would have been detected and pre-
vented the unauthorized use of RWC’s name but for the power and
control entrusted to this one individual at a remote location. None
of the specific actions which took place were suspicious enough to
warrant detailed investigation on our part. Financial records and
inventory records would have revealed nothing.

Since these events have taken place, our company has taken sev-
eral measures to help prevent any such reoccurrence. The events
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that took place could have resulted in grave consequences for our
business. Our parent company or our customers could have been
upset and even walked away. The seriousness of the events caused
us to review all internal compliance measures and policies, as well
as the departments and people who are charged with audit and en-
forcement.

Internal compliance is stressed more than ever, and we pride
ourselves in learning from this experience. Every single employee
is made aware, in writing, of our position on compliance with all
company policies and procedures, as well as U.S. law.

Some of the important actions taken to strengthen internal com-
pliance include: transportation now being centralized, and pre-
ferred carriers must have contracts with our company; external
consultants have been brought in to review internal Customs com-
pliance on all trade issues; policies and procedures have been de-
veloped by consultants specific to our operations; a system has been
put in place to monitor and comply with any change in Customs’
reporting requirements and to ensure trade compliance; we employ
a corporate compliance administrator to interface with outside con-
sultants, Customs, and to train and advise our internal personnel.

Finally, less than 1 year from the time we relieved the general
manager of his duties, we shut down the remote location and
moved all of our operations within our factory.

All of the above-listed items help ensure we are doing our very
best to eliminate import activities which could have a major nega-
tive impact on our company, our customers, and our employees.

[The prepared statement of Mr. Moore appears in the appendix.]

The CHAIRMAN. Thank you, Mr. Moore.

Mr. Bradshaw, let me ask you, what lessons can Customs learn
and apply to its own operations from corporate compliance models
such as yours at Motorola?

Mr. BRADSHAW. I was impressed, actually, to hear the previous
panel and to have heard from things said by the new Commis-
sioner, that senior management at the Customs Service has taken
ownership for these things and have said the right things and have
initiated the right programs.

If there is a lesson to be learned beyond that, it is to hang in
there through what can be a long journey, actually, toward a com-
pliance program to continue that same sort of commitment.

I would just reiterate my remark about assessment. There are
many, many ways to know how you are doing, but you must delib-
erately engage in measuring yourself and use outside assets as you
can to keep attention on the program.

The CHAIRMAN. Mr. Moore, the committee, of course, applauds
the assistance you gave Customs in helping to bring those respon-
sible for smuggling to justice. But are there any additional areas
in which you think Customs could supplement its efforts against
drug smuggling?

Mr. MOORE. I would think that there needs to be more exposure
of what U.S. Customs does to U.S. business. A lot of this is sort
of unknown. As one of the former panelists mentioned, many com-
ganies like to sweep these things under the rug, and they cannot

e swept under.
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Also, I would urge U.S. Customs supporting the use of the Cus-
toms compliance administrator or officer in any company doing im-
porting. It is obvious that Mr. Bradshaw’s and Mr. Cook’s compa-
nies are doing that, and that is to be applauded.

The CHAIRMAN. And you, Mr. Cook. What are the primary les-
sons to be learned from your experience working with Customs?
What worked, why, and wﬂat needs to improve?

Mr. COOK. I guess the first thing that we have learned with Cus-
toms, is that there are many dedicated professionals. Rolling up
your sleeves and sitting down with them at the port and the dif-
ferent locations and walking them through what you are trying to
do, and how, is the first and most important step. Then getting
them involved with you is critical.

We have learned that the opposition on the other side is a lot
more sophisticated than we tend to want to give them credit for.
They win by doing small things in big ways.

As far as the future and how to make things better, our view is
very simple. That is, there needs to be a working relationship with
Customs. It cannot be an adversarial relationship. We applaud the
Commissioner and the Customs Service for continuing on their side
to work with industry.

I think the next big step is working abroad, both with the foreign
governments, the foreign customs services, and letting the U.S.
Customs Service have a more proactive role in modeling the out-
standing behavior they do in this country for other countries, and
to develop that joint relationship. Without that, you ‘eave U.S.
businesses alone to do that, and we really need their assistance.

The CHAIRMAN. Senator Moynihan?

Senator MOYNIHAN. Thank you, Mr. Chairman.

Gentlemen, I found your testimony extraordinarily rewarding. I
found Mr. Bradshaw’s title, director of Ethics and Compliance at
Motorola, particularly interesting. You can either teach or you can
do it, I suppose.

But a point. The Customs Service was established in 1789 as
“the collector and protector of the revenue.” Well into this century,
it provided most of the revenue of the Federal Government, and
still collects $22 billion a year.

Yet, in the press and such, even in some of your testimony, the
issue is, how many pounds of cocaine did we seize last week? This
is something personal with me, but I think we want to be careful
how much of a burden we place on institutions like Customs with
regard to matters such as this which we do not control. I have com-
mented, last year we had a conference up at Yale on 100 Years of
heroin. The Bayer Company obtained a trademark for heroin in
1898. It was a cough medicine. I think you will find one of these
in your mail, too, Mr. Chairman. The Merck Company, which puts
out that wonderful manual on medicine, began theirs in 1899, their
first.

Among their products they tell you is available, you can have co-
caine hydrochloride-Merck. The doses are 1.5 grains; maximum
dose is 6 grains daily. The antidotes include morphine, alcohol, and
ammonia. That is how much we knew about this fine product from

a fine manufacturer of pharmaceuticals.
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_ This is not going to go away. If you think so, you are wrong. It
is not going res’Fond to paramilitary efforts. It might respond to
medical research. These all began as medicines, you see. It is some-
th%x‘}ﬁ almost lost to us.

, at I would like to ask is, in your obviously genuine experi-
ence, how well is Customs performing its primary mission, which
/is trade facilitation? How can you get your thinge in and out? I was
‘fascinated, Mr. Cook, by your suggestion that Customs could take
some of its techniques abroad and pass the word, as it were.

Could I just ask that general point? Do you find that they work
with you to get your product moving?

Mr. Cook. I would be happy to make the first answer on it. I
think the Customs Service, for us, is very involved in trade facilita-
tion. They provide a lot of counsel for us, solving problems we have
in the U.S. and helping us with interpretations of classification
with other countries, which is becoming one of the larger trade bar-
riers that we are faced with today.

I think one of the biggest advocates or things that could help the
Customs Service is their new automation system. Today, the data
collection is encumbering trade, and it is going to get worse before
it gets better. I think if we could do one thing, and that is to give
them a new system, the old frame is wearing and showing some

"wear and tear on it. We direly need to move to a 24-hour process.

Senator MOYNIHAN. Could I ask you if we could get something
}in writi‘;lg from you about this question you just described of classi-

cation?

Mr. CookK. Yes, sir.
Senator MOYNIHAN. It is obviously a bigger issue than we know.

It is good to hear from somebody who knows about it.

Mr. Moore?

Mr. MOORE. Customs has worked very well with us. We are a
smaller division, but we export our products to 55 countries. We
import some goods and we actually use a Customs broker who
works closer than us with Customs. Our measurement devices
upset customers. If they do not get our goods or we do not get ours,
you tend to get upset. The frequency of that has been minuscule.
Customs has worked with us very well.

Senator MOYNIHAN. Sir?

Mr. BRADSHAW. I could support that same view. In fact, I am
happy to tell you that essentially all of our relationships with the
Customs Service are in the trade facilitation area and not in some
of the other areas which have been the subject of testimony today.
I can tell you, in the last four and 5 years, the Service has done,
in my mind, quite a good job of facilitating trade. I believe that the
Modernization Act is responsible for that. It changed the attitude
and procedures of the Service, and also changed corporations such
as ours, making the point that there is a shared responsibility.

I can discern, in that time, that the Service has, indeed, reached
out in a variety of ways to help the importing community under-
stand how to do the job, and do it right themselves. I can cite the
assessments which are difficult for some importers, but we found
them very useful, and the broker management which gives us one
voice in the Customs Service. So, we think there has been a lot of

success there.
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Senator MOYNIHAN. Well, Mr. Chairman, if either Mr. Bradshaw
or Mr. Moore wanted to add, in writing, something about this fa-
cilitation, I, for one, would very much appreciate it.

The CHAIRMAN. Could I ask a related question? As I understand
it, just-in-time delivery has become increasingly important.

Senator MOYNIHAN. Yes. We had this discussion previously.

The CHAIRMAN. That is right. I just wonder, are your companies
using just-in-time delivery, and what kind of experience have you
had with imports or exports?

Mr. BRADSHAW. Well, when the question came up before, I g .ess
it was very clever, because I wrote down JIT on my paper here be-
cause a company such as ours with manufacturing facilities, major
ones in the U.S., and high-tech feeder plants, semiconductor plants
in particular and radio component plants around the world, depend
vitally on a process which we call just in time.

That means that components and materials need to arrive at our
plants in this country just in time. The option to maintain large in-
ventories is too costly for companies to be competitive.

That is why I say, one of the challenges of global trade that is
sometimes overlooked is the challenge to deal with the complexities
of crossing borders—hundreds of borders, actually—around he
world for finished product and for components, and just in time de-
pends upon it. I can say that, at least in this country, the relation-
ship we have with the Customs Service makes that possible for us.

Senator MOYNIHAN. Mr. Chairman, this is important. We were
talking about it last week, that the economics taught in American
universities 30 years ago, on the business cycle, heavily depended
on the accumulation of inventory, that led to a slow-down, then fi-
nally a back-up, and that is how you got your business cycle.

The business cycle has, to an extraordinary degree, diminished
or disappeared because of this just in time business. There is no
inventory accumulation. But if the Customs did not work, my God!
We think the Y2K is a problem. It is very interesting.

The CHAIRMAN. It is, indeed.

Senator Graham?

Senator GRAHAM. Thank you, Mr. Chairman. .

I want to start by commending Mr. Cook for his closing remarks
about CBI. I share with you the feeling of the importance of that.
I know that that feeling is shared by the leadership of this commit-
tee, and hope that we can see some affirmative action soon on that
too-long-delayed issue.

One of the things that the Customs Service has increasingly re-
lied on are procedures at the foreign point of dispatch of goods
which facilitate the movement once those goods arrive in the
United States, things like providing to the Customs Service at the
port of arrival a listing of all of the items that are on a particular
airplane or ship so that Customs’ review can be expedited.

Could you comment, from your own experience, as to how well
those activities that are external to the United States have contrib-
uted to facilitation of processing once the goods arrive in the
United States?

Mr. CooK. Our experience has been particularly in the air move-
ment because we air a lot of product in and out of the Caribbean

57-988 99 -4
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back to Miami. You can get the identification of the shipper and
the commodities.

Getting the exact quantity gets to be a little more complicated
becruse of air and wind conditions. You may have a 90,000 payload
ready to go and the air and winds change and you have to strip
out 20,000 pounds to get the plane off the ground.

So, I think the ability to provide the information in advance of
the shipment today has been our focus, and I think that helps the
Customs Service and their ability to do pre-selectivity of an arriv-
ing shipment, of who the shipper is, whu the receiver is, the com-
modities that are on it.

I think it also makes it difficult in air shipping today though, be-
cause of the way cargo is put in a container and wrapped, to really
open it up and go through it. That is why the higher technology,
the scanning, the x-ray equipment, is really needed to help them
facilitate and look at it, and the use of K-9s has been very impor-
tant in air programs.

Senator GRAHAM. I assume that all three of the companies that
you represent use multiple sources of transportation and points of
entry. Could you comment on the consistency with which Customs
carries out its responsibilities?

For example, are there some ports that are seen to be particu-
larly good and, therefore, are a preferred point of entry as opposed
to others, which may generate problems of delay or other impedi-
ments to the flow of goods?

Mr. MoOORE. We use multiple ports, mostly on the east coast. We
have not had a problem with tgat. Actually, it boils down to, we
would like to use the southernmost port before it goes through the
Panama Canal, the last point before it heads through the Panama
Canal. Importing, we use the west coast. We have not used the
Gulf much. But west coast, east coast. It appears to be pretty con-
sistent. I cannot recall a repetitive problem at one port as opposed
to another.

Mr. BRADSHAW. I cannot tell you of a specific in that way. We
do not make any effort, frankly, to measure it. Again, an occasional
anecdote. But, basically, we use several ports. We use two and
three heavily, and it just happens to be that that suits the flow of
our product into the country. ‘

We use expediters that carry a lot of our semiconductor imports
out of Asia and into the U.S. through Alaska. That is where they
land, and that is the port we use. We use Miami a lot, we use L.A.
a lot, but we do not make any effort to compare them.

The only inconsistency we find from time to time is perhaps in
the classification issue, but it is really not a fproblem.

Mr. CooK. Our experience has been, as far as consistency, it is
fairly consistent port to port. A lot of our port selection is based
particularly in Miami, because there has been a ver{ good drug
net, essentially, establish in the Port of Miami. We like to have
that cleaning process occur when we come in, and we have a very
good relationship with the set team there.

So, we have a preference for using the Port of Miami for a lot
of reasons, but, overall, it really gets——

Senator MOYNIHAN. Mr. Cook, that was the correct answer.

Mr. Cook. Well, it is our major port for that reason.



93

Senator GRAHAM. I knew that the Chairman would select onl
wise persons to give us testimony, and that has been demonstrated.

Mr. CooK. But, overall, the higgest challenge going forward is
really hours of operation.

Senator GRAHAM. Mr. Cook, I think you mentioned the issue of
automation and coming into the modern era of data collection and
management.

-That is an issue before the Congress because the Customs Serv-
ice, based on the Modernization Act, has now made a recommenda-
tion for a new system. They have also made a recommendation as
to how to pay for it, which includes some increase in access fees
by the users.

Could you comment on the system that the Customs Service has
recommended, and their proposed method of financing it?

Mr. CoOK. Let me give you these two comments back. One, we
are high supporters that it is time to replace the Customs’ system
and have every confidence that they know best how to replace the
tasks and build the new automation system. We take no issue with
their process and their design.

As far as the funding, we know in our own system, if you are
going to build it, it is going to cost money. We would leave that u
to the Customs Service and the Congress on how to get the fund-
ing. We highly support funding. The earlier the funding, this year,
next year, and the sooner it is implemented, the sooner we can all
benefit from that.

Senator GRAHAM. Thank you.

The CHAIRMAN. Thank you, gentlemen. We appreciate your very
meaningful testimony.

Senator MOYNIHAN. Very good.

The CHAIRMAN. We will call upon you in the future. Commis-
sioner Kelly, it is nice to have you here.

Commissioner KELLY. Thank you.

The CHAIRMAN. The committee is in recess.

[Whereupon, at 12:30 p.m., the hearing was concluded.]






APPENDIX

ADDITIONAL MATERIAL SUBMITTED FOR THE RECORD

PREPARED STATEMENT OF GEORGE BARDOS
INTRODUCTION

‘Mr. Chairman and members of the Committee, thank you for the opportunity to
discuss the technical elements relating to the funding of tKe'AutomateJ’ Commercial
Environment. Vastera is dedicated to the research and development of a commercial
enterprise software application that automates various elements of International
Trade Logistics.

We are one of the many software vendors or in-house developers for Customs
interfaces like the current ABI system. The trade uses these Customs interfaces to
“pass over the fence” trade and statistical data via electronic communication. This
communication is critical to the movement of goods. Our software and others soft-
ware vendors integrate to Customs systems both on the inbound and outbound side.
Development and maintenance of these interfaces is costly to the Trade.

What Vastera would like to impress upon the Committee is the cost and resources
required to develop, test and certify these interfaces to US Customs. Each time a
“new” release is completed by US Customs the Trade must write the code or logic
for the new or improved functionality and test internally at our own cost. Then once
developed the software vendors must test with Customs before going live or becom-
ing certified. To complicate matters even further, the importer themselves must also
install, test and become certified with Customs before sending transactions to Cus-
toms. This ensures that merchandise is not hung up at the border due to a software
issue. This takes time, funding and resources from the private sector. -

During the current planned phased implementation of ACE over the next four _
years, the Trade will continuous’llymneed to develop and test the new functionality
as it i8 released by US Customs. This is a continuous resource requirement and cost
to the Trade. The Trade cannot sustain a seven-year implementation of ACE—it
must be completed as quickly as possible with as few releases as possible.

It is also important to note that as a software vendor, Vastera and others will
need to maintain at least four interfaces to Customs over the next four years. These
include AES, ABI, ACE and possibly ITDS. This requires multiple record layouts
to multiple systems, until such time as one interface can be used. This requires
maintaining four systems to accomplish import/export transactions within the US.
As you can imagine this requires software, hardware, technical support and exper-
tise from the import/export community to ensure the migration to the new systems
and functionality is done timely and cost eﬁ'ectivelg. One less interface with Cus-
toms will be required, the quicker ABI is replaced by ACE. This is very important
to the Trade Commum't{.

Each interface and release is costly to the trade community. It is drain on already

scarce internal IT resources and hardware.
CUSTOMS PROVEN ABILITY TO DEVELOP SOFTWARE SOLUTIONS

The people associated with the creation and maintenance of the ACS system
should be very proud of their achievement. For any large scale software system to
support its user base for 15 years under the constant demand of more throughput,
must be considered a highly successful system.

Customs has the ability to manage, design, develos), deploy and support software
systems such as the Automated Export System (AES). Vastera recently became cer-
tified under the AES program. We worked with our assigned Customs contact, who
facilitated and answered any questions that arose. This process mechanism coupled

(95)
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with clear, accurate and complete documentation made the certification process
smooth. This kind of integration is not always so smooth. In fact, integration be-
tween computer systems has been so difficult, that a new cottage industry has re-
cently been born. This further demonstrates: Customs ability to design and deploy
systems that are considered by industry to be a difficult task.

ACE PROJECT PLAN AND ARCHITECTURE

Customs phased rollout of ﬁmctionali‘ﬁ' combined with a methodology to decide
which functionality and which ports sho d receive it first, is a sound plan. It shows
evidence that, first of all, a prioritization methodology exists. Secondly, it shows that
Customs understands the importance of an early imJ)act on the user community and
its associated benefit compared with its associated development costs. In simpler
terms, Customs has a plan for how to determine what functionality returns the gig-
gest bang for the buck. This is a sign of a mature development organization that
understands the business result is the end game.

Although the ACS system has been serving the trade community for 15 years, the
technological and regulatory landscape has changed greatly during that time. The

ersonal computer was not yet ubiquitous and the Apple Macintosh was just being
introduced. Improvements in software design and development tools, hardware ad-
vancements, and software paradigms have dramatically cRanged the software devel-
opment process from what it was 15 years ago. In order to accommodate for new
requirements and/or accommodaté for greatly increased transaction volumes, both
of which are true in regards to the ACS, it is far easier to redesign a new system
rather than try to patch or augment an existing system. It is no surprise that Cus-
toms has come to the same conclusion regarding ACS.

In Vastera’s opinion, the ACE technical architectural foundation is sound. The
centralization of the time critical transaction processing tasks is a sound decision.
Designing for performance considerations and analyzing bottlenecks become much
easier and more versatile in a centralized processing environment. Equally as sound
is the decision to offload the non-time -ritical analysis tasks. This allows f%’r the seg-
regation of the specific data that must be analyzed, while not impacting the systems
performing the time sensitive operations. All too often, transaction processing soft-
ware systems are brought to a crawl because the systems designers neglected to
take into consideration the impact of report and analytical processing. The design
put forth by Customs accommodates for this common mistake.

CMM LEVEL 2 ATTAINMENT

Let me say that Vastera is a proponent of the Software Engineering Institute’s
(SEI) Capability Maturity Model (CMM). Anytime a measurement process is intro-
duced into the software development life cycle, more predictability will be added to
the process. Furthermore, the metrics gathered from this process could be used to
further refine the development process going forward. Although Vastera does not
have .arlny formal experience implementing or evaluating CMM, we do understand its
principles.

So, while we believe that the introduction of discipline into the development proc-
ess is generally a good thing, we also believe that the decision to do so cannot be
made in a theoretical vacuum. That is, specifically speaking the current state of the
world must be examined in order to make a judicious software project decision. In
order to measure the cost of the time delay we must consider the following ele-
ments.

We know that the current system (ACS) has experienced outages during the last
18 months. We know that this system is the lifeblood that controls approximately
8.8 billion dollars worth of merchandise flowing across our bérders. We know that
this flow of goods affects the livelihood of countless workers. US manufacturers de-
pend on Just In Time deliveries to keep assembly lines running and avoid the costs
of carrying raw materials inventory. We know that the flow of goods is expected to
double’by the year 2005. We know that ACS cannot be effectively enhanced to ac-
commodate for this increased traffic. We know that if the ACS system fails, the flow
of goods will be effectively stopped. We know that every day that ACE funding and
implementation is delayed, is another day of increased risk of an outage of ACS,
These facts merit consideration. ACE is the insurance policy and must be purchased
before the tragedy occurs.

Vastera interfaces with the major ERP and warehousing software systems
throughout the world, the certification processes vary, but not one of these world
class software vendors require CMM Certification. This is not the norm for the soft-
ware industry and Customs should not be held to this standard. Also, the Customs
Modernization Act promises automation to support the regulations and Customs
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programs, it doesn’t specify that CMM Level 2 is required. It seems that GAO is
asking for this late in the game.

The first question to ask: What is the risk? Delaying the ACE project until CMM
Level 2 is achieved will add considerable time and money to the project. The CMM
process is not easy to implement and is generally more difficult for larger organiza-
tions. The money required is certainly quantifiable, but the additional time is more

difficult to measure.
CONCLUSION

I believe that the current state of the ACS system, coupled with the projected
gg‘o]:vth of border transactions, puts American importers and exporters at severe
risk.

I believe that Customs has demonstrated a proven track record of successful soft-
ware project deliveries.

I béelieve that the ACE project plan and technical architecture are fundamentally
sound.

And finally I believe that while CMM Level 2 attainment is a beneficial goal, the
project delays and additional costs associated with achieving this goal is not war-
ranted given the current state of ACS.

The Trade should not be asked to support multiple Customs systems, and mul-
tiple ACE Releases requiring development and implementation costs and resources.
Customs should implement ACE within four years or less with few releases to the
Trade. Keeping internal Customs releases separate from external trade releases. .

Based on these conclusions I recommend that Congress fund Customs Automation

as soon as possible.

PREPARED STATEMENT OF JACK O. BRADSHAW

Mr. Chairman and Members of the Committee, thank you for the opportunity to
discuss creation of government compliance ﬁ‘ro‘grams in the private sector.

Reporting to the General Counsel and Chiet Financial Officer at Motorola, my of-
fice oversees company-wide, global compliance programs in the areas of Ethics, Cus-
toms, Export Controls and Government Contracting.

Motorola is one of the largest importers in the United States, with annual vol-
umes of over 70,000 entries and entered value in excess of $4 Billion annually.

Currently, Motorola has 130,000 employees, annual revenues of $30 Billion, over
1,000 locations in 45 countries, and 65 manufacturing facilities in 17 countries. We
market our products all over the world. To sustain success we must be an agile
manufacturer, able quickly to shift production from one plant to another. We must
be an agile marketer, able to serve any market from any source.

WHY HAVE GOVERNMENT COMPLIANCE PROGRAMS?

Motorola was built on the key belief of uncompromising integrity in everything
we do. Fostering a corporate culture shared by employees throughout the world, this
belief is at the very heart of our compliance programs.

We recognize that complex, ever-changing government rules which vary by coun-
try—combined with our own organizaticnal complexity—mean that compliance does
not “just happen.” Saying “follow the rules” is easy—but it is not enough. Making
sure that it actually happens requires structured processes and active management.
Our ﬂgovemment compliance programs are an investment to provide this structure.

Effective compliance grograms help to ensure our status as a good corporate citi-
zen in countries throughout the world. The improved coordination and management
in these areas which results helps, in turn, to reduce cycle times and costs. Only
in this way can we achieve our ﬁmdamental\objective of Customer Satisfaction.

ELEMENTS OF A COMPLIANCE PROGRAM

Each of our compliance programs has common fundamental characteristics:

1. Commitment by senior management, who set the expectation for compliance
and remain involved in oversight.

2. A corporate policy, with supporting plans and procedures.

3. Assignment of specific responsibilities within organizations.

4. Dedication of resources, including people, systems, training and outside experts.

5. Compliance assessment and feedback mechanisms, to identifv and monitor cor-

rective actions. .
6. Coordination and information-sharing, through councils, conferences, peer net-

works.
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7. Renewal, which is conscious refreshment of compliance programs driven by
management, organizational changes and changes in regulatory requirements.

THE ROLE OF COMPLIANCE PLANS

We have found clear communication to be the key to success in our compliance
programs. For this reason, we require that business units and facilities document
their compliance programs in the form of compliance plans. Each plan is a reference
document for employees, describing the elements of the specific organization's com-
pliance programs as described above.

Approved by senior management, communicated throughout the organization, and
-updated as required, the plan is a written “roadmap” to ensure that the organiza-
tion is focussed to follow the rules and to attain continuous improvement. Through
this communication tool, each individual within the organization understands his
role in assuring compliance.

Although customs laws can vary greatly among countries, compliance plans are
an effective communication vehicle and management device for operations in any
country, tailoring the contents to the specific regulatory requirements.

We recognize that it is not easy to keep busy senior managers consciously in-
volved in compliance activities. Thus, we require that plans be submitted by the or-
ganization’s senior manager, or on his or her behalf, to the Corporate Office and
that management keeps the plan up to date through periodic review. This practice
provides evidence of management commitment, and it adds some discipline to the
process. We also gain the benefit of a corporate review, which promotes consistent
approaches to common challenges and provides a valuable basis for sharing solu-

tions.
ASSESSMENT AND IMPROVEMENT

An effective compliance program must include processes to verify that what man-
agement expects is happening in their organizations is what is actually happening.
We call this “assessment.” Without it, there is no assurance that the organization
is in compliance.

Equally as important as assessment is the need to identify and communicate
areas for improvement, followed by monitored implementation of corrective meas-
ures. An assessment program without this meaningful feedback activity can lead to
the disastrous situation in which an organization has evidence of areas that are de-
ficient and does not take action to correct them.

Assessment takes many forms in Motorola’s compliance programs. Our policies re-
quire periodic “self-assessment” in which an organization measures its own levels
of compliance and control. Organizations typically develop standardized self-assess-
ment programs for their operations. We also arrange for peer exchanges in which
compliance managers from different organizations meet to review each other’s pro-
grams.

The corporate staff also makes on-site visits that include assessment of compli-
ance programs. The Corporate Audit Department provides independent and critical
measurement. External assessments include reviews by consultants or outside coun-
sel. And, of course, there are government audits and reviews.

One further source of informal organizational assessments occurs during compli-
ance councils and conferences in which compliance professionals interact, share
ideas and best practices. Usually every attendee finds several ideas to improve his
compliance programs.

Some assessments are primarily qualitative, testing existence of and adherence to
procedures, for example. Some contain quantitative transaction testing. Most good
assessment programs contain a blend of qualitative and quantitative review.

An effective feedback program includes:

1. Clear identification of issues discovered and specific corrective measures.

2. Assignment of individuals responsible for implementing the corrective meas-

ures, along with target completion dates. .
3. Monitoring of actual implementation of corrective measures by the appropriate

levels of management. ]
4. Follow-up verification at an appropriate time after the corrective measures

have been implemented.

A high level of various types of assessment programs, along with strong feedback
programs place the organization, and executives charged with our governance, in a
good position to be confident that our internal controls are functioning properly and
that dpeﬁciencies are being identified and corrected in a well structured way.
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COSTS AND BENEFITS OF COMPLIANCE

All companies have limited resources. Management wants to know what they are
getting for their investment. This poses a continual challenge to compliance man-
a elrs, because measurement of costs and benefits in this area are virtually impos-
sible.

An effective compliance program must permeate the organization and receive
some time and attention from people well beyond those who are paid specifically for
compliance activities. The cost of time from these additional contributors, however,
cannot be practically measured.

The main benefit of compliance programs is prevention of law violations. It is not
possible to quantify the financial impact of a legal issue that has never arisen be-
cause the organization has a strong compliance program.

Here again we see the direct linkage between senior management commitment
and ongoing support and the quality of compliance programs. Management must
have the faith and belief that instituting a compliance program represents a worth-
while investment and makes good business sense. Motorola views the cost of our
customs compliance program, which we estimate to be several millions of dollars an-
nually, as an investment that results in good corporate citizenship, customer satis-
faction and reduced overall shipment costs and cycle times.

HOW LONG DOES IT TAKE?
Implemerting and maintaining an effective compliance program should be viewed

as a Journey rather than a destination.

For example, the basic elements of our customs compliance program include a
global, company-wide customs compliance policy, standards of internal control, self-
assessment guidelines and involvement of Motorola’s internal audit function. We
began implementation of these some years ago. In time, supporting plans, proce-
dures and controls were established within our major businesses and importing op-
erations around the world. Full implementation of these elements can take several
years,

On an ongoing basis, we maintain the program through training, self-assessment
and broker management. We continuously address specific technical issues including
valuation, classification and country of origin issues. The process of coordination
among importing operations in country is an ongoing one.

It is important, even essential, that compliance programs be “renewed” from time
to time. They never become mature. Senior management must continue to support,
sﬁonsor and oversee them. An important driver of renewal is internal and external
c ange. We continuously evaluate changes in government regulations. We also re-
spond internally to an ever-changing organization, mix of products and distribution
strategies. Our compliance programs are modified accordingly in this spirit of re-

newal.
CONCLUSION

Our compliance programs help us to satisfy our fundamental objective of Cus-
tomer Satisfaction. Among our most important customers are law enforcement agen-
cies in governments throughout the world—including the US Customs Service. Our
compliance programs assure that, just as we partner with %ovemments to provide
communications solutions, we partner to pursue a shared goal of compliance.

PREPARED STATEMENT OF MICHAEL CHERTOFF

I am delighted to appear before this Committee as part of today’s oversight hear-
ing into the enforcement activities of the United States Customs Service.

?served for over a decade as a federal prosecutor in the Southern District of New
York and the District of New Jersey, culminating in my appointment as United
States Attorney for New Jersey from 1990-1994. During that time, I worked with
the Customs Service on a variety of investigations and cases, including narcotics
trafficking, money laundering, and export control violations. In addition, I super-
vised investigations involving a large number of other law enforcement agencies and
task forces, including long-term cases directed at organized crime and white collar
crime. Finally, as a member of the Attorney General's Advisory Committee of
United States Attorneys from 1991-1994, I had the opportunity to participate in
Kglicy planning at the highest levels of the Department of Justice. This experience

8 grovided me with a perspective on law enforcement planning and evaluation

which I hope that this Committee will find helpful.
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As part of its mandate to oversee the activities of the Customs Service, this Com-
mittee is naturally concerned about the value of Customs’ enforcement riorities
and the success of its strategies. How a law enforcement agency selects pergn'mance
benchmarks and how it evaluates its activities are crucial to the success of the agen-
cy’s mission, Unfortunately, sometimes the drive to accurately measure performance
results in shifting an agency’s priorities to those activities which are most easily
gauqed quantitatively, and away from objectives that are equally or more important,

ut less easily measured.

An example of this phenomenon appears in the government’s effort to eradicate
traditional organized crime. In my view, that effort over the last two decades has
been one of law enforcement’s paramount successes. Traditional organized crime has
been driven from labor unions and legitimate industries, and its hierarchy has been
repeatedly decimated. One reason for this success is that law enforcement recali-
brated its tools for evaluating the success of its mission.

During the 1970s, government Frosecutors and investigators had individual suc-
cesses convicting organized crime figures for specific crimes. Too often, however, the
crime families simply replaced the convicted members with new members. As a re-
sult, the Government made little actual progress dismantling the structure and
long-standing organizational power of these criminal syndicates. Part of the problem
was that the FBI's enforcement priorities were driven by the need to generate good
statistics: large numbers of arrests and indictments. An agent had the incentive to
gravitate to and focus on investigations with the potential foi fairly quick arrests
and indictments in large numbers. An agent who worked a long time on a single
case yielding only a handful of arrests would be at a comparative disadvantage.

But as the decade closed, farsighted FBI and Justice Department officials realized
that the way to dismantle organized crime was to target its leaders and the institu-
tions that they used to maintain their power. This project required long-term strate-
F‘ic operations, aimed at a relatively small number of high level bosses, and using
ong-term investigative techniques such as electronic surveillance, deep undercover
operations, and ongoing physical surveillance. To be successful, these investigations
would have to pass up opportunities to make quick arrests in favor of building one
or two large cases charging the top echelon criminals. As a statistical matter, this
approach might only yield a fraction of the arrest numbers that might be obtained
the old-fashioned way. But as a strategic matter, convicting a handful of mob bosses
and captain dealt a far more crippling blow to organized crime than convicting a
much larger number of dispensable underlings.

Furthermore, these officials soon came to the realization that the most effective
effort for law enforcement might sometimes require turning away from arrests alto-
gether toward a focus on building civil racketeering cases that would put corrupt
unions and companies under court supervision. Some agents were surprised when
they found themselves building cases that led not to defendants in handcuffs but
to court orders placing trustees in charge of previously mob-dominated entities. But
my experience is that these agents became converted to the new approach when
they saw how successful these trusteeships could be in ridding institutions of domi-
nation by organized crime.

The results sgeak for themselves: Since the early 1980s, the Department of Jus-
tice convicted the Commission of La Cosa Nostra; the hierarchies of every one of
the five New York families, the hierarchies of La Cosa Nostra families from Boston
and Philadelphia to Chicago and Kansas Citv. Organized crime influence was re-
duced, if not eliminated, from a large numbe. of labor unions and businesses. And
yet the agents working on these significant structural cases probably had lower ar-
rest and indictment statistics than they would had they worked during the same
period on a large number of one-shot cases. Fortunately, the leadership of the FBI
and the Department of Justice understood that performance should be measured not
just by measuring the number of investigations and prosecutions, but by evaluating

their strategic quality instead.
II.

Against this background, let me address the issue of planning and evaluation in
the context of the Customs Service.

In setting enforcement goals and performance standards, the Service, and Con-
gress, should bear in mind that Customs enforcement entails both a reactive compo-
nent and a strategic component. What I mean by reactive enforcement is the protec-
tion of the borders against penetration by contraband and/or dangerous materials,
and interception and seizure of such materials when encountered. The critical stra-
tegic element of reactive enforcement is the identification of those points of entry
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where there is greatest vulnerability, and deployment of the Service’s limited re-
sources to achieve m..ximum protection, interdiction, and deterrence.

In contrast, strategic enforcement is aimed at reducing illegal imports (and illegal
exports) across the border through disruption of organizations that carry out illegal
transportation activities. So, for example, long term investigations or undercover op-
erations that tarfyt narcotics trafficking or money laundering groups may involve
little activity at U.S. borders; instead, these operations protect those entry points
by removing the criminal organizations that finance or execute the illegal expor-
tation or importation through these points.

Recognizing the distinction between reactive enforcement and strategic enforce-
ment, and capitalizing on their distinct values, is important for an agency like Cus-
toms, because the process of setting goals and standards is different for the former
than for the latter. Reactive enforcement tends to be opportunistic, localized, and
short-term. That is to sa{, law enforcement responds to opportunities as presented
by specific acts of smuggling or importation; activity is concentrated in and around
a specific airport, seaport or border location; seizure or arrest is accomplished in a
matter of hours or, at most, days. Moreover, in evaluating the effectiveness of reac-
tive enforcement, quantitative measurement can be a significant (although not ex-
clusive) benchmark for enforcers’ performance. Every kilo of drugs seized is one kilo
of drugs that will not enter the country. Therefore, seizing 10 kilos is by definition
more significant than seizing five. Thus, a plan for reactive enforcement of laws
against narcotics smuggling, for example, necessarily involves the following: identi-
fying the best opportunities by deploying resources at those points of entry which
are most vulnerable from a historical, geographic, and volume standpoint; assigning
responsibility for enforcement at the focal level; measuring success by comparing
trends of arrests and seizures over comparatively short-term periods; placing signifi-
cant weight on numbers of arrests or seizures of contraband in comparison with his-
torical rates and current smuggling trends.

This sort of approach, however, is ill-suited to setting goals and standards for
strategic enforcement. As illustrated by the experience in fighting organized crime
outlined above, for strategic enforcement numbers do not translate into effective-
ness. Far more important than numbers of arrests or seizures are removal of high-
level, sophisticated organizers of illegal activity, or cleansing of institutions—for ex-
ample, banks—that are facilitating ongoing criminal behavior. Strategic enforce-
ment requires a qualitative approach that sets as goals incarcerating indispensable
criminal leaders or eliminating corruption of financial institutions.

Thus, strategic enforcement does not await opportunities presented by criminal
activity. Rather, a strategic enforcement plan: seeks out criminal organizations and
tries to pre-empt criminal behavior using such techniques as controlled deliveries
of contraband; cultivation of informants; undercover operations; electronic surveil-
lance; coordinates operations not locally but nationally or even internationally; in-
volves long-term, intensive efforts, in which the time horizon for success is meas-
ured over several years, rather than days; places greatest weight on incapacitating
key criminal figures or entities.

Accordingly, the process of planning, benchmarking and evaluating reactive en-
forcement should be treated as distinct from that appliéd_to strategic enforcement.
The former is driven by the need to match resources with short-term threats, re-
quires flexible deployment of resources, and measures success to a large degree by
considering trends in people or contraband apprehended. The latter is driven by
identifying long term threats, requires commitment of personnel and effort over a
sustained time period, and evaluates success through the incarceration of high-level
criminals or the eradication of criminal institutions. Both forms of enforcement,
however, are vital in a comprehensive effort to combat international crime; official

ignore either at their (and our) peril.
IIL.

As long as Customs pursues reactive and strategic enforcement objectives, it is ap-
propriate to use both the reactive and strategic planning and evaluation models in
setting goals and measuring performance with regard to those objectives. What Cus-
toms and this Committee should avoid, however, is mixing up these objectives and
approaches. More specifically, we should avoid letting the need to measure how law
enforcement achieves its goals skew the choice of what those goals should be.

As the evolution of organized crime strategy shows, the quantitative approach has
a particularly appealing quality. Because quantitative measurement seems rigorous
and precise, am;J lends itself to easy comparison, managers often gravitate to quan-
titative evaluation. But, as demonstrated above, the quantitative approach is suit-
able for a reactive law enforcement program, not for a strategic program. Over-
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emphasis on numerical measurement, therefore, creates a strong incentive to devote
resources and effort to reactive enforcement where “success” is more readily dem-
onstrated. The result is that strategic enforcement gets shortchanged.

In my view, the planning process should begin with a threshold decision about
how much effort the agency should devote to reactive as opposed to strategic en-
forcement. Once that decision is made, the process of setting goals and measuring
performance should proceed separately for each program, with an understanding
that success under each Krogram must be evaluated distinctly. Without that type
of explicit commitment, the strategic enforcement program will be hostage to con-
stant erosion of resources in favor of the more quantifiable reactive program.

So, the reactive law enforcement planners should track historical data and use
current intelligence to project patterns of transportation of contraband, and set ob-
jectives for the interdiction of that contrzoand. Data on seizures and arrests, as well
as information about regional markets for illicit substances, should by used to track
law enforcement success by region and on a regular basis. The agency should be
flexible in redeploying resources when, for example, importation trends shift geo-
graphically.

On the other hand, strategic law enforcement planners—working with other law
enforcement agencies—should identify criminal organizations which play a major
role in transporting illegal substances or in repatriating the proceeds of crime. The
agency should commit adequate resources over the long-term to achieve the objec-
tive of dismantling specific criminal groups and breaking their grip on legitimate
institutions. Evaluation should rely not only on compilation of raw data on markets
for illegal substances, but should consider the extent to which major criminal figures
have been convicted or driven from access to legitimate financial institutions. This
kind of assessment, of course, will require a nuanced understanding of the internal
dynamics of the targeted groups. It will also require the patience to recognize that
success may not become apparent within a single annual budget cycle.

That leaves the fundamental question: How should Customs balance its reactive
and strategic roles? Plainly, reactive enforcement must remain a core Customs func-
tion since no other agency is assigned the mission of protecting against illegal im-

ortation. But should Customs continue to operate a strategic program aimed at
arge scale money laundering or narcotics organizations? Perhaps there is an argu-
ment that other law enforcement agencies are adequately suited to conduct strategic
investigations, and that Customs is merely duplicating effort. My view—based on
personal experience but not on any comprehensive study—is that Customs plays a
distinct and important role in strategic investigations because of its institutional
knowledge about smuggling, its opportunities to develop informants, and its sin-
gular focus on protecting the country against illegal importation (and exportation).
But if Customs is to continue to play this invaluable role, the Service should explic-
itly and consciously set goals and evaluation benchmarks that are tailored to the
special features and demands of its strategic law enforcement effort.

PREPARED STATEMENT OF JERRY COOK

Good Morning. My name is Jerry Cook. I am Vige President of International
Trade for Sara %.ee randed Apparel. I have recently been re-appointed to the US
Treasury Department’s Advisory Committee on Commercial erations of the
United States Customs Service. I am the chair of the Sara Lee Customs Council.
Additionally, I serve on the Board for the United States-Mexican Chamber of Com-
merce Mid-Atlantic Chapter, member of the Joint Industry Group and serve on the
Board of the United States Apparel Industry Council. I want to thank the Commit-
tee for this opportunity to comment on the U.S. Customs Services joint industry-
government programs related to interdiction and security of our merchandise.

Sara Lee Branded Apparel is the largest wearing apparel Comvgany in the " aited
States. Some of our apparel Brands are: Hanes, Hanes Her Way, Play. : Bali,
Wonder Bra, Champion, Legg’s and Just My Size. Sara Lee Branded Apparel is an
active member and participant with the Business against Smuggling Coalition with
U.S. Customs (BASC).

Our success in wearing apparel is directly related to our ability to develop and
implement an effective supply chain servicing our worldwide customers’ demand.
Our on-going ability to incrementally expand our product selections successfully is
directly related to trade successes like the Canadian Free Trade Agreement,
NAFTA, Israeli Free Trade Agreement and the Caribbean Basin Initiative. In each

rogram, one of the key agencies assisting companies is the United State Customs

ervice. :
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In the balance of my testimony, I will present several comments, observations and
suggestions related to the United States Customs Service role working with-Indus-

try.
. One of the key %artnerships Sara Lee Branded Apparel has benefited from, is the
joint program with the U.S. Customs Service on the interdiction and hindrance of
illegal narcotics. I sincerely believe that the private sector needs the assistance of
the U.S. Customs Service and related agencies to deter illegal narcotics from being
illegally inserted in our cargo/merchandise or operations. The very presence of ille-
ggl narcotics is a threat to the well being of our employees, investments and supply
chain.

We have a corporate policy and place high importance on a drug-free environ-
ment, drug-free cargo and drug-free operations. From the late 1980’s to the present,
we have worked closely with the many professionals of the U.S. Customs Service
to define and redefine our procedures, techniques, locations, service providers and
practices to ensure the integrity of our international shipments. This partnership
extends from the Customs Service headiuarters through import specialist, local in-
spectors at the port of entry and recently to overseas assistance. We sincerely be-
lieve that in the drug enforcement arena, we must go beyond traditional expecta-
tions to one of effective partnerships that yield a supply chain clean and free of cor-
rupting practices and threats of illegal substances.

n certain countries and locations we have co-develoged new shipping techniques
based on the feedback and assistance we receive from the U.S. Customs Service, pri-
vate security operations and key service providers. Key partnerships have emerged
]i;Ix both the Caribbean Basin in countries like Colombia and Jamaica as well as in

exico.

Our efforts extend beyond the U.S. border back to the foreign country and foreign
operations. In many operations we utilize additional private security, security equip-
ment and canine resources to thwart those who would attemgf to take advantage
of our employees, their families, our operations or our cargo/shipments. The illegal
trafficking of illegal narcotics places at risk many unsuspecting people and invest-
ments in harms way. The partnership with our suppliers ans the U.S. Customs
Service is unique.

For instance, in the country of Colombia, the combined and coordinated efforts
with our foreign operations, foreign in-land trucking operator, U.S. ocean vessel op-
erator (Seaboard Marine), the port operations in Miami and our U.S. in-land carrier
(Salem Carriers, Inc.), have developed one of the first cargo routes from Colombia
to the United States with the lowest risk assessments for illegal narcotics being in-
serted in the container and successfully shipped into the United States.

BUSINESS AGAINST SMUGGLING COALITION (BASC)

In fact, the program has been so successful that the U.S. Customs service has as-
sisted in the joint development and creation of the U.S. and Colombian Industry to
form a Business Against Smuggling Coalition (BASC) in Colombia. The BASC chap-
ters in Colombia include Bogota, Cartagena, Medellin, Cali and Barranquilla. The
U.S. Customs service alone with private corporations have been successful in ex-
tending the security awareness and assisting in expanding the BASC to Costa Rica
as well as U.S.-Mexican border sites/cities like Laredo, Nogales, El Paso, McAllen
and Miami, Fl.

On November 20, 1998 an event commemorating the official inauguration of the
first BASC chapter in Colombia was held in Cartagena. Among the attendees for
this event were the President of Colombia, the U.S. Ambassador to Colombia, U.S.
Customs Service Commissioner Raymond Kelly, several of Colombia’s Cabinet Min-
isters, our key service provider, Seaboard Marine, as well as many members of the
Colombian military amf rivate/corporate BASC members.

In Mexico, we have developed and continue to re~devel([)}) imé)roved operational
techniques based on information and assistance from the U.S. Customs Service to
prevent exposure and threats related to the illegal insertions of illegal narcotics in
our U.S.-Mexican Operations. The use of dedicated and uniquely outfitted trailers
and a fleet of trucks and drivers accompanied by private security have significantly
thwarted attempts at the insertion of illegal narcotics.

Additionally, the attempts related to inserting illegal narcotics abroad have a di-
rect correlation on attempted thefts and threats on employees, families, investments
and service providers in the United States. At some point in the supply chain, the
illegal narcotics, if inserted abroad, must be successfully removed in the United
States. The constant pressure by criminal elements to use innocent and
unsuspecting individuals or corporations equipment requires constant awareness

and partnering with the U.S. Customs Service.
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In April of this year, our U.S. in-land trucking Service provider (Salem Carriers,
Inc.) participated in a combined U.S. Customs, Texas Department of Public Safety
and local law enforcement operations to conduct a joint operation in the Laredo area
that successfully intercepted illegal narcotics (cocaine and marijuana) coming into
the United States. Additionally, several arrests were aehieved of those involved in
the illegal distribution.

INDUSTRY PARTNERSHIP PROGRAM (IPP)

In FY98, participants in the Industry Partnership Programs (IPP) provided infor-
mation to the U.S. Customs Service, which resulted in 54 domestic seizures totaling
21,217 pounds of narcotics. During FY98, Customs efforts overseas and the Industry
Partnership Particitpants, have assisted in 82 foreign intercepts of 42,665 pounds of
narcotics detained for the United States from abroad.

AMERICAS COUNTER SMUGGLING INITIATIVE (ACSI)

In July of 1998, the Americas Counter Sm%g%lin Initiative (ACSI) team members
in Cartagena, Colombia provided training to Colombian Anti-Narcotics Police on tar-
geting methods and examination techniques for commercial shipments. Shortly after
the training, Colombian Anti-Narcotics Police in Cartagena seized over 14,000
pounds of cocaine in shipment of 192 metal spools of nylon thread.

In January 1999, representatives from the Cartagena BASC Chapter visited with
U.S. Customs officials in the Port of Miami, Fl in an effort to better understand the
risk and techniques used to ship illegal narcotics abroad and to enhance the best

practice models to deter illegal narcotics.
ADVANCED TECHNOLOGY NEEDS CONTINUED FUNDING

Mr. Chairman, the use of new technology for Non-intrusive Inspection is critical
in our joint mission to deter and cease illegal narcotics from affecting our oper-
ations, our shipment and our employees. The engagement of these new devices will
expedite cargo sampling and detection of illegal narcotics. Trailers will not be sub-
jected to traditional drilling and handling. U.S. Customs Service personnel will not

e subjected to the grueling task of inspection of cargo by physical unloading and
re-loading trailers in less than ideal work environments. In short, the non-intrusive
technology assists our operations with through-put concerns while providing the
highest degree of integrity against unwarranted insertion of illegal narcotics in the
shipment and risk to our employees and service providers.

Our ability to apply the latest technological solutions accompanied with the assist-
ance of the {J.S. gustoms Service to identify our exposure areas is critical. The as-
sistance of the U.S. Customs Service, along with our own efforts, essentially reduces
risk to employees, their families and to our service providers. The reduction of theft
and deterrence of illegal narcotic trafficking reduces the other risks often associated
with illegal narcotic trafficking.

Mr. Chairman, in summary we have learned from our experiences and from the
unfortunate experiences of others that we can not move cargo internationally with-
out the protection and assistance of agencies seeking to prevent and stop the move-
ment of illegal narcotics. I am convinced that this is a shared interest and can best
be achieved by an active supply chain informed and involved with the risk and
strategies to effectivley thwart the smuggling of illegal narcotics.

Over the past four years, these industry programs have not only provided infor-
mation which resultex in the seizure of over 167,000 pounds of narcotics, but re-
duced the risk to employees and individuals involved in legitimate international
commerce. In FY98, the 68 Customs Service seized over 1,000,000 lbs. of narcotics.
Though roughly 25% of the total narcotics were seized in commercial cargo, it is a
constant vigil to protect against illegal insertions of narcotics. Critical to this effort
is to inform the supply chain of the risks and the necessary steps it should under-
take to protect against illegal narcotics. Seeking better partnerships and getting
other key agencies involved should only reduce risk to U.S. businesses and U.S. citi-
zens,

Mr. Chairman, I want to express other key areas that are essential to good long-
term management and relationship with U.S. Customs Service.

MODACT & AUTOMATION

With the passage of the MODACT, a potential government and industry facilita-
tion was created. The daily requirements to support and achieve customer satisfac-
tion are increasing the need for the supply chain to become more responsive and

more predictable.
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The movement of manufactured components and finished product require a more
fluid environment. Industry and governments are both seeking specific data ele-
ments in a time-sensitive environment to determine the acceptability of a given
commercial shipment. The movement of required data in advance of a shipment is
as critical as the automated collection and processing the data to U.S. Customs as
is to the private sector.

Commercial cargo is dependent on predictable and timely releases accompanied
bg' selective enforcement and secures supply chain management. It is essential to
the business community to advance the automation of data collection, data process-
ing and data retrieval to advance as quickly as possible as well as to move data
re%mremgnts to better mirror more of the business processes.

he shift in many corporations to compliance ups continues to emerge into
more central compliance and operational groups. 'I%::current dilemma on advanced
automated export and import processing and reconciliation present substantial ob-
stacles to both industry and government. The need for expanded hours of operation
is also critical to supply our customers’ demands. U.S. Customs Service automation
accompanied by expanded hours of operations by both U.S. and foreign Customs op-
erations will provided an effective use of infrastructure and can assist in reducing
the congestion at the borders.

In closing Mr. Chairman, the Industry Partnership Program to reduce the impor-
tation of illegal narcotics is important to us because we can not do it alone. We need
the valued assistance, cooperation and the joint leadership by the U.S. Customs
Service. Likewise, I believe the joint Industry cooperation has opened the ability to
move the partnership internationally where !t.{e supply-side begins.

Finally, I want to say thank you, Mr. Chairman and fellow Committee members
for the Committee’s past favorable action on the much-needed Caribbean Basin En-
hancement legislation. I hope we will be able to achieve a successful conclusion this
session on the Caribbean Basin Trade Enhancement legislation.

I appreciate the opportunity to present my views to the Committee and welcome
your questions. -

Thank you.

PREPARED STATEMENT OF HON. ORRIN G. HATCH

[MAY 13, 1999)

Mr. Chairman, I welcome your initiative in extending the Customs Service over-
sight process. For too many years, we've treated Customs as an orphan. They de-
serve much better. Their mission is far too important, and the great majority of
their field and headquarters staffs are far too involved in managing activities criti-
cal to our foreign trade and commerce, the efficient control of legitimate arms ex-
ports, defense against drug trafficking, and many other law enforcement as well as
revenue collecting functions.

I believe your initiative will continue to produce results, Mr. Chairman. Thanks
to your timely review last year, we deployeg more Customs inspectors to the often-
ignored northern ports of entry, and vastly expanded the Customs Service’s access
to new and better technology.

[One of my staff visited the Los Angeles Airport [LAX] port of entry in 1996; he
reported that the computer hardware equipment was so antiquated that the screen
on the CRT was unreadable, and the decibel level of the printer so loud that you
couldn’t listen on the telephone or even speak and be heard in close conversation
. . . it was as if Customs inspectors at were being denied the opportunity to
see or hear the intelligence needed to do their jobs. He returned this past November
to the same site and reported a complete upgrade of technology].

It's the technology issue that concerns me at the moment, which I will address
in my question for Commissioner Kelly. More speciﬁcallf', we need efficient, labor-
saving, user safe, and cost-effective non-intrusive technologies along the Southwest
U.S. border and in the so-called “Southern Tier,” stretching from Southern Califor-
nia to Puerto Rico. There are more than 35 ports of entry along this frontier. To
provide the level of staffing needed to manually inspect entering and departing
trucks and other vehicles, and at a rate conducive to good business practices, is al-
most a superhuman effort. I have therefore long promoted cooperation with DOD.
In my own state of Utah, I saw how x-ray systems were usefully employed since
1988 to inspect crated weapons under the INF Treaty. (This was done at a Utah
company, Hercules Aerosgace, which produced the motors for the old Pershing inter-
mediate range missiles). I was very pleased to see Customs begin exploring the use
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of these systems many years ago. But I am still concerned about the progress of
putting these types of systems on line.

Let me be”more specific: Customs will need mobile, non-intrusive X-ray or “elec-
tron voltage” penetrating systems, for safe use and at acceptable prices. It would
seem to me that the emphasis ought to be placed on mobility, for reasons mentioned
above. Secondly, since we're operating in the very high photon energy ranges . . .
involving frequency cycles in ranges of ten to the eighteenth power . . . and, for cer-
tain systems, at the gamma ray level, shielding users from radiation is a high and
costly priority. In my judgment, Customs and DOD should not be spending taxpayer
money on systems that are “gold-plated,” we ended that process with the $450 ham-
mers, or so I thought. Rather, I would hope that we can find systems that have
flexible switching, allowing for different levels of electron voltage, depending on the
msbgectxon target, and which are both less costly and more safe.

Mr. Chairman, I didn't intend to get quite so technical. However, no one should
misconstrue our desire to help Customs do its job better as a 1970's-era, DOD con-
tract abuse opportunity.

I look forward to hearing from our witnesses.

PREPARED STATEMENT OF HON. ORRIN G. HATCH

(MAY 18, 1999]

Mr. Chairman, I join you in welcoming our witnesses. Customs enforcement is an
issue that affects my interests on both this and the Judiciary Committees. We have
heard much regarding the statistical workload of this agency. Some of Customs’ ac-
compiishments are legendary.

Customs is probably one of the most business-like agencies in this company town.
And today’s presentation demonstrates that. Customs uses the latest management
techniques and philosophies for both internal operations and in monitoring trade
and drug trafficking. They use sophisticated statistical procedures to determine
where and when to husband their scarce resources to meet threat probabilities.
They wisely assess costs to their operations and can even predict the “future value”
of their resource commitments. It is staggering to realize that this relatively small
agency manages nearly 450,000 importing company “accounts” that amount to $900
billion in transactional value.

And, Mr. Chairman, I hasten to add that the value of imports, since the enact-
ment of the Mod Act in 1994, has grown from $589 billion to $918 billion, up 56
percent. This compares with our GDP which rose 18 percent during the same period,
meaning that imports are increasing three times the rate of GDP growth. Trade is
the fastest growing of the four pillars of our economy, the other three are consumer
spending, government spending, and gross private domestic spending.

Today’s meeting will complement last week’s hearing on Customs’ commercial op-
erations, where we uncovered some of the more serious resource gaps affecting Cus-
toms’ ability to optimize its performance still further. The resource deficiencies dis-
cussed then affect the enforcement performances that we consider today. Congress
ought to pay careful attention to this because in Congress we bear responsi ility
when an agency’s workload outpaces its capabilities to respond.

Mr. Chairman, I take a special interest in the on-going GAO review of Customs
operations. More specifically, I wi.i be Iookinf for information that shows the effec-
tiveness of the deterrent effects which we built into the Customs Modernization Act.
You will recall that, during the long six-year period that we drafted the act, I op-
posed the excessive criminalization of offenses. Rather, I sought a Customs mission
of informed compliance, meaning that every effort should be made to create incen-
tives for compliance after the information was provided to the company. I believe
Customs has done that. But there remain, in my judgment, a high enough number
of “high-risk” importers and exporters that it becomes evident that self-policing will
nof work for everyone. For the %ard~core law breakers, we need deterrents to crime,
like the inevitability of prosecution. On this point, I need much more information.
And I need to know if Customs is getting the cooperation that the agency needs

from the Justice Department.
I look forward to hearing from our witnesses and thank the Chair.

PREPARED STATEMENT OF HON. ORRIN G. HATCH
(MAY 24, 1999}

Mr. Chairman, I want to commend the initiative that you took to look into reports
of corruption in the Customs Service. At a time when we depend on Customs as our
forward deployed troops against traffickers in the drug war, the reported criminal
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activity by our operatives has grave consequences. Not only do wrongdoers within
the Customs Service demean the fine work done by the overwhelming number of
Customs personnel, but they further imperil the effectiveness and mission of our na-
2;): in eliminating this insidious threat to our society and the well-being of every
erican.

. These are not issues that can be easily waved off as something that's inevitable
in this type of drug trafficking climate. We all know that drug traffickers offer
tempting propositions to many law enforcement officials; but we also know that
these same devoted men and women in our anti-trafficking forces, with very few ex-
ceptions, the exceptions that concern us here today, are too concerned about the con-
se%l_ences for our country to fall prey to these elements.

. With the permission of the Chair, I would like to present my questions for reply
in writing from the Treasury witness.

I thank the chair.

PREPARED STATEMENT OF RANDOLPH C. HITE

Thank you for inviting me to participate in today’s Customs Service oversight
hearing. My statement will focus on Customs' Automated Commercial Environment
better known as ACE. Through ACE, Customs intends to implement much needed
imgrovements in the way it currently enforces import trade laws and regulations,
an nassesses and collects import duties, taxes, and fees, which total $22 billion an-
nually.

The need to leverage information technology to improve the way that Customs
does business in the import arena is undeniable. Customs’ existing import processes
and supporting systems are simply not responsive to the business needs of either
Customs or the trade community, whose members collectively import about $1 tril-
lion in goods annually. These existing processes and systems are paper-intensive,
error-prone, and transaction-based, and they are out of step with the just-in-time
inventory practices used by the trade. Recognizing this, Congress enacted the Cus-
toms Modernization and Informed Compliance Act, or “Mod” Act, to define legisla-
tive requirements for improving import rocessin% through an automated system.!

Customs fully recognizes the severity of the problems with its approach to manag-
ing import trade and is modernizing its import processes and undertaking ACE as
its import system solution. Begun in 1994, Customs’ estimate of the system’s 15-
year life cycle cost is about $1.05 billion, although this estimate is being revised up-
wards. In light of ACE's enormous mission importance and price tag, %ustoms’ ap-
proach to investing in and engineering ACE demands disciplined and rigorous man-
agement practices. Such practices are embodied in the Clinger-Cohen Act of 1996 2
and other legislative and regulatory requirements, as well as accepted industry sys-
tem/software engineering models, such as those published by the Software Engineer-
in%lnstitute (SED.3

nfortunately, Customs has not employed such practices on ACE over the last 5
years. Our Februaré 1999 report on ACE,* upon which my testimony today is based,
describes serious ACE management and technical weaknesses. The weaknesses that
we reported cre: (1) building ACE without a complete and enforced enterprise sys-
tems architecture, (2) investing in ACE without a firm basis for knowing that it is
a cost effective system solution, and (3) building ACE without employing engineer-
ing rigor and discipline. My testimony will address each of these points as well as
our recommendations for correcting them. To Customs’ credit, its leadership has
agreed with our findings, has initiated actions to implement our recommendations,

1Customs refers to Title VI of the North American Free Trade Agreement Iinplementation Act
(Public Law 103-132, 19 U.S.C. 1411 et seq) as the Customs Modernization and Informed Com-
pliance Act or “Mod” Act.

2 Although the Clinger-Cohen At (Public Law 104-106) was passed after Customs began devel-
oping ACE, its principles are based on practices that are widely considered to be integral to suc-
cessful information technology (IT) investments. For an analysis of the management practices
of several leading private and public sector organizations on which the Clinger-Cohen Act is
based, see Executive Guide: Improving Mission Performance Through Strategic Information
Management and Technology (GAO/AIMD-94-115, May 1994). For an overview of the IT man-
agement process envisioned by Clinger-Cohen, see Assessing Risk and Returns: A Guide for
Evaluating Federal Agencies’ IT Investment becision-makmg (GAO/AIMD-10.1.13, February

1997).
3Software Development Capabili_té Maturig Model sM (SW-CMM®) and Software Acquisition
Capability Maturity Model SM (SA-CMM®). Capability Maturitg Model SM is a service mark of
Carnegie Mellon University, and CMM® is registered in the U.S. Patent and Trademark Office.
4Customs Service Modernization: Serious Management and Technical Weaknesses Must Be

Corrected (GAO/AIMD-99-41, February 26, 1999).
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and is committed to seeing that these actions are completed before investing huge
sums of money in the system.

ACE: A BRIEF HISTORY

Customs began ACE in 1994, and its early estimate of the cost and time to de-
velop the system was $150 million over 10 years. At this time, Customs also decided
to first develop a prototype of ACE, referred to as NCAP (National Customs Auto-
mation Program prototype), and then to complete the system. In May 1997,5 we re-
ported that Customs’ orig;‘nal schedule for completing the prototype was January
1997, and that Customs did not have a schedule for completin AE%. At that time,
Customs agreed to develop a comprehensive project plan for ACE.

In November 1997, Customs estiinated that the system would cost $1.05 billion

" to develop, o%erate, and maintain throughout its life cycle. Customs plans to develop
and deploy the system in 21 increments from 1998 through 2005, the first four of
which would constitute NCAP.

Currently, Customs is well over 2 years behind its original NCAP schedule. Be-
cause Customs experienced problems in developing NCAP software in-house, the
first NCAP release was not deployed until May 1998—16 months late. In view of
the problems it experienced with the first release, Customs contracted out for the
second NCAP release, and deployed this release in October 1998—21 months later
than originally planned. Customs’ most recent dates for deploying the final two
NCAP releases (0.3 and 0.4) are March 1999 and September 1999, wiich are 26 and
32 months later than the original deployment estimates, respectively. According to
Customs, these dates will slip farther because of funding delays.

Additionally, Customs officials told us that a new ACE life cycle cost estimate is
being developed, but that it was not ready to be shared with us. At the time of our
review, Customs’ $1.05 billion estimate developed in 1997 was the official ACE life
cycle cost estimate. However, a January 1999 ACE business plan specifies a $1.48

billion life cycle cost estimate.

CUSTOMS HAS BEEN DEVELOPING ACE WITHOUT A COMPLETE ENTERPRISE SYSTEMS
ARCHITECTURE

At the time of our review, Customs was not building ACE within the context of
an enterprise systems architecture, or “blueprint” of its agencywide future systems
environment. Such an architecture is a fundamental component of any rationale and
logical strategic plan for modernizing an organization's systems environment. As
such, the Clinger-Cohen Act requires agency 5hief Information Officers (CIO) to de-
velop, maintain, and implement an in%ormation technology architecture. Also, the
Office of Management and Budget (OMB) issued guidance in 1996 that requires
agency IT investments to be architecturally compliant. These requirements are con-
sistent with, and in fact based on, information technology management practices of
leading private and public sector organizations.

Simﬁly stated, an enterprise systems architecture specifies the system (e.g., soft-
ware, hardware, communications, security, and data) cﬁaracteristics that the organi-
zation’s target systems environment is to possess. Its purpose is to define, through
careful analysis of the organization’s strategic business needs and operations, the
future systems configuration that supports not only the strategic business vision
and concept of operations, but also defines the optimal set of technical standards
that should be met to sroduce homogeneous systems that can interoperate effec-
tively and be mainta:ned efficiently. Our work has shown that in the absence of an
enterprise systems architecture, incompatible systems are produced that require ad-
ditional time and resources to interconnect and to maintain and that suboptimize
the or%anization’s ability to perform its mission.®

We first reported on Customs’ need for a systems architecture in May 1996 and
May 1997.7 In response, Customs developed and published an architecture in July
and August 1997. %Ve reviewed this architecture and reported in May 1998 that it
was not effective because it was neither complete nor enforced.® For example, the

architecture did not;

M“C\{gtolrgg??ervice Modernization: ACE Poses Risks and Challenges (GAO/T-AIMD-97-96,
ay 15, )

6 Air Traffic Control: Complete and Enforced Architecture Needed for FAA Systems Mod-
ernization (GAO/AIMD—-97‘3(?, February 3, 1997).

7Customs Service Modernization Strategic Information Management Must Be Improved for
National Automation Program To Succeed (GAO/AIMD-96-57, May 9, 1996) and Customs Serv-
ice Modernization: ACE Poses Risks and Challenges (GAO/T-AIMD-97-96, May 15, 1997). )

8Customs Service Modernization: Architecture Must Be Complete and Enforced to Effectively
Build and Maintain Systems (GAO/AIMD-98-70, May 5, 1998).
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(1) fully describe Customs’ business functions and their relationships,

(2) define the information needs and flows among these functions, and

(3)'es.tablxsh the technical standards, products, and services that would be char-
zta‘cterxstxc of its target systems environment on the basis of these business specifica-

ions.

Accordingly, we recommended that Customs complete its enterprise information
systems architecture and establish compliance with the architecture as a require-
ment of Customs’ information technology investment management process. In re-
sponse, Customs agreed to develop a complete architecture and establish a process
to ensure compliance. Customs reports that its architecture will be completed in
May 1999. Also, in January 1999, Customs changed its internal procedures to pro-
vide for effective enforcement of its architecture, once it is completed. Until the ar-
chitecture is completed and enforced, Customs risks spending millions of dollars to
develop, acquire, and maintain information systems, including ACE, that do not ef-
fectively and efficiently support the agency’s mission needs.

CUSTOMS HAS NOT BEEN MANAGING ITS INVESTMENT IN ACE EFFECTIVELY

Effective IT investment management is predicated on answering one basic ques-
tion: is the organization doing the “right thing” by investing specified time and re-
sources in a given project or system. The Clinger-Cohen Act and OMB and GAO
guidance together provide an effective IT investment management framework for
answering this question. Among other things, they describe the need for:

(1) identifying and analyzing alternative system solutions,

(2) developing reliable estimates of the alternatives’ respective costs and benefits
and investing in the most cost beneficial alternative, and

(3) to the maximum extent practical, structuring major projects into a series of
increments to ensure that each increment constitutes a wise investment.

Customs did not satisfy any of these requirements for ACE. First, Customs did
not identify and evaluate a full range of alternatives to its defined ACE solution be-
fore commencing development activities. For example, Customs did not consider how
ACE would relate to another Treasury-proposed system for processing import trade
data, known as the International Trade Data System (ITDS), including considering
the extent to which ITDS should be used to satisfy needed import processing
functionality. Initiated in 1995 as a project to develop a coordinated, government-
wide system for the collection, use, and dissemination of trade data, the ITDS
project is headed by the Treasury Deputy Assistant Secretary for Regulatory, Tariff
and Trade Enforcement. The system is expected to reduce the burden federal agen-
cies place on organizations by requiring that they respond to duplicative data re-
quests. Treasury intends for the system to serve as the single point for collecting,
editing, and validating trade data as well as collecting and accounting for trade rev-
enue. At the time of our review of ACE, these functions were also planned for ACE.

Similarly, Customs did not evaluate different ACE architectural designs, such as
the use of a mainframe-based versus client server-based hardware architecture.
Also, Customs did not evaluate alternative development approaches, such as acqui-
sition versus in-house development. In short, Customs committed to and began
building ACE without knowing whether it had chosen the most cost-effective alter-
native and approach.

Second, Customs did not develop a reliable life cycle cost estimate for the ap-
proach it selected. SEI has developed a method for project managers to use to deter-
mine the reliability of project cost estimates. Using SEI's method, we found that
Customs’ $1.05 billion ACE life cycle cost estimate was not reliable, and that it did
not provide a sound basis for Customs’ decision to invest in ACE. For example, in
developing the cost estimate, Customs did not (1) use a cost model, (2) account for
changes in its approach to building different ACE increments, (3) account for
changes to ACE software and hardware architecture, or (4) have historical project
cost data upon which to compare its ACE estimate.

Moreover, the $1.05 billion cost estimate used to economically justify ACE omitted
relevant costs. For instance, the costs of technology refreshment and system require-
ments definition were not included (see table 1). Exacerbating this problem, Cus-
toms represented its ACE cost estimate as a precise point estimate rather than ex-
plicitly disclosing to investment decisionmakers in Treasury, OMB, and Congress

the estimate’s inherent uncertainty.
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TABLE 1: ESTIMATED COSTS OMITTED FROM CUSTOMS' ACE COST-BENEFIT ANALYSIS

Excluded cost description Excluded cost estimate

Hardware and software upgrades at each port office (e.g., desktop workstations and operating $73 to $172 million
systems, application and data servers, database management systems).

Security analysis, project planning and management, and independent verification and validation ~ $23 mitlion

Requirements definition, component integration, regression testing, and training. ..........cooocne..n. No estimate available

Customs’ projections of ACE benefits were also unreliable because they were ei-
ther overstated or unsupported. For example, the analysis includes $203.5 million
in savings attributable to 10 years of avoided maintenance and support costs on the
Automated Commercial System (ACS)—the system ACE is to replace. However,
Customs would not have avoided maintenance and support costs for 10 years. At
the time of Customs' analysis, it planned to run both systems in parallel for 4 years,
and thus planned to spend about $53 million on ACS maintenance and support dur-
ing this period. As another example, $650 million in savings was not supported by
verifiable data or analysis, and $644 million was based on assumptions that were
analytically sensitive to slight changes, making this $644 million a “best case” sce-
nario.

Third, Customs is not making its investment decisions incrementally as required
by the Clinger-Cohen Act and OMB. Although Customs has decided to implement
ACE as a series of 21 increments, it is not justifying investing in each increment
on the basis of defined costs and benefits and a positive return on investment for
each increment. Further, once it has deployed an increment at a pilot site for eval-
uation, it is not validating the benefits that the increment actually provides, and
it is not accounting for costs on each increment so that it can demonstrate that a
positive return on investment was actually achieved. Instead, Customs estimated
the costs and benefits for the entire system—all 21 increments, and used this as
economic justification for ACE.

Mr. Chairman, our work has shown that such estimates of many system incre-
ments to be delivered over many years are imPossible to make accurately because
later increments are not well understood or defined. Also, these estimates are sub-
ject to chan%e in light of experiences on nearer term increments and changing busi-
ness needs. By using an inaccurate, aggregated estimate that is not refined as incre-
ments are developed, Customs is committing enormous resources with no assurance
that it will achieve a reasonable return on its investment. This “grand design” ap-

roach to managing large system modernization projects has repeatedly proven to
e ineffective across the federal government, resulting in huge sums invested in sys-
tems that do not provide expected benefits. Failure of the grand design a Yroach
was a major impetus for the IT management reforms contained in the Clinger-

Cohen Act.

CUSTOMS HAS NOT BEEN MANAGING ACE SOFTWARE DEVELOPMENT/ACQUISITION
EFFECTIVELY

Software process maturity is one important and recognized measure of determin-
ing whether an organization is managing a system or project the “right way,” and
thus whether or not the system will be completed on time, within budget, and de-
liver promised capabilities. The Clinger-Cohen Act requires agencies to implement
effective IT management processes, such as processes for managing software devel-
opment and acquisition. gEI has developed criteria for determining an organiza-
tion’s software development and acquisition effectiveness or maturity.

Customs lacks the capability to e?fectively develop or acquire ACE software. Usin
SEI criteria for process maturity at the “repeatable” level, which is the second leve
on SEI's five-level scale and means that an organization has the software develop-
ment/acquisition rigor and discipline to repeat project successes, we evaluated ACE
software processes. In February 1999,° we reported that the software development
processes that Customs was employing on NCAP 0.1, the first release of ACE, were
not effective. For example, we reported that Customs lacked effective software con-
figuration management, which is important for establishing and maintainin% the in-
tegrity of the software products during development. Also, we reported that Customs
lacked a software quality assurance J)rogram, which greatly increased the risk of
ACE software not meeting process and product standards. Further, we reported that
Customs lacked a software process improvement program to effectively address

9Customs Service Modernization: Ineffective Software Development Processes Increase ‘Cus-
toms System Development Risks (GAO/AIMD-99-35. February 11, 1999).
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these and other software process weaknesses, Our findings concerning ACE software
development maturity are summarized in table 2.

' TABLE 2: SUMMARY OF ACE SOFTWARE DEVELOPMENT MATURITY

Key process areas Satished Not satistied
Requirements management ... X
Software project pIanNIng .......c...coomvvcnrcveercenesrennes s X
Software project tracking and Oversight ..........cooevemvrcrccninsrivonenns OO RO X
Software quality assurance ....................... e e s X
Software configuration management ... oresssesesseens rereerare e X

Note: These represent five of six level 2 key process areas in SEI's Software Development Capability Matunty Model. We did not evaivate
ACE in the sixth level 2 key process area—software subcontract management—nbecsuse Customs did not use subcontractors on ACE.

As discussed in our brief history of ACE, after Customs developed NCAP 0.1 in-
house, it decided to contract out for the development of NCAP 0.2, thus changing
its role on ACE from being a software developer to being a software acquirer. Ac-
cording to SEI, the capabilities needed to effectively acquire software are different
than the capabilities needed to effectively develop software. Regardless, we reported
later in February 1999 10 that the software acquisition processes that Customs was
employing on NCAP 0.2 were not effective. For example, Customs did not have an
effective software acquisition planning process and, as such, could not effectively es-
tablish reasonable plans for performing software engineering and for managing the
software project. Also, Customs did not have an effective evaluation process, mean-
ing that it lacked the capability for ensuring that contractor-developed software sat-
isfied defined requirements. Our findings concerning ACE software acquisition ma-
turity are summarized in table 3.

TABLE 3: SUMMARY OF ACE SOFTWARE ACQUISITION MATURITY

Key process areas Satishied Not satisfied

Software acquisition PIANNING ........c..cocovcceermrienrivnnsrssssenserssesrneeis
SONCIHALON ...o.ovvvererrvrireerees i s sab bbb s bt sssssataeens
Requirements development and management ..................
Project office Management ...........cocvverrerinesrericenreeneninereersnnnnens
Contract tracking and OVErSIGht ..........coccveerivecnirscncrnenmeneiinniicnnne
Evaluation ..........coccoeviveeeevirenninins s
Transition and SUPPOM .........cccovrivmmrerninersieeesens e
Acquisition risk management ...

Note: These represent seven level 2 key process areas in SEI's Software Acquisition Capabihty Matus’y Model. We also evaluated one key
process area associated with the “defined” level of process matunty (level 3)}-—acquisition risk management.

CUSTOMS HAS INITIATED ACTIONS TO IMPLEMENT OUR RECOMMENDATIONS FOR
STRENGTHENING ACE MANAGEMENT

To address ACE management weaknesses, we recommended that Customs:

(1) analyze alternative approaches to satisfying its import automation needs, in-
cluding addressing the ITDglACE relationship;

(2) invest in its defined ACE solution incrementally, meaning for each system in-
crement (a) rigorously estimate and analyze costs and benefits, (b) require a favor-
able return-on-investment and compliance with Customs’ enterprise systems archi-
tecture, and (c) validate actual costs and benefits once an increment is piloted, com-
pare actuals to estimates, use the results in deciding on future increments, and re-
port the results to congressional authorizers and appropriators;

(8) establish an effective software process improvement program and correct the
software process weaknesses identified in our report, thereby bringing ACE software
process maturity to a least an SEI level 2; and

(4) require at least SEI level 2 processes of all ACE software contractors.

In commenting on our February 1999 report, the Commissioner of Customs agreed
with our findings and committed to implementing our recommendations. In April
13, 1999 testimony, the Commissioner outlined several actions Customs has under-

2C >C D€ >C > > DX >

10 GAO/AIMD-99-41, February 26, 1999.
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way to improve ACE project management and address our recommendations.!? In
brief, Customs:

(1) plans to acquire the services of a prime contractor that is at least SEI level
3 certified to help Customs implement mature software processes and plan, imple-
ment, and manage its modernization efforts, including AC%;

(2) plans to hire a Federally Funded Research and Development Center (FFRDC)
to support solicitation, selection, contract award, contract management, and ongoing
oversight of the prime contractor;

(3) has hired a contractor to update and improve the ACE life cycle cost estimate;

(4) has retained an audit firm to Xrovide independent reviews of Customs’ meth-
odolo?r for estimating ACE costs and revised cost/benefit analysis; :

(5) has engaged a contractor to update and improve the ACE cost/benefit analysis
by addressing our concerns, including use of ITDS as the interface for ACE;

(6) Ylans to perform additional cost/bencfit analyses of ACE increments and ana-
lyze alternative approaches to building ACE; and

(7) plans to ensure that each ACE increment is compliant with Customs’ enter-
prise systems architecture.

CONCLUSIONS

Successful systems modernization is absolutely critical to Customs’ ability to per-
form its trade import mission efficiently and effectively in the 21st century. Systems
modernization success, however, depends on doing the “right thing, the right way.”
To be “right,” organizations must (1) invest in and build systems within the context
of a complete and enforced enterprise systems architecture, (2) make informed, data-
driven decisions about investment options based on expected and actual return-on-
investment for system increments, and (3) build system increments using mature
software engineering practices. Our reviews of agency system modernization efforts
over the last 5 years point to weaknesses in these three areas as the root causes
of their not delivering promised system capabilities on time and within budget.12

Until Customs corrects its ACE management and technical weaknesses, the fed-
eral government’s troubled experience on other modernization efforts is a good indi-
cator for ACE. In fact, although Customs does not collect data to know whether the
first two ACE releases are afready falling short of cost and performance expecta-
tions, the data it does collect on meeting milestones show that the first two releases
have taken about 2 years longer than originally planned. This is precisely the type
of unaffordable outcome that can be avoided by making the management and tech-
nical improvements we recommended. ,

To Customs’ credit, it fully recognizes the seriousness of the situation, has quickly
initiated actions to begin correcting its ACE management and technical weaknesses,
and is committed to each of these actions. We are equally committed to working
with Customs as it strives to do so and with Congress as it oversees this important
initiative.

This concludes my statement. I would be glad to respond to any questions that
you or other Members of the Committee may have at this time.

PREPARED STATEMENT OF JAMES E. JOHNSON

Thank you Mr. Chairman, Senator Moynihan, and members of the Committee. It
is an honor for me to be here today in support of the United States Customs Service
and Customs’ efforts to carry out its intricate, dual responsibilities of facilitating
international trade and pursm’w aggressive enforcement of the law.

With me today is Raymond W. Kelly, Commissioner of the U.S. Customs Service,
and Nancy S. Killefer, the Assistant Secretary for Management and Chief Financial

11 Statement of Commissioner Raymond, W. Kelly, Commissioner of the Customs Service, Au-
thorization Hearing with the Customs Service Before the House Committee on Ways and Means
Trade Subcommittee, April 13, 1999. _

12Tax System Modernization: Mamii&ement and Technical Weakness Must Be Corrected if
Modernization is to Succeed (GAO/AIMD-95-156, July 26, 1995); Tax System Modernization:
Actions Underway but IRS Has Not Yet Corrected Management and Technical Weakness (GAO/
AIMD-96-106, June 7, 1996); Tax Systems Modernization: Blueprint Is a Good Start but Not
Yet Sufficiently Complete to Build or Acquire Systems (GAO/AIMD/GGD-98-54, February 24,
1998); Air Traffic Control: Immature Software Acquisition Processes Increase FAA System Ac-

uisition Risks (GAO/AIMD-97-47, March 21, 1997: Air Traffic Control: Comlglete and Enforced

hitecture Needed for FAA Systems Modernization (GAO/AIMD—97T39, 'ebru 3, 1997);

and Air Traffic Control: Improved Cost Information Needed to Make Billion Dollar Moderniza-
tion Investment Decisions (GAO/AIMD-97-20, January 22, 1997). :
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Officer of the Department of the Treasury. I ask the Chairman’s consent that my
written statement be entered in full into the official record of these proceedings.

INTRODUCTION

As each year passes, the world becomes a more complex and a more dangerous
place. The danger to law enforcement personnel is brought home to all of us this
week as we mark Police Week and honor those who have sacrificed their lives in
service to our Nation. Customs’ vital place within this law enforcement community
and in the service it provides to the country makes this an important hearing. We
thank the Committee for its continuing interest in, and support for the U.S. Cus-
toms Service.

This is a unigue moment in Customs’ long and proud history. It faces daunting
challenges based upon a mission that, on the one hand, requires the facilitation of
legitimate commerce and travel while, on the other, requires the greatest vigilance
in countering attempts to smuggle narcotics and other contraband into our country.

For our nation on the whole, the falling of trade and other barriers has had the
ggs:tive effect of increasing the flow of legitimate goods and honest travelers across

rders. It also, however, has created more demands on Customs, which constantly
must guard against drug traffickers who might seek to hide their illicit products in
ostensibly legitimate cargo. For Customs, this has meant a heightening of the chal-
lenges it faces as either the first welcome to the honest traveler or the first line
of defense against the dishonest.

Customs is meeting these trade and enforcement challenges in large part through
the dedication and professionalism of its people. It also, however, is moving into a
better position to respond to challenges because of its willingness to adopt changes
that will make an already strong agency that much stronger.

One of its most powerful agents of change is its Commissioner. Through his entire
professional career and, most notably for purposes of this hearing, as Under Sec-
retary for Enforcement and Commissioner of Customs, Raymond Kelly has had a
unique capability of evaluating an organization, reinforcing those elements 'proven
to be constructive, and overhauling those in need of repair. His ability to make
change work for an organization has always led to a more productive workforce,
more accountable management, and better service to the public.

In the case of Customs, the Commissioner is pursuing his agenda for change
through development of a detailed action plan that he actually began developing
while serving as Under Secretary. The action plan includes tangible goals for im-
provements in the organization’s structure, management, and operations.

My remarks today will focus mainly on the Department’s role, particularly that
of the Office of Enforcement, in providing support to Commissioner Kelly and Cus-
toms as they pursue the action plan and perform Customs’ mission in an environ-
ment of constrained budgets and increasing demand for services.

THE ROLE OF THE OFFICE OF ENFORCEMENT

Our support of Customs and its mission comes in a variety of forms, two of which
are policy guidance and operational oversight. By enhancing both, we help ensure
that Customs performs its mission as safely, professionally, and effectively as pos-

sible.

Policy oversight

The Office of Enforcement is actively involved in the developmert of Customs-re-
lated programs such as Operations Hardline, Gateway, and Brass Ring, as well as
the Border Coordination Initiative. These programs will better ensure that Customs
has the tools it needs and deserves to combat narcotics trafficking.

In addition, Enforcement works with Customs in the development and mainte-
nance of vital public-private partnerships to enhance trade, revenue collection, and
industry compliance, most notably through the Commercial Operations Advisory
Committee (COAC). This advisory c«ommittee was established several years ago at
the initiative of this Committee. It provides Treasury, and the Customs Service,
with the perspectives and advice of the private sector groups affected by Customs’
operations. Over the years, COAC has been highly influential on issues such as de-
velopment of an automated export reporting system, and streamlining of Customs

rocedures.

P Committee members also have assisted us in organizing efforts within the trade
community to keep drugs out of commercial shipments. Committee members were
leaders in creating the Business Anti-Smuggling Coalition and the Border Carrier
Initiative, both of which have effectively involved members of the international

trade community in self-policing efforts.
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Additionally, Customs has sought to leverage private sector resources to assist us
in meeting our goals. For example, at the Federal Express hub in Memphis, Ten-
nessee, Customs is able to use on-site resources to assist in clearing packages enter-
in%and leaving the United States.

ur support of Customs extends to the international arena, where we work to ob-
tain cooperation of other govemments on issues vital to Customs, including counter-
narcotics cooperation and the harmonization of Customs procedures. We also are
creating a single International Trade Data System for the collection, use, and dis-
semination of information on international trade. One of our most important efforts
is working with Customs to modernize its existing automated cominercial system
through the development of a new Automated Commercial Environment (ACE),
which will be critical to meeting trade processing needs of the future.

We also provide policy guidance to Customs and all of the Treasury bureaus on
operational issues. Policies created through such guidance include the Use of Force
Policy, Guidelines for Sensitive Undercover Operations, and General Guidelines on
the Use of Cooperating Individuals and Confidential Informants. Consistent policies
allow the various law enforcement agencies to work more effectively and safely to-
gether on task forces.

In addition, to strengthen policy coordination among Customs, other bureaus, and
the Department, such mechanisms as the Treasury Enforcement Council, the Treas-
ury Terrorism Advisory Group, and the Financial Crime Steering Committee and
Working Group have been established at the Departmental level. The Office of En-
forcement also promotes coordination with other agencies through representation of
Customs and other bureaus at interagency meetings involving Justice, the National
Security Council, ONDCP, and the Department of State.

Office of professional responsibility

To further enhance day-to-day omerational oversight, we created the Office of Pro-
fessional Responsibility (OPR) within the Office of Enforcement. OPR is structured
to have a Senior Oversight Advisor responsible for direct oversight of each enforce-
ment bureau and office. In addition, OPR will have advisors who deal exclusively
with crosscutting issues, such as internal affairs, inspection, training, and EEO.

While relatively recent in origin, OPR already has focused a great deal on the
Customs Service in an effort to support and improve the agency’s pursuit of its mis-
sion. Immediately upon creation of OPR, it was tasked with performing a top-to-bot-
tom, year-long review of the Customs Office of Internal Affairs and its processes.
The report was released to the Congress in February 1999. The recommendations
in OPR’s report, most of which have already been implemented by Commissioner
Kelly, will help dramatically improve Customs’ internal affairs capability.

Through OPR and the constant attention of senior policy makers, the Office of En-
forcement will ensure that the type of focus brought to the Internal Affairs review
will continue as Customs seeks to improve all of its operations.

Strategic planning process

Treasury is committed to using the strategic planning process to accomplish our
goals and guide budget formulation and resource allocation. The Secretary, Deputy

ecretary and the Under Secretary for Enforcement were personally involved in the
development of Treasury’s FY 1997-2002 Strategic Plan.

Worﬁing closely with the Office of Management and Treasury’s law enforcement
bureaus, the Office of Enforcement evaluated the missions and unique characteris-
tics of the bureaus and formulated broad policy goals for the Department’s law en-
forcement mission. These policy goals were discussed with enforcement bureau
heads in two planning off-sites chaired by the Secretary in June 1997. Based on the
Secretary’s guidance, Enforcement established priorities for Customs at that time to:
(1) prevent drugs from entering the country; and (2) ensure the highest percentage
of compliance to tariff and trade laws. Customs, as well as the other bureaus, then
developed .strategic plans which were reviewed, refined, and approved by the De-
partment.

The strategic plans provide direction for the budget formulation process and lay
the foundation for performance planning. Beginning in FY 1997, Treasury defined
performance goals for each budget activity and integrated into our budget justifica-
tion the proposed performance plan for the budget year, and the final performance
plan for the current year. Thus, budget justification documents request resources
under each budget activity and are linked to their respective performance goals and
supporting performance measures.

n addition, Enforcement is also working to coordinate law enforcement measures
with other agencies. During 1998, the Offices of Enforcement and Management
jointly created the Law Enforcement Performance Measures Working Group to for-
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malize the intra-agency coordination of law enforcement measures. While there is
much to be done in this area, Customs worked with the Department of Agriculture
and the Immigration and Naturalization Service to develop the interagency goal of
clearing international air passengers in 30 minutes or less, while improving enforce-
ment and regulatory processing.

As the Committee is aware, the performance measurement process throughout the
government is continuing to evolve. However, we are making a concerted effort to
measure and assess bureau performance in a proactive manner that is linked to re-
source allocation. Equally important, we are striving to assure the presentation of
key measures that reflect program results rather than the traditional output ori-
ented or workload measures. We share the Committee’s goal of ensuring that we
have the right measures and incorporating them in our budgget process.

As the performance measurement system evolves, we continue to assess how accu-
rately the measures in question reflect organizational effectiveness. Currently, the
measures judge success only as meeting a precise numeric goal, without reference
to how close a bureau comes to achieving that goal.

Thus, in FY 1998, Treasury law enforcement achieved approximately 63 percent
of its 115 performance targets. For its part, the Customs Service met approximately
46 percent of its 48 performance targets for FY 1998. If one includes those measures
where the Treasury law enforcement bureaus’ performance was at least 90 percent,
83 percent of the measures were met, and for gustoms in particular, their perform-
ance was at 79 percent. We are reviewing these results to determine how we can
work with Customs to improve its overall performance. As part of this review, we
are looking to determine whether the measures set were appropriate and that the
measures accurately reflect program results. To this end, Enforcement has worked
with Customs to refine its targets for FY 2000. As this process continues, we expect
to make further improvements in future presentations.

As the amount and quality of performance data grows more robust, Treasury will
continue to formulate its budget proposals based on concerns about gaps in perform-
ance. In many cases, demand-driven workload may be challenging the capacity to
achieve acceptable results. Despite a tremendous increase in its responsibilities,
Customs is making the best possible effort to achieve its goals. Automation is criti-
cal to Customs’ ability to enhance its efficiency and continue to meet its goals. That
is the principal reasun the ACE initiative is so vital. Other cases may also justify
resource enhancements for sensible investments in technology that improve produc-
tivity while also improving quality (e.g., non-intrusive inspection equipment for
ports and border crossings). We are committed to working closely with the Commit-
tee in making these assessments.

CONCLUSION

In summary, the Treasury Department is proud—and I am personally proud—of
the contributions that the U.S. Customs Service has made and continues to make
to this Nation. Treasury and Customs have defined goals and objectives to ensure
excellence in protecting our borders, defeatin% financial crimes, and facilitatin
international commerce and passenger service. Increasingly realistic strategies an
goals, effective law enforcement and compliance, and a commitment to work in part-
nership with the regulated commercial community toward modernization, will en-
able Customs to make great strides in meeting current challenges and to begin
preparations for the daunting challenges facing us in the 21st century.

PREPARED STATEMENT OF WILLIAM A. KEEFER

Chairman Roth and distinguished Members of the Committee, thank you for the
opportunity to appear before you. As the Assistant Commissioner of Internal Affairs
for the United States Customs Service, I am pleased to have been invited here today
to discuss Commissioner Kelly’s actions to reinforce’ the organizational integrity of
the Customs Service.

As you are aware, I joined the Customs Service as Assistant Commissioner for
Internal Affairs in February of this year. Prior to assuming my responsibilities with
this agency, I was a career federal prosecutor. I served as Interim United States
Attorney in the Southern District of Florida and as Deputy Chief of the Public In-
tegrity Section at the Department of Justice. In my 23 years as a federal prosecutor,
I investigated, prosecuted or supervised hundreds of corruption cases involving indi-
viduals that ranged from agency clerks to federal judges. I dealt with virtually eve
internal affairs, professional responsibility and Inspector General’s office in the fed-
eral government. While in the Miami United States Attorney’s office, I was directly
involved in some of the best—and worst—Customs Internal Affairs investigations
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and prosecutions. In short, I know what it takes to successfully investigate and
prosecute federal law enforcement corruption.

When I assumed my new position with the Customs Service, Commissioner
Kelly’: directive was clear: help him institute any and all measures necessary to en-
sure the highest standards of integrity throughout the agency. Mr. Chairman, I am
committed to that goal and welcome the challenge. Misconduct by Customs employ-
ees will not be tolerated under my watch.

Before addressing the reforms we are undertaking to ensure the highest caliber
of professional standards and ethics within the agency, I would like to take a mo-
ment to describe our employees. The vast majority are well-trained, highly moti-
vated and competent professionals who devote their lives to carrying out what may
be the most diverse and complicated mission of any agency in the federal govern-
ment. Every internal and external review of Customs has concluded that no sys-
temic corruption exists within the agency. These same reviews conclude that 99 per-
cent of our workforce are women and men of the highest integrity. While instances
of corruption in Customs are few, however we may not have always done a good
job in responding to allegations of misconduct. That is changed. ‘

We all know about the corrupting influences that Customs employees face daily.
We are committed to institutionalizing a system that will discourage our employees
from succumbing to those temptations and which will detect and punish those who
violate our laws or regulations. We want everyone to understand the rules as well
as the consequences of any illegal or improper activities. We are making changes
that will remain in place regardless of who heads the agency in the future.

As we implement the reforms necessary to ensure greater integrity and respon-
sibility on the part of all employees, we know you will be watching as you carry
out {our oversight responsibilities. We welcome that oversight and we want all our
employees to understand that there will be oversight of their activities as well.

Before I was appointed Assistant Commissioner, Mr. Kelly, who was at the time
Under Secretary of the Treasury for Enforcement, had already undertaken an inten-
sive and focused review of all internal investigative and disciplinary processes with-
in the agency. In addition, to elevate the issue of integrity to the highest rung of
the agency ladder, Commissioner Kelly took several important steps. First, he
placed my office—the Office of Internal Affairs—under his direct supervision. As a
result, I report directly to the Commissioner; there is no intermediary between us.
It is my job to keep him fully informed of integrity issues and investigations, and
to make recommendations on how to stren%'{hen and professionalize the Internal Af-
fairs mission. As you know, Commissioner Kelly demands top to bottom accountabil-
ity from his people. He wants to know what the problems of his agency are. He
wants solutions, not excuses.

In addition to elevating my office, the Commissioner elevated other important po-
sitions in Internal Affairs as well. He created a Senior Executive Service level Dep-
uty Assistant Commissioner position for Internal Affairs. That person will work
closely with me to ensure managerial control and operational effectiveness. He also
elevated the position of the Regional Special Agents in Charge to SES levels, giving
those positions parity with other federal law enforcement agencies. These new, per-
manent positions will attract the highest caliber of agplicants throughout Customs.
The benefit to Internal Affairs will be immediate and lasting. Mr. Chairman, I be-
lieve these actions underscore the personal priority and strong commitment the
Commissioner places on rooting out corruption within the a%ency. Let me take a mo-
ment to describe some of the reforms that Commissioner Kelly is implementing:

REPORTING MISCONDUCT

The Commissioner’s review showed that the process for reporting misconduct was
flawed. Under the old system, the options for reportin% misconduct were diverse and
often confusing. Some allegations were made in the form of a passing comment to
any available supervisor. Others were made in writing or through direct contact
with the Office of Internal Affairs. And some types of allegations were not required
to be reported to Internal Affairs at all. The procedures for documenting these alle-
gations, where they existed at all, were similarly broad. To correct the problem,
every allegation of misconduct, without exception, is now being reported directly to
my office. Every allegation is now being tracked by my office. This new procedure
is simple, unambiguous and ensures accountability.

To make this process work efficiently, my office is now staffed with a small cadre
of specially trained intake officers who make an initial determination regarding the
seriousness of each reported allegation of misconduct, including whether it is time-
sensitive or places the mission, personnel, or resources of the Customs Service in
immediate danger. Allegations of misconduct are scrutinized daily by an Intake Re-
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view Groug of Headquarters-level Internal Affairs agents and Labor and Employee
Relations alists. This team of experts decides whether and where to refer the
allegation for further action. This standardized process focuses reporting of sus-
pected misconduct and alleged criminal activity in a way which guarantees the most
effective response. In addition, a 24-hour toll- hotline and operations center has
been created and is staffed by Internal Affairs personnel to facilitate the timely re-

porting of allegations of misconduct.
DOCUMENTATION AND TIME LIMITS

The new allegation intake system triggers two important processes to ensure
freater accountability. First, a retrievable computer record will be created that will
follow the allegation from receipt to final disposition. Second, a clock will begin tick-
ing. For noncriminal allegations, specific time limits have been incorporated into the
intake system to govern when appropriate referral, investigation, reporting and
final action must be completed. Managers will be held accountable for compliance
with these deadlines. Furthermore, criminal investigations will be more closely su-
pervised. The quality and timeliness of these investigations are of particular concern
to me. Failure to exhaust viable leads or to interview knowledgeable witnesses is
inexcusable. An untimely report is often a useless report. These are failings of su-
pervision, both in the field and at Headquarters, and will not be tolerated. We will
require frequent case reviews by field supervisors, which will be tracked by Head-

uarters. Each noncriminal Report of Investigation will be reviewed by attorneys at
eadquarters before being apﬁroved by me, and evegy Ref)ort of Investigation will
include a clear finding for each allegation investigated by Internal Affairs. The new
standards and review process will serve to focus and improve the quality of the In-

ternal Affairs work product.
TRACKING CASES

Perhaps the most deficient area of Internal Affairs was our inability to track a
case from its inception to final disposition. Cases investigated by Internal Affairs
and then referred to management for administrative disposition were virtually im-
possible to follow. Our new automated Case Management System will merge the in-
vestigative and discipline case tracking systems and provide us with the tools to
monitor the status and disposition of all cases. I am not overstating the importance
of the new tracking system when I say it is the key to ensuring accountability on

all levels.
SPECIAL INVESTIGATIVE UNIT

An Internal Affairs special investigative unit is being formed at Customs Head-
quarters to handle the most serious and high-level cases. This rapid response team
will consist of a cadre of highly experienced aients at the GS-14 level, which is a
unique status for nonsupervisory personnel. These agents will be tasked with the
investigation of critical incidents worldwide, and they will report directly to me.
They will also quickly and efficiently handle misconduct investigations of SES and
GS-15 personmﬁ when the Inspector General returns these cases to Customs for in-
vestigation. There will be no foot-dragging when high-level employees and high-pro-
file matters are investigated by this new unit.

ROTATION

As you all know, there is always a degree of tension between investigators and
internal affairs personnel in every law enforcement agency. To improve cooperation
and effectiveness between these units, the Commissioner has instituted a rotation
process of senior agents between the two offices, including GS-13s, 14s and 15s. This
rotation will enhance agents’ understanding of investigative processes and build a
talent pool of future agency leaders. We respectfully disagree with the Insgector
General's recent conclusions regarding rotation between Internal Affairs and the Of-
fice of Investigations. The clear majority of Internal Affairs investigations do not in-
volve Office of Investigations agents. For that minority which does, a clear recusal

olicy and strong supervision will overcome any legitimate questions concerning a

Fack of objectivity by Internal Affairs.
STREAMLINING

To improve efficiency and enhance accountability for our anti-corruption efforts,
the Commissioner has restructured the Internal Affairs field operation, reducing the
number of regions from five to four. The most important restructuring will take
place along the critical Southwest Border. Under the new plan, the entire Southwest
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Border will fall under the control of a single Regional Special nt in Charge. This
will provide a single voice to effectively and e cientlypgeal velgtﬁ con'uptiog issues
on this long and very crucial border.

Retaliation and the fear of retaliation have been persistent allegations at Cus-
toms. Some employees have exx;fessed fear of retaliation by their managers if they
report misconduct to Internal Affairs for investigation. We are taking measures to
address this issue. First, specific training about retaliation and the istleblower
Protection Act will be made a part of the Internal Affairs Basic Course beginnin,
June 21, 1999. Second, in ap%topriate investigations, Internal Affairs agents wi
specifically advise managers whom thely interview about the rules prohibiting retal-
iation against their employees. Third, I will work with my fellow Assistant Commis-
sioners to make sure that retaliation allegations are aggressively and effectively in-
vestigated and resolved through the disciplinary process.

As the Commissioner has stated greviousl , the way Customs administers dis-
cipline has been revamped as well. For the first time, a service wide Disciplinary
Review Board will screen all substantiated investigations and recommend appro-
priate discipline in all serious cases.

Furthermore, the accountability of the deciding official has been made very clear,
and disciplinary action will be tracked in the field and at Headquarters. Under the
new system, discipline at Customs will be swifter and more consistent.

In conclusion, there is nothing more important to law enforcement than integrity.
Corruption endangers law enforcement agents, undermines public confidence, and
facilitates other crimes. My job—to make sure that Internal Affairs ¢ -es a better
job in attacking this insidious menace—is clear.

Mr. Chairman and Members of the Committee, I thank you for your time and at-
tention and I am now prepared to answer your questions. ‘

PREPARED STATEMENT OF RAYMOND W. KELLY

Chairman Roth, Senator Moynihan, and Members of the Finance Committee. I am
pleased to have the chance to appear before the Committee today. I believe these
oversight hearings are extremely important to the future of our agency. We at Cus-
toms continue to look for the support and guidance of this Committee and of the
Congress as this Service moves forward in carrying out its complex and important
mission. As Commissioner of Cusioms, I am fully aware of the critical role of over-
sight in improving the performan:e and inteirity of our Executive Branch agencies,
and I look forward to the exchange of ideas that will be generated during the course
of these proceedings.

The men and women of the Customs Service work hard to do their jobs well in
a time of exploding international trade and travel. The numbers of people and goods
passing through our ports continue to spiral. In 1998 we processecf over 19 million
trade entries, close to 2 million more than 1997, and approximately 955 billion dol-
lars worth of goods. Four hundred and sixty million passengers moved through our
inspection areas last year, 13 million more than the prior year. Despite these un-
precedented numbers, Customs continued to seize illegal drugs in record quantities.
At the same time, the agency tackled new threats to our citizens and our national
spclurity——-including Internet child pornography and the smuggling of nuclear mate-
rial.
Before President Clinton nominated me to Commissioner, as Under Secretary for
Enforcement at the Treasury Department, I began to work with Customs senior
management on developing a list of issue areas that required priority attention.
That list became the basis for a document we call Action Plan 1999, a concise sum-
mary of the focal points of our attention. Some of the most critical areas covered
in the Action Plan are Integ:'ity, Discipline, Accountability, Training, Passenger
Services, and Automation. I should add that our Action Plan is a living document.
It is constantly updated as new reforms are identified and as others have been com-
pleted. To ensure that there is follow-up on the items in the Action Plan, we des-
ignated our Management Inspection Division to oversee compliance with this effort.

Our reform initiatives are comprehensive, and cover everything from personnel
issues, to management methods, to technology. They are desfne both to address
weaknesses in Customs, and prepare the agency for the challenging era of global

trade ahead. . i
Our new Customs mission statement reflects these changes, and places a high pri-

ori‘%' on our values and our responsibilities: L, _
e are the guardians of our Nation’s borders—America’s frontline;

We serve and protect the American public with integrity, innovation, and pride;
and :
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We enforce the laws of the United States, safeguard the revenue, and foster law-
ful international trade and travel.

We began by focusing on integrity in our workforce. Customs, with its vast re-
sponsibility for enforcing our nation’s drug statutes, has a duty to ensure that its
corruption fighting efforts are second to none. Accordingly, we conducted a full re-
view of the Customs Office of Internal Affairs, the focal point of our integrity efforts.
We named a new Assistant Commissioner for Internal Affairs, a seasoned prosecu-
tor and former acting U.S. Attorney who also served as Deputy Chief of the Public
Integrity Section at the Justice Department. We've also reassigned some of the best
mvestxﬁatog's in the Customs Service to Internal Affairs, and have made rotations
through this office a positive stop on the promotion track for all agents. To further
verify our reforms, we're soliciting the counsel of a former Assistant Director of the
Federal Bureau of Investigation, as well as the Director of the Office of Professional
Responsibility at the Department of Justice.

To underpin our efforts in Internal Affairs, we replaced a weak, fractured and in-
consistent employee allegation and disciplinary process with a new, integrated sys-
tem. It includes a computer-tracking program that is designed to stop integrity and
disciplinary problems from falling through the cracks.

New accountability standards for all managers will help to secure our reforms. In
the past, decision-making authority was delegated to 301 ports of entry all across
the country. We have changed this by expanding the authorities and responsibilities
of the Directors of our Customs Management Centers, the regional offices that over-
st all the activities of a port. We've also developed a mandatory self-inspection pro-
gram. In the past, comprehensive inspections of our ports and agent offices were
conducted every 5 to 6 years. Now field managers must provide their own assess-
ments of their operations every 6 months, Their evaluations, in turn, will be
checked and verified by Headquarters every 18 to 24 months. By paying attention
to top-level oversight in our field operations, we will eliminate any ambiguity about
who 1s ultimately responsible for getting the job done.

Integrity cannot be instilled through discipline and accountability alone. It must
be reinforced through training. We created a new Office of Training, an office that
did not exist previously, to centralize our training initiatives. Enhanced trainin,
will be instituted for both in-service and new employees. This includes cultura
awareness and sensitivity training for new Customs inspectors, as well as integrity
training for all employees. We consider this initiative so important that we've cre-
ated a new, assistant commissioner-level post to head this office.

We're counting on these and other internal reforms to yield tangible results in
areas such as passenger services, the most visible side of Customs. For millions of
travelers, their first, and perhaps only contact with the Customs Service is at the
international arrival areas of airports and seaports across the country, That experi-
ence must be as efficient, courteous, and professional as possible, and at the same
time serve as an effective deterrent to smugglers.

In the past, Customs had been faulted for poorly communicating its inspection

olicies to the travelling public. In response to this criticism, we commissioned a
ﬂaading independent consultant to review our air and seaport passenger inspection
areas. This study yielded many valuable recommendations, which we're implement-
ing now. They include such practical improvements as streamlining our Customs
declaration forms, displaying better signs in our inspection areas, and improving the
way we communicate with travelers. In addition, passengers can fill out response
cards that are directed to Headquarters, and contact a new Customer Service Cen-
ter that we've established in Washington. In addition to fielding passenger com-
ments and complaints, the Service Center will serve as a collection point for data
and trend analysis about our field operations.

The most sensitive and challenging area of passenger services for Customs, how-
ever, remains the personal search. While at times unpleasant, the personal search
is the most effective method available to us today to counter the growing trend in
body smugglers, those persons who try to conceal drugs either on or in their bodies.
Last year éustoms seized over two and a half tons of illegal narcotics smuggled by
this means. The personal search is admittedly an unpleasant procedure, and one
that is by no means foolproof. To minimize the discomfort associated with this
countersmuggling tactic, Customs has turned to technology. We've deployed new
body-scan technology in two major airports, John F. Kennedy in New York and
Miami International. These devices, similar to common X-ray machines, limit or
abolish the need for invasive physical contact during a personal search. Customs
has asked for more funding for this and other technology from the Congress in the
President’s FY 2000 budget proposal. ) ) ) _

However, no amount of technology can protect against racial bias. Allegations
have been made that Customs has been targeting specific ethnic groups when select-
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ing passengers for personal searches. As Commissioner, I take these charges very
seriously. They must be heard and investigated. To ensure that we examine this
issue thoroughly and impartially, we've asked a high-level commission of prominent
public leaders to review our personal search tactics. The Customs Personal Search
Review Commission will have unfettered access to Customs facilities and employees,
and will submit its findings directly to the Commissioner’s office. To aid the Com-
mission and Customs, we've begun collecting extensive, detailed data on every per-
sonal search we conduct. This will be carried out on a daily basis and will allow
us to develop a national database against which we can check allegations and meas-
ure trends and indicators. _

With the help of the Commission, all aspects of this issue will be brought to the
fore. There is simply no place for bias, or even the perception of bias, in the U.S.
Customs Service. If substantive evidence is found that Customs personnel have en-
gaged in any form of racial bias, we will take swift and decisive action.

From an operational standpoint, there is no issue more critical to Customs future
than automation. It is the heart and soul of our commercial operations, and the key
to our relationship with the all important trade constituency. The Congress has
been and continues to be the most important outside agent of change in this area
for Customs, specifically with its passage of the Customs Modernization Act in 1993.

Today’s hearing offers Customs the chance to provide the Congress with perhaps
the most comprehensive assessment of our modernization efforts to date. It could
not come at a better time. Customs is now at a critical juncture in its efforts to meet
the mandates established under the Modernization Act, and we look forward to this

opportunity to update the Committee.
TRADE OPERATIONS

In fiscal year 1998, Customs processed over 19.7 million shipments of merchan-
dise entering the United States. With current personnel resourcer, Customs was
able to physically examine only about 3% of these shipments. By 2005, this trade
volume is expected to double. In the next 6 years, Customs will h:t ve to process
roughly 40 million shipments of merchandise. The staggering growth 'n trade, cou-
pled with the expectation that growth in personnel .resources will remain flat,
means that 6 years from now, Customs will be able to examine only a little over
1% of the cargo entering this country.

This is a sobering thought. The risk of noncompliant, illicit, or even dangerous
cargo crossing our borders and reaching the public is great. To address this risk,
Customs has developed a comprehensive risk management strategy and redesigned
its trade processes to make the most effective use possible of the resources we have.
Implementing this strategy, however, requires enabling legislation and the support
of modern, sophisticated automation. The legislation was provided largely in the
form of the Customs Modernization and Informed Compliance Act (hereafter re-
ferred to as the Mod Act), which passed with the NAFTA legislation in December
1993. Acquiring the automated support to fully implement the risk management
strategy, trade compliance redesign, and the Mod Act has been and continues to be

- a challenge.

RISK MANAGEMENT

In an environment where nearly $1 trillion of imports enter this country every
year, managing the risk in trade compliance means dispensing with low-risk, com-
pliant trade rapidly and concentrating our resources on noncompliant or high-risk
trade. In response to this environment, Customs has developed a fully-integrated
trade risk management program. Through this program, Customs manages risk by
analyzing data and information to identify areas where the risk of noncompliance
is greatest and applying our resources accordingly.

Key components of this risk management program are Primary Focus Industries,
Compliance Measurement, Compliance Assessment and Account Management.

. PRIMARY FOCUS INDUSTRIES

Our risk management program incorporates a primary focus industry (PFI) ap-
proach. Customs deliberately focuses resources on PFIs to eénsure that we devote
particular attention to trade areas that merit the highest priority because of such
factors as revenue, quota and domestic industry impact. The PFls are agriculture,
automobiles, communications, critical components (bearings and fasteners), foot-
wear, production equipment, steel, textiles and apparel.
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COMPLIANCE MEASUREMENT

Customs measures the com%h'ance rate of all goods entering the United States by
using statistically valid sampling techniques to select cargo shipments to examine,
Through these examinations, Customs develops a picture of compliance levels for all
imports and pinpoints areas where the most serious trade violations occur. In 1998,
the compliance rate for imports in PFIs increased from 83% to 84%, while the over-
all compliance rate for imports remained at 81%.

. Customs has recently refined compliance measurement by factoring materiality
into the analysis of compliance problems. Recognizing that all violations of trade law
are not equal and t 1at some violations require a more vigorous response than oth-
ers, Customs convened two task forces, one internal and one in cooperation with the
trade community, to determine the types of discrepancies to be considered materi-
ally significant, as opposed to letter-of-the-law discrepancies. This new methodology
was applied to the 1998 compliance measurement. Considering only the significant
discrepancies, the compliance rate was 89% overall, and 90% for imports in the pri-

mary focus industries.
COMPLIANCE ASSESSMENT

Compliance assessment is another major tool that Customs uses to identify risk
and develop corrective actions. During a compliance assessment, Customs assesses
an importer's internal controls through statistical sampling and validation of import
transactions. Customs uses compliance assessments on the largest importers (those
importing at least $10 million per year), which covers most of the major importers
in primary focus industries.

In the three years since Customs initiated the compliance assessment program,
200 assessments have been completed, while 187 are in progress. Customs has suc-
cceded in assessing a substantial segment of the importing community. These com-
panies account for 23.5% of all imports (by value) and 43% of PFI imports.

In addition to the assessment of risk resulting from these compliance assess-
ments, Customs has recovered $100 million in revenue through this program. Ap-
proximately $70 million of this amount came from importers disclosing their own
discrepancies and submitting the resulting duties.

ACCOUNT MANAGEMENT

Our account management program enables Customs to manage companies in
their totality rather than dealing with them strictly on a transaction by transaction
basis. Customs assigns account managers to work with the largest importers to im-
prove their levels of compliance. Account managers strive to ensure uniformity in
Customs actions affecting importers, serve as agents for educating importers on
compliance issues, and work closely with their accounts on correcting and monitor-
in% compliance problems.

he account management program covers a broad segment of the importing com-
munity. Currently, 25 national account managers handle 159 accounts, representing
25% of the value of all imports and 32% of entry-line volume. By assigning account
managers to these larger importers, Customs maximizes the impact of this program
since increasing compliance among this group of importers will heve a substantial
effect on compliance rates overall. In addition to these national accounts, Customs
is also using the account management approach for 300 smaller accounts that are
managed by teams in ports throughout the country.

Each of these national srograms allows Customs to collect and analyze data to
identify noncompliance and its root causes, to develop and implement solutions, and
to monitor the effectiveness of our efforts and progress toward our goals. Using
them together in a deliberate, systematic fashion constitutes the heart of Customs

risk management program for trade.
TRADE COMPLIANCE REDESIGN

Risk management programs have an integral role in Customs comprehensive ef-
fort to redesign cargo processing. The cornerstone of this effort is a dramatic shift
from a work environment centered on reviewinﬁ individual cargo transactions to a
highly automated, account-based focus. This shift is an inevitable result of our need
to manage trade risks and modernize operations to keep pace with the explosive
growth of international trade, advancements in automation, and Mod Act mandates.

Customs laid the foundation for a new era of highly automated, account-based
processing by launching the Automated Commercial Environment (ACE) prototype
in April 1998. More than 40,000 shipments have cleared Customs using ACE in its
first year of operation. Each of these shipments benefited from the fastest, most effi-
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cient cargo clearance and examination procedures available to importers who dem-
onstrate 'ih compliance with trade laws. ACE cargo gets released based solely on
electronic shipment data, which eliminates cargo paperwork, speeds up cross-border
traffic and frees up Customs inspectors to devote more time to law enforcement and
less time to handling paper.

The ACE prototype is proof of the theory that Customs can rapidly clear cargo
while ensuring a high level of compliance with trade laws. This balance of facilita-
tion and enforcement is only possible through employing our risk management pro-
grams in combination with enhanced automation. Customs and the trade commu-
nity are eager to proceed with further ACE development so that the successes of
the ACE prototype can be repeated for all types of cargo transactions and the full
potential of the Mod Act can be realized.

COMMITMENT TO IMPLEMENTING THE CUSTOMS MODERNIZATION AND INFORMED
COMPLIANCE ACT (MOD ACT)

Customs has made significant progress in implementing the Mod Act. All major
component areas—automation, enforced compliance, informed compliance, and
legal—have been the focus of a concerted implementation effort. The following sum-
mary describes developments in each of these areas:

AUTOMATION

Full implementation of the automation elements of the Mod Act requires capabili-
ties beyond what our legacy system, the Automated Commercial System (ACS) can
provide. Almost all of these elements require extensive computer programming and
infrastructure improvements at the Customs data center and in field locations
throughout the country.

Of the eight automated programs provided for in the Mod Act, five are prototypes
currently undergoing field testing and one has been fully tested and awaits approval
for implementation. These include: reconciliation, electronic periodic payment, re-
mote location filing, violation billing, automated protests, and the National Customs
Automation Program (NCAP) account based declaration (also known as the ACE
prototype). The remaining two, electronic bonds and drawback, are in development.

ENFORCED COMPLIANCE

Customs has addressed violations of trade law through a series of enforced com-
pliance initiat'ves that utilize interdisciplinary teams, nationally coordinated en-
forcement actions and sophisticated data analysis techniques. Of 13 pm{'ects con-
cerning enforced compliance elements of the Mod Act, ten have been implemented,
two are currently being prototyped, and one is a proposal under final review. Major
enforced compliance initiatives include:

Enforce Evaluation Teams.—a new concept that brings investigative and oper-

ational staff together on teams that jointly review potential or confirmed compliance
problems and select appropriate enforcement responses. These teams have been es-
tablished in 12 locations and implementation at all 47 service ports is anticipated
for later this year. The full impact anticipated from implementing the enforce team
concept will not be realized without enhancements to the existing automated sys-
tem.
Company Enforced Compliance Process.—an enforcement program designed to
systematically review those cor?‘@anies with low compliance measurement rates. Of
tge 43 companies reviewed in 98, 70% have shown signs of improvement. Cus-
toms has identified 130 additional candidates for this program,

Interventions.—initiatives designed to confront major trade issues through nation-
ally coordinated actions, ranging from informed comJ)liance assistance to investiga-
tions. Approximately 50 interventions have been conducted or are in progress.

INFORMED COMPLIANCE

Informed compliance has been integrated into the way Customs does business and
remains an ongoing program of information, outreach and education. Customs has
instituted seven of nine major initiatives intended to sugport the informed compli-
ance elements of the Mod Act. Two initiatives are still being tested. Implemented
programs include compliance measurement, national and port account management,
compliance assessment, the importer compliance monitoring program, and the
Multiport Approach to Raise Compliance (MARC 2000) initiatives. Collectively,
these initiatives have fundamentally changed the way Customs interacts with the
trade community by promoting increased cooperation and information exchange to

improve compliance levels.
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Customs has further demonstrated its commitment to promoting informed compli-
ance through a comprehensive outreach program. Since the Mod Act passed, Cus-
toms has issued over 58,000 rulings, agproximately 7,500 classification reviews, and
35 informed compliance publications. Customs also has held 136 national seminars
to educate the trade community on a variety of compliance topics and publishes an
official trade and informed compliance magazine, Global Trade Talk, which has a
circulation of more than 10,000. Customs supplements all of these outreach activi-
ties with our web site, where the trade can readily access up-to-date information
on trade programs and compliance issues.

LEGAL

Customs has issued final regulations, requested public comment on proposed reg-
ulations, or is conducting ongoing tests on all major Mod Act proposals that can be
done under the existing automated system. Implementation oP the Mod Act-related
regulations is substantially complete. Fifteen regulation packages have been final-
ized and issued. These include recordkeeping, drawback, seizures, and an increase
in the informal entry limit to $2,000. The remaining 11 are in various stages of the
rulemaking process, with regulations governing laboratory accreditation and vessel
boarding in final review.

CHALLENGES

While Customs has made substantial progress, in varying degrees, in all aspects
of the Mod Act, it is nonetheless hampered in its ability to fulfill the “spirit” of the
legislation. By this we refer to our mandate to match a changing business world’s
needs with an equally sophisticated and streamlined approach to trade processing.
Our primary challenge in this regard is the lack of modern automation.

This inadequacy has forced Customs to implement modern business practices that
require modern automated solutions using an antiquated automated system. As a
result of having to work within the structure of a cumbersome and outdated legacy
system (ACS), automation elements of the Mod Act are implemented with only par-
tial automated support and with less efficiency than intended. Without significant
investment in modern automation, these Mod Act programs will continue to rely
heavily on manual processing support, and will therefore most likely remain in pro-

totype status.
TRADE PARTNERSHIPS

The Mod Act requires that Customs consult with the trade community prior to
proposing or drafting regulations and prototyping certain programs. Customs wel-
comes the input of the trade community into the formulation process and actively
seeks their involvement through fora such as the Trade Support Network (TSN), a
broad spectrum of the trade community that works with Customs on ACE develop-
ment.

While this level of consultation results in longer implementation time frames for
regulations and programs, it does ensure that Customs and the trade work in tan-

dem on new rules and processes.
TRADE OPERATIONS SIMPLIFICATION PROPOSALS

Despite the far-reaching operational improvements supported by the Mod Act,
many areas of trade operations remain extremely complex and technical. We believe
that some of these areas would benefit from major simplification efforts. Two of
these areas where the Committee could provide assistance are the tariff schedule

and drawback.
A SIMPLIFIED TARIFF

The current U.S. tariff is so large that it requires two volumes and contains ap-
proximately 20,000 different classification numbers for imported products. This com-
plexity exists even though duty-free products account for almost one-half of the total
value of U.S. imports and are expected to account for an even larger share as a re-
sult of the remaining Uruguay Round tariff reductions. Furthermore, despite the
enormous complexity of the tariff, we expect importers to have at least a 90% over-
all compliance rate for their product classifications, and at least a 95% rate for pri-
mary focus industry products, such as textiles or steel. Not surprisingly, many im-
porters are having difficulty reaching this level of compliance. '

The growth of duty-free imports and the inherent difficulties importers face in
mastering product classification increasi%ly bring into question the need for a high-
ly complex U.S. tariff. As you know, the Chairman of the Ways and Means Commit-

57-988 99-5
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tee has requested that the U.S. International Trade Commission (ITC) conduct a
study on tariff simplification. The ITC has just issued a draft simplified tariff sched-
ule. We qugport their initial effort, and we are working closely with them in sug-
gethtxlrl\g ;%nonal simplifications. The final ITC report is due to Ways and Means
in July .

We believe that if the simplified tariff were enacted, classification compliance
rates could improve by five percentage points or more. That could result in a re-
duced examination rate for many of the more compliant companies. We hope that
gggmance Committee would support the required legislation to enact a simplified

DRAWBACK

Customs is aware of the Committee’s concerns regarding the highly complex
drawback program. An{ program that involves over $500 million per year in refunds
by the government will always be the subject of disagreements on eligibility, docu-
mentary requirements, and timing. As you know, Customs worked very closely with
the trade community in developing and implementing the new drawback regula-
tions. Although this_industry-government collaboration resulted in an outstanding
program that earned a “Hammer Award” from Vice-President Gore, this effort was
very time consuming and resulted in almost 250 pages of final regulations.

e believe that the drawback statute could benefit from a simplification exercise,
and if it is the Committee’s wish, Customs would be happy to participate in any

such effort.
LONG-TERM COMMITMENT TO THE AUTOMATED COMMERCIAL ENVIRONMENT (ACE)

Investments in trade modernization remain a priority for Customs. Continued re-
liance on the 16-year old Automated Commercial System (ACS) will subject both
Customs and the trade to risks of degraded service. ACS relies on old technology
that is costly to maintain and is not conducive to supporting the requirements of
the reengineered trade compliance process. In the period from mid-September 1998
through early-March 1999, ACS experienced significant processing slow downs that
adversely affected the trade’s ability to process entries quickly and cost-effectively.
Recent investments at the Customs data center will alleviate the problems in the
short term. However, we can anticipate reoccurrences of these problems without ad-
ditional and substantial investments at our data center; in a modernized data net-
work technology; and in personal computers and desktop software to support our
field personnel.

Customs is committed to the development of the Automated Commercial Environ-
ment (ACE) as our commercial system for the 21st century. ACE is necessary for
several key reasons: to cope with the enormous growth in international trade; to
meet legislative requirements for informed compliance; to improve financial controls
over the more than $21 billion in revenue collected annually; and to meet the re-
quirements articulated by the trade and Customs field personnel as part of the
trade process reengineering effort.

Given the size of the investment that ACE represents, it has received substantial
scrutiny. As a result, a number of issues have been raised about Customs ability
to manage such a large project. We take these concerns seriously, and have imple-
mented a series of actions to strengthen our ability to make investment decisions
and manage ACE and all other information technology projects.

To improve project management, Customs has:

Hired a Chief Information Officer (CIO) with extensive experience in enterprise
architecture and major systems acquisition;

Reorganized the Office of Information Technology to Erovide for improved account-
ability and program control. An important element of the reorganization was the es-
tablishment of staff offices for Technology and Architecture, Strategic Planning, Pro-
gram Monitoring, and Resource Management that are responsible to the CIO for:
improved investment management; further progress on the enterprise architecture;
enhanced controls over software development; and the development and implemen-
tation of software process improvement plans;

Hired a Federally Funded Research and Development Center (FFRDC) to assist
with system acquisition and development planning, evaluation and oversight; and

Plans ‘o acquire the services of a prime contractor to help plan, implement, and
manage its in?ormation technology modernization efforts. The contractor will be re-
sponsibie for implementing mature software development processes which Customs
will adopt, and will assume the risks associated with delivering functional compo-
nents of ACE and other software projects. Modeled after the experience of the Inter-
nal Revenue Service in addressing concerns about its tax modernization efforts, Cus-
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toms will uti_lize the experience of the FFRDC from prime contractor acquisition
strategy, to bidding and selection, to award and contract management. The FFRDC
will also provide support to Customs in overseeing prime contractor performance.
Customs intends to give this the highest priority, witK the goal of having a contract
in place within 12 months from the time of initiation. However, before the contract
process begins, Customs needs a commitment on a reliable source of funding.

To improve the management of the investment in ACE, Customs has:

Engaged a contractor to update and improve the ACE cost-effectiveness analysis
(CEA) which will be available for extermal review in the coming weeks. This CEA
will incorporate analytical approaches responsive to direction previously provided by
General Accounting Office staff, including reflecting use of the International Trade
Data System as the trade interface for ACE. However, Customs recognizes that still
more work is required beyond the current effort and commits to follow-on work that
will a) analyze the cost effectiveness of ACE functional increments; and b) rigorously
analyze alternative approaches to building ACE; and

Engaged Klynveld Peat Marwick Goerdeler Limited Liability Partnership (KPMG)
to provide an independent review of Customs methodology and assumptions for soft-
ware development and infrastructure costs. KPMG’s preliminary review found our
approaches for cost estimation to be sound and appropriate. KPMG is now reviewing
the completed CEA referenced above and advising on the follow-on work.

We will work closely with the General Accounting Office on concerns regarding
the appropriate level of architecture definition. As part of its investment manage-
ment process, Customs has initiated a documented review process that ensures that
all proposed investments comply with its architecture standards and are not redun-
dant of other information technologv projects.

It's important to note that the continuing controversy surrounding ACE is mask-
ing the urgency of making the necessary investments in infrastructure moderniza-
tion required for Customs to meet its mission responsibilities, Approximately 54%
of estimated costs associated with ACE are for software development and mainte-
nance over an eight-year period. The rest of the investment is required to replace
an outdated and problem plagued data network, to acquire additional computing ca-
pacity at the Customs data center, and to provide for regular updating of deskto
computing capabilities necessary to stay abreast of rapidly changing technology. Alp
most all of these infrastructure investments would be necessary even if Customs is
forced to continue to rely on the outdated ACS.

The limitations imposed on Customs infrastructure modernization is also ad-
versely affecting our efforts to combat narcotice smuggling, screen international
travelers, and provide automated mission support to aid management controls and

operational efficiencies.
YEAR 2000 PROGRAM

Customs depends heavily on its computer systems to provide timely, accurate, and
reliable information. This function is criticaf, to the agency’s capacity to fulfill its
trade and enforcement responsibilities. It was therefore crucial to avoid any poten-
tigl problems from the Year 2000 situation confronting electronic systems every-
whnere.

Customs has been very successful in achieving its goal to get all its critical sys-
tems Year 2000 compliant. This was managed within budget, in accordance with
prescribed General Accounting Office (GAO) and Treasury guidelines. It was also
achieved ahead of deadline dates, and without negative impact or interruption of
daily operations and services.

Approximately 21 million lines of program code were successfully renovated and
tested. This code, in addition to system software, is currently operational. Customs
also identified, tested, and evaluated over 5,000 non-information technology (non-IT)
assets for compliancy. These included facility systems, portable radios, lab equip-
ment, building security systems, and other such products having date-related func-
tions. We ensured the continuity of our business operations, and submitted to the
Treas Department business quality assurance plans. We checked, upgraded, or
replaced nearly 19,000 personal computers for Year 2000 compliance, and replaced
300 telephone systems and 156 voice mail systems.

In previous testimony before the House of Representatives Committee on Ways
and Means (February 24, 1999), GAO reported that Customs had made good
progress to date in addressing its Year 2000 problem, thanks in large part to the
effective program management structures and processes that it has in place. This
program remains on schedule, and outlines plans for the completion of all remaining

tasks.
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RESOURCE ALLOCATION

_ Customs contracted with Price Waterhouse Coopers to develop a resource alloca-
tion model for the entire agency. The decision to contract for the development of the
model was made due to the ability of the consultant to provide a specific range of
expertise and technical skills not available within Customs.

~ustoms was faulted in two GAO audits for not having a consistent resource allo-
cation methodology. Past practices were focused on isolated projects or events, and
did not look at the agency as a whole. Nor was there a systematic method of estab-
lishing linkages between various occupations in the agency. For example, hiring de-
cisions for one particular set of employees were not analyzed for their impact on
other sets, in terms of additional support needed.

The contractor did not produce a staffing allocation table for Customs. The con-
tractor only developed the methodology and the software for Customs to use in de-
termining resource requirements. The model is not a substitute for management de-
cision making. Rather, it is an additional ool for helping Customs to determine its
needs and to analyze how changes in one area of operation might affect others

throughout the agency.
USER FEES

The FY 2000 budget request includes two new user fee proposals. They are:

Passenger processing fee

The President’s FY 2000 budget proposes to increase the fee paid by travelers ar-
riving in the United States by commercial aircraft and commercial vessel, and to
remove certain exemptions from this fee. Proceeds of the fee increase would par-
tially offset Customs costs associated with air and sea passenger processing. Subse-
quent to the budget submission, authorization legislation will ge transmitted to
allow the Secretary to increase the fee paid by air and sea passengers and to remove
existing exemptions from this fee. In order for Customs to be able to collect $312.4
million for FY 2000, collections would have to begin on July 1, 1999.

Automation modernization fee

The FY 2000 bud?et also proYoses to establish a user fee for Customs automated
systems. Proceeds of the fee will offset the costs of modernizing Customs automated
commercial operations and an international trade data system, and would become
available after FY 2000. Subsequent to the budget submission, authorization legisla-
tion will be transmitted to allow the Secretary to establish a fee for the use of Cus-

toms automated systems.
CUSTOMS ENFORCEMENT OPERATIONS

In addition to its mission of managing the flow of legitimate trade and travel
across U.S. borders, Customs also has a very broad enforcement mission—encom-
passing drug smuggling, money laundering, international child sexual exploitation
and child lagor, antiterrorism, and violations of U.S. import and export trade laws.

It is a tremendous challenge to protect U.S. citizens and industry from these
crimes (the majority of which are high priorities of the Administration and Con-
gress) while not unduly impeding the movement of law-abiding persons and compli-
ant goods. It becomes even more daunting in the face of ever increasing levels of
trade, expanding responsibilities, and changing threats.

Recognizing this challenge, the Mod Act legislated that industry assume greater
responsibility to ensure maximum compliance with the trade laws. By working in
partnership with industry, Customs would be able to reduce cases of inadvertent
noncompliance. This would then free up enforcement resources to address willful
violators in the trade and other high-priority enforcement areas. We are beginning
to see the benefits of this approach. Aggressive industry outreach and partnership
programs have increased the compliance rates of our primary focus industries. How-
ever, with the continued increases in international trade and travel have come in-
greased opportunities for criminal activities in areas over which Customs has juris-

iction.

The magnitude of the problem we are charged with addressing is enormous. Cus-
toms seizes more drugs than any other Federal agency—but our share represents
only perhaps 20% of the amount of cocaine available to enter the U.S. Last year,
Customs seized over $426 million in monetary instruments. A banner year by any
agency’s standards. But this success pales in comparison to the magnitude of the
problem—estimated to be in the trillions of dollars, globally. Despite our impressive
accomplishments, we are only scratching the surface.
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MEASURING THE EFFECTIVENESS OF OUR ENFORCEMENT OPERATIONS

Measuring the effectiveness of our enforcement efforts is a challenge that contin-
ues to place Customs and our sister law enforcement agencies in a unique and
somewhat difficult position. The principal challenge to developing realistic enforce-
ment measures is defining the universe. Unlike the commercial side, where import-
ers are forthright in declaring merchandise and &alvin duties, enforcement’s tar-
geted population, by its ver{ nature, is deceitful. Wi lfufviolators of the law do not
submit manifests detaili ow many pounds of cocaine they are bringing into the
country or how many millions of dollars they are taking out. Without a baseline
against which to compare our efforts, traditional measures such as arrests, seizures,
indictments, and convictions, are limited in their value. None account for displace-
ment or deterrence, and others, like indictments and convictions, are highly depend-
ent upon factors beyond our control.

Notwithstanding these obstacles, Customs has taken the charge of developing
meaningful performance measures, to include outcome measures, very seriously. Not
because the Results Act mandates it, but because it is the right way to do business.
The public’s confidence must be earned through responsilﬁe and sound decision
making, enhanced productivity and, above all else, unquestionable integrity through
accountability.

In keeping with this philosophy, we believe our most notable success has been
with our counterdrug and money launderin strategies. Over the last year and a
half, we have been developing a measure called the Cost of Doing Business. In es-
sence, this outcome measure will track the costs incurred by criminal organizations
to smusgle drugs into the U.S. and to launder money. Our theory is that the risk
imposed by law enforcement is the (frincipal factor in the cost of these illicit activi-
ties. As the risk of apprehension and seizure increases, cost will increase consequen-
tially. By monitoring costs across the entire spectrum of modes, methods and geo-
graphic areas, we can accurately gauge the effectiveness of our efforts.

As noted above, the risk assumed by the violator is contingent upon our effective-
ness in enforcing the law. However, there is some breaking point where the risk will
outweigh the reward. What that point is exactly, we do not know. We can reason-
ably assume, however, that these levels do exist and that as we improve our effec-
tiveness, more and more criminals will be forced out of business.

Beyond that, there appear to be other benefits of increasing transportation costs
for imported dru?s. Strong evidence exists to support the view that increased costs
at the wholesale level directl{ affect consumption. Economists believe that increased
costs at the import level will cascade through each segment of the distribution se-
quence and culminate at the retail level. Street dealers respond by either raising
prices or reducing purity.

Various studies have shown that drug consumption decreases with a commensu-
rate increase in price or a decrease in purity—even for highly addictive substances
such as heroin and cocaine. For instance, researchers have found that, at a mini-
mum, cocaine consumption decreases by 1% for every 2% increase in price. There-
fore, we believe a causal relationship exists between our enforcement efforts and
consumption.

Customs is very enthusiastic about these measures. Recently, we completed a fea-
sibility study of cocaine transportation costs. It has been reviewed b
econometricians and statisticians in the counterdrug research community and all
support our conclusions that this is a viable measure. We are now in the process
of collecting historical data to analyze how these costs have changed in relation to
the employment of our enforcement resources. The feasibility study for the Cost of
Laundering Money is underway—we expect similar results.

In the outbound arena, Customs has develo%ed measures to determine our effec-
tiveness in targeting export cargo violations. Baselines have been set and we will
work toward improving our efficiency rates. In addition, Customs continues to meas-
ure the increased number of currency, munitions, high technology, and Office of For-
eign Assets Control (OFAC) seizures made in the passenger and cargo arena. Rec-
ognizing that better outcome measures are necessary, Customs strives to automate

‘the export process to provide better targeting information and to increase resources

to augment enforcement efforts.
ALLOCATION OF OUR ENFORCEMENT RESOURCES

There are three factors that determine where and how we allocate our enforce-

ment resources: workload, performance, and national priorities. )

Threat is the principal component of enforcement workload. Determinants of
threat include: proximity to the U.S. border; the number of arriving international
passengers, vehicles, containers, aircraft, vessels and the level of threat they present
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b{ virtue of their country of origin or }foint of embarkation; and demographic factors
of the office’s area of responsibility. Historically, Customs has used intelligence as-
sessments and information based observations, such as a high caseload or high sei-
zure rate, to evaluate threat. There are limitations, however, in relying solely on
this type of information. While intelligence is a critical component of evaluating
threat, it is qualitative in nature and cannot be incorporated into quantitative mod-
els. Also, while data such as seizures and caseload are indicators of threat, they are
delpgndent, in part, upon resource levels. This results in a circular argument when
solving for resource requirements and limits their utility when used as a workload
factor in resource allocation models.

To provide managers with a more objective and quantitative means of determin-
inf threat, Customs has developed standardized threat assessments to evaluate the
relative level and distribution of the threat within our Special Agent in Charge
(SAIC) and Resident Agent in Charge (RAIC) offices. Although these standardized
threat assessments do not provide an empirical determination of the threat level,
they do provide us with a sense of where, geographically, our high threat areas are
and how the threat is distributed among our priority enforcement mission areas.
These standardized threat assessments have already proven themselves as a very
useful resource allocation tool. They are currently being used by our Office of Inves-
tigations as an instrument in determining Special Agent staffing needs at our SAIC
and RAIC offices. Our ability to carry out the recommendations of these resource
allocation evaluations is limited, however, due to relocation funding constraints. We
are in the process of developing standardized threat assessments for our foreign of-
fices, as well,

When evaluating workload, we must also account for inherent interdependencies
among our enforcement officers. For example, a large part of the workload of our
special agents is driven by the results of our inspectors. When an inspector discov-
ers a violation, it is referred to a special agent. The special agent opens an inves-
tigation to determine the source of the crime, identify additional co-conspirators and
parlay the inspector’s success into additional and even more substantial results.

Quantitative performance measures, such as seizures, arrests, indictments and
case load, are compared against workload factors to assess each office’s performance
and results relative to its workload. Recognizing the inherent limitations of these
output measures, evaluations must take into consideration qualitative factors, such
as the quality and impact of our investigative cases, the quality of our enforcement
results, and narrative intelligence assessments regarding the threat. Eventually,
upon completion of the data collection and analysis process, the Cost of Doing Busi-
ness measures will also be factored into-these evaluations.

The magnitude of our enforcement responsibilities, combined with nominally stag-
nant resource levels, requires that final decisions regarding the allocation of re-
sources be made in the context of national priorities. These priorities are established
based on Presidential and Congressional guidance, directives and strategies.

SUMMARY

Members of the Committee, Customs is committed to fulfilling the mandates laid
out before it by the Mod Act of 1993. We have done our best to carry out our obliga-
tions as far as we possibly can without the essential component that is still lack-
ing—a new automated system. That system, ACE, will allow Customs to become

ly modern and stay fully modern. As long as we are working with the outdated
ACg system we will remain handicapped, and incapable of fully meeting our legisla-
tive requirements.

The explosion in global trade underscores this critical need. The total percentage
of goods that Customs can examine is declining dramatically. Our capacity to focus
on%ﬂgh-n‘sk goods, and to maximize the resources we have at hand, must increase.
By managing risk we not only improve the efficiency of the flow of trade through
our borders. We also provide a vastly improved national defense against the scourge
of drugs and the threat of tainted and fraudulent products.

Customs has taken dramatic steps to ensure that our modernization efforts are
competent, well managed, and up-to-date. We have worked closely with the private
sector on both the design and the technical specifications involved in trade mod-
ernization. And we will continue to do so through entities such as the Trade Support
Network, our federally funded research and development center, the Mitre Com-

any, and the private contractor we will hire when resources are made available.
&’e’ve restructured our Office of Technology, appointed capable and experienced
leaders for this project, and reviewed our cost and accounting methods with an inde-
pendent consultant. We've also run a series of prototypes for a new automated sys-
tem that has met with great praise from the private sector.
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We believe we have a sound strategy for modernization, one that is in step with
a changing world’s trade and enforcement needs. Customs looks forward to working
with the Congress to ensure that this strategy is fully implemented.

PREPARED STATEMENT OF CHARLES MORGAN KINGHORN

Mr. Chairman and Members of the Subcommittee:

My name is Morgan Kinghorn and I am a partner with PricewaterhouseCoopers
(PwC). I am pleased to have this opportunity to discuss how the U.S. Customs Serv-
ice is improving the linkage between its performance and its resources.

Last year, the U.S. Customs Service gartnered with PwC to develop a Resource
Allocation Model that would enable the Customs Service to improve the methods by
which it allocates resources. With the full participation of Customs leadership, we
demonstrated that it is possible to develop a model which can assist a large and
diverse organization such as the Customs Service in determining its resource re-
quirements by location and by activity, and do so on the basis of results. The com-
pletion of the model met the objectives of the Commissioner to establish a stronger
strategic framework upon which to make improved decisions regarding resources
within the Customs Service.

The delivery of the model marks the beginning of new staffing analysis opportuni-
ties for the U.S. Customs Service. The next step for Customs is to set the model’s
assumptions and analyze current model results by comparing them to proposed re-
source needs received from the field.

Today, I will describe the model, the suggested process by which Customs can use

the model, and suggested next steps.
OVERVIEW OF THE RESOURCE ALLOCATION MODEL

Under the Government Performance and Results Act (GPRA), organizations with-
in the federal government are required to link resource requirements with results.
An objective, data-driven link between resource requirements and results can great-
ly assist the federal government in making more informed budgeting decisions.

The U.S. Customs Resource Allocation Model was designed to take advantage of
this link by using the most recent year of historical performance measurement data
as a baseline and combine that information with assumptions about future workload
drivers to allow them to predict future resource requirements.

In order to develop the model, the project team, composed of both PwC and Cus-
toms staff met the following objectives:

Integrated data from eight Customs data sources;

Linked Customs’ performance measurements to occupations performing specific
activities;

Developed analysis and performance measurement methodologies that can be re-
applied to future data, and can identify and avoid significant data issues;

Developed user-friendly what-if capabilities that can be applied to the analysis

output; and
Provided user documentation to allow Customs to use and modify the model on

an ongoing basis.

PwC also worked with Customs personnel to obtain corporate agreement on which
current performance measures were linked to each occupation and the activities
they perform. This allowed PwC and Customs to create a new performance measure-
ment analysis methodology. This new methodology links the following data for each
core occupation:

Activities that these occupations perform;

Workload that drives the work of these occupations; and

Average amount of time that is required to complete these activities

This “performance map” as we cal? it, details workload drivers, workload assump-
tions, and activity time data sources for all of Customs core functions and core occu-
pations. It was also designed so that future efforts can include a link between the
existing data and results and total threat data, which can also have a significant
impact on how Customs may want to apply their resources. Given the short time-
frame of the project and the significant effort required to identify and collect the
data, the inclusion of result and total threat data in the model will be a future con-
sideration for Customs. In the meantime, Customs can subjectively link workload
and activity time assumptions to results and total threat as part of the overall Re-

source Allocation Process.



130

Model Description

The model can be used as a Customs-wide tool to determine the optimal number
of positions by the 8 core occupations and over 400 core locations. Core occupations
are defined as those occupations which directly perform one of the four core func-
t.lolns (Pat:senger Processing, Trade Compliance, Sﬁtbound, Enforcement). They are:

nspectors;

Agents;

Import Specialists;

Canine Enforcement Officers (CEOs);

Entry Specialists;

Regulatorg Auditors;

Pilots; an

Marine Enforcement Officers (MEOs).

Other occupations were included into a category labelled as Mission Support and
a ratio was developed to represent the relationship between the selected occupations
and their support requirements. The model is flexible so that it allows Customs to
control all of the variables, which would influence the allocation of their personnel.

The completion of the Resource Allocation Model is a significant first step in the
development of a complete Customs-wide staffing process. The model’s focus is on
- predicting future staffing needs using the current year’s data as the baseline and
then sgetting assumptions based on the predicted change of key performance meas-
ures. Customs is currently completing the Resource Allocation Process by setting the
key performance measure assumptions and reviewing the model output.

Data sources & data quality improvement

Like in most organizations, performance data at Customs is contained in a num-
ber of different systems often not well integrated because, historically, people only
wanted to look at specific data for specific purposes, PwC and Customs designed the
model and the new methodology as a tool to assist in the establishment of corporate
staffing levels, across function, occupation and location. We wanted to do so using
a consistent set of performance measurements. The data for these performance
measurements is now integrated from 8 different data sources, which collect data
from over 400 field locations. While it was not within the scope of our project to
assess data integrity at Customs, PwC has witnessed three factors, which act to im-
prove the quality of Customs’ performance measurement data.

First, functionality within the model provides the capability to identify and ana-
lyze potential data issues, as they occur. For example, the model will highlight data
mismatches when attempting to combine data from two sources to perform calcuia-
tions;

Second, as with any data which is used to actually make decisions, we anticipate
that greater effort will be made by all individuals in Customs to ensure the correct
data 18 being used to make decision which impact their ability to staff; and

Finally, as the Resource Allocation Model and its methodology are communicated
throughout Customs, data entry at field locations is expected to improve. We antici-
pate that the actual use of the data in the Resource Allocation Process will incent
those providing the data to ensure its accuracy.

In short, the model will assist Customs in its on-going efforts to increase the in-

tegrity of its program data.
SUMMARY

The Resource Allocation Model improves the Customs’ previous methods of allo-
cating and justifying resources in several ways:

First, it is a Customs-wide model, providing a predicted number of positions re-
quired for all of Customs locations and occupations;

Second, it is based on established and agreed upon key performance measure-
ments. ’I‘fu; model, therefore, uses a consistent set of assessment factors from year
to year, an

inally, it was developed using input from both headquarters and field staff and
assumptions can be set based on input from both headquarters and field staff.

The Customs model was a unique answer to the difficult questions:

How do I objectively justify the need for resources;

What happens to my resource requirements if I can improve my operations in
terms of timeliness; and

that happens if I have increased demand across the board or at a particular loca-
tion?

In the beginning of the project, PwC made an attempt to locate a generic resource
allocation methodology, wﬁicix could answer these questions for Customs. However,
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given Customs’ diverse set of goals, no existing methodology could be applied. As
a result, PwC developed the performance measurement analysis methodology and
applied it to create the Customs Resource Allocation Model. Thanks to the time and
effort dedicated to the project by all of Customs personnel, including the Commis-
sioner, the Resource Allocation Model provides the objective foundation for deter-
mining the optimal level of staffing at each of Customs’ locations. This model

Allows Customs to begin using corporate information to make better-informed de-
cisions regarding the distribution and magnitude of their staff;

Allows Customs to challenge old staffing assumptions;

Facilitates the continued improvement in data quality; and

Creates a process, which requires the yearly updating of the assumptions that
drive staffing decisions.

The model still requires the use of professional judgement, the analysis of risk
factors, and common sense. It is not intended as a tool simply to run and take its
results blindly, without discussion and analysis. We at PricewaterhouseCoopers be-
lieve that the completion of this model is a significant first step in more objectively
determining the optimal level and allocation of staffing resources. Once Customs fi-
nalizes the process and incorporates results and threat data into the model output,
it will complete the objective link between resources and results.

Mr. Chairman, this completes my statement. I would be pleased to answer any
questions at this time.

PREPARED STATEMENT OF MaLcoLM E. McLouTH

Exceeding the 10% growth rate in international trade in the United States, Flor-
ida’s cargo trade has already doubled this decade. Between 1990 and 1997, Florida's
international trade increased by 110%. Seaports were responsible for approximately
two thirds of Florida's international trade. Containerized cargoes increased 148%
during the same time period. Cargo growth at the major deep-water ports of Jack-
sonville, Port Everglades and Miami is projected to continue at a conservative 5%
per year. These numbers allow for the recent downturn in trade between Latin
America and Florida and the growth in trade between Europe, Asia, Africa and
Florida. Attached are two graphs prepared by the Florida Ports Council; the first
(Figure 1) from data provided by the Florida Trade Data Center and the second
(Figure 2) from data provided by each of Florida’s fourteen deep-water seaports is
the rapidly growing container ship movements in Florida ports.

Florida also has the world’s busiest cruise ports which, along with cargo, is ex-
panding rapidly. In FY 1999, U.S. Customs is expected to be available to clear and
process a total of eight million passengers and crew arriving from foreign destina-
tions at the ports of Canaveral, Miami, Ft. Lauderdale, Palm Beach, Tampa and
Key West. The attached (Figure 3) depicts the expected volume of passenger and
crew Customs clearances that the three largest Florida ports will experience from
1999 through 2002. Clearance processing of both cargo and passengers is impacted
by available U.S. Customs staffing and support equipment. Being most familiar
with Port Canaveral, I will describe our growing needs for additional U.S. Customs
services.

Currently, U.S. Customs staffing in Port Canaveral consists of two supervisors,
two enforcement officers, six part-time and six full-time inspectors and a canine as-
signed to cruise and cargo operations for a total of 18 positions. In comparison,
Miami has a staff of about 120 positions with 75 being assigned to cruise ship oper-
ations. It is only through innovative scheduling and a dedicated Customs staff that
Port Canaveral has been able to meet the challenges to date. The port authority
staff has worked closely with U.S. Customs during the design of highly efficient
cruise terminals and, when requested, the hiring of supplementary guards. We also
recognize that Customs has been required to take on additional responsibilities to
meet the drug interdiction goals imposed by Congress and we fully support their ef-
forts. Understandably, with the port’s rapid growth of cruise and cargo support re-
quirements being placed on a limited Customs staff, something has had to give and
its impact on operations at Port Canaveral follows:

1. Due to lack of personnel to cover both the debarkation of ship crew and cruise
passengers, Customs has had to impose crew or support services access windows as

follows:
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Crew (early clearance) ...........c..cccoovnnee. 30 minutes between 7:00am and 8:00am.

Passenger/Baggage only .............cooo....... 8:00am to 10:30am.

Crew (late clearance) ...............cceevveunee. After 10:30am and continuous monitoring by Customs until the
ship departs.

2. The Canaveral Customs staff, due to its small size, has very limited flexibility
to allow changes in a window once adopted except in times of emergencies. Typical
?roblems created for the cruise line is with suppliers and ship repair workmen who,
or one reason or another, have been delayed and are now forced to wait until the
passengers are cleared. By design, scheduling priority is given to the passengers
over the crew to ensure they are off in time to make connecting transportation. But
the crew, with their need for off-ship banking, shopping, telephone caﬁs, postal and
recreational requirements needs as much time as possible and are unhappy employ-
ees if confined onboard ship for an extra two to four hours.

3. A negative perception exists in the cruise industry that the: Canaveral Customs
staff is tighter, more picky and inflexible in their enforcement of basic Customs reg-
ulations. This is both positive and negative. Positive is the fact that enforcement
of Customs regulations at Canaveral is necessary for effective drug interdiction. On
the negative side, lack of operational flexibility with the ship crew and staff as com-
pared with other major cruise ports in the State of Florida is entrenched in the
minds of our cruise line customers.

4. The lack of staffing by Customs at Canaveral is a public relations disaster wait-
ing to happen. The Customs staff already utili