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May 14, 2009

The Honorable Mary L. Schapiro
Chairman

U.S. Securities and Exchange Commission
100 F Street, NE

Washington, DC 20549

Dear Chairman Schapiro:

| recently received a copy of the March 3, 2009 report by the Office of the
Inspector General’s (OIG) concerning case number OIG-481. The Inspector General
(I1G) found that three attorneys within the U.S. Securities and Exchange
(SEC/Commission) Enforcement Division violated reporting rules regarding their
personal securities transactions. Moreover, the report indicates that two of the employees
engaged in suspicious trading activity in stock of companies under investigation by the
SEC. It’s hard to imagine a more serious violation of the public trust than for the agency
responsible for protecting investors to allow its employees to profit from non-public
information about its enforcement activities.

The report notes in particular that “the Commission has essentially no compliance
system in place to ensure that Commission employees” do not use information gained
through their employment at the SEC to trade in securities. The IG also found that the
current rules are poorly understood by employees and that the Commission relies solely
on self-reporting to uncover potential violations.

Improper trading by the very individuals charged with enforcing our federal
securities laws cannot be tolerated. Accordingly, please provide detailed responses to the
following questions:

1) What has the SEC done to assess how systemic the problem of employees trading
on confidential information may be?

2) Given the OIG’s findings, do you plan to implement a system of independent
checks to automatically red-flag suspicious trading by SEC employees for
review? If so, please describe the system and when it will be implemented?

3) What further restrictions on trading, if any, would you consider imposing on SEC
employees in light of the report?

4) Do you concur with all 11 of the OIG’s recommendations? If not, with which
recommendations do you disagree and why? For those with which you agree,
when do you expect to implement them?



5) What disciplinary action will be taken against the three employees involved and
when?

6) Approximately how many employees file SEC forms 681 and/or 450 each year?

7) Is the information from those filings available to the public, either individually or
in aggregated form? If not, why not?

8) Please provide a detailed description of the data from the filings, including
information such as: (a) How much income does the average SEC employee
report from trading securities? (b) How many SEC employees represent the top 10
percent of reported income from trading securities among all employees? (c)
What is the largest amount of income reported by an SEC employee from trading
securities?

In addition to a written reply, please provide a briefing no later than May 28,
2009, on the SEC’s response to OIG report. All correspondence should be sent in
electronic format to Brian_Downey@finance-rept.senate.gov. Please contact Jason Foster
of my staff at (202) 224-4515 to schedule a briefing. Thank you for your cooperation.

Sincerely,

thok bty

Charles E. Grassley
Ranking Member

Attachment



UNITED STATES
SECURITIES AND EXCHANGE COMMISSION
WASHINGTON, D.C. 20549

OFFICE OF
INSPECTOR GENERAL

May 4, 2009

By Hand Delivery

The Honorable Charles E. Grassley
Ranking Member

Committee on Finance

United States Senate

231-A Hart Senate Office Building
Washington, D.C. 20510-6200

Dear Senator Grassley:

In response to your request dated March 26, 2009, enclosed please find the Office
of Inspector General’s (OIG) report of investigation concerning violations of rules
governing employee securities transactions. Certain information has been redacted from
the enclosed report at the request of the Office of General Counse!l of the Securities and
Exchange Commission (Commission) and the United States Attorney’s Office for the
District of Columbia.

Due to the nonpublic nature of the report, we were required to obtain the
Commission’s approval before providing the report to you. After following the
appropriate processes, we received that approval on Friday, May 1, 2009. In approving
our request, the Commission requested that we include the following statement in this
transmittal letter: *“The Inspector General report of investigation being provided today
contains sensitive and nonpublic information, and disclosure could harm the
Commission’s ability to meet its statutory goals and the interests or reputations of
individuals and entities. The confidentiality of the report should be maintained. We
understand that it is not the practice of Congressional Committees to make public
sensitive, nonpublic information without prior consultation with the responsible agency,
and we request that you follow that practice in this instance.”

Please do not hesitate to contact me at (202) 551-6037 if you have any questions.

Sincerely,

Ve

H. David Kotz
Inspector General
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MEMORANDUM
March 3, 2009
To: The Honorable Mad L. Schapiro
Chairman
From: H. David Kotz

Inspector Genera
Re: Report of Investigation: Case No. OIG-481

Employees’ Securities Transactions Raise Suspicions of Insider Trading and Create
Appearances of Impropriety; Violations of Financial Reporting Requirements; and
Lack of SEC Employee Secunities Transactions Compliance System

Attached 1s our report of investigation into two Division of Enforcement attorneys’ securities
transactions during a two year period and whether each possibly engaged in insider trading, traded
on nonpublic information, or violated the SEC’s Rule 5 of the Conduct Regulation.

Because of the seriousness of the information that the OQIG investigation uncovered, we have
referred the matter to the United States Attorney’s Office (USAQ) of the District of Columbia’s
Fraud and Public Corruption Section, which is conducting an investigation of possible criminal
. and civil violations together with the Federal Bureau of Investigation (FBI). The USAO and the
FBI have requested that we limit the distribution of this report as much as possible. Thercfore,
this report should not be shared with others at the Commission before consulting with the OIG.

This report is being referred to management for disciplinary action. In order to ensure that we
have information necessary to comply with our reporting responsibilities, please advise us within
45 days what action is taken in response to this report.

Please understand that this report is confidential in nature and should be treated in a secure
manner. We request that when you are finished with the report, you either shred it or return it to
" us.



If we can be of further assistance to you, or you have any questions about this report, please do not
hesitate to contact me.

Attachments

cc: Peter Uhlmann, Chief of Staff
Scott Friestad, Deputy Director of Enforcement
George Curtis, Deputy Director of Enforcement
David Becker, General Counsel and Senior Policy Director
William Lenox, Ethics Counsel



This document is subject to the provisions of the Privacy Act of 1974, and may require redaction before disclosure
to third parties. No redaction has been performed by the Office of Inspector General. Recipients of this report
should not disseminate or copy it without the Inspector General's approval. :

REPORT OF INVESTIGATION

UNITED STATES SECURITIES AND EXCHANGE COMMISSION
OFFICE OF INSPECTOR GENERAL

Case No. OIG-481

Employee’s Securities Transactions Raise Suspicions of Insider Trading:
and Create Appearances of Impropriety; Violations of Financial
Reporting Requirements; and Lack of SEC Employee Securities

- _Fransactions Compliance System - .

- : March 3, 2009

The SEC believes Hat +his rcpor{’
Contoung nmpuufc and. conhdertial

information .



This document is subjec( to the provisions of the Privacy Act of 1974, and may require redaction before
disclosure to third parties. No redaction has been performed by the Office of Inspector General. Recipients
of this report should not disseminate or copy it without the {nspector General’s approval.

Report of Investigation

Case No. OI1G481
Table of Contents

Page

Introduction and Summary of Investigative Findings and Recommendations

. - Introduction 1
IL Summary of Investigative Findings and Recommendations 2
_Scopc of Investigation 4
Relevant Commission and Government Regulations and Pélicies 5
A.  SEC Employees to Maintain Unusually High Standards
of Conduct 5.
B. Duty to Use Government Property for Authornized Purposes 6 |
The Commission’s Table of Penalties and Relevant Case Law 7
Backgrou;xd and Investigative Findings . 8
L Results of the Investigation 8
IL Rule 5 of the Commissk.)n’s Conduct Regulation ' 9
A. The Mission of the Agency - 9
é- Restrictions orf SEC Employee Trading in Securities -
Designed to Ensure Public Confidence & Prevent Real or
Apparent Conflicts of Interest 9
C. Strict Interpretation of Rule 5 11

- M. The Rule 5 “Compliance System” 11

o



This decument is subject to the provisions of the Privacy Actof 1974, and may require redaction he i,
disclosure to third parties. No redaction has been performed by the Office of Inspector General. Reciyiicin
of this report should not disseminate or copy it without the Inspector General’s approval.

Report of Investigation
Case No. OIG-481

Table of Contents, Con’t.

Page
A Conduct Regulation Securities Transéction System (“CRST") It
B. Financial Disclosure Reports 12
L. SEC Form 681 12

2. OGE Form 450 Confidential Financial Disclosure Report 3
C. Employees Cannot Clear Securities Transactions on Other SEC
Data Systems or Share Information about Why Certain

Transactions are Restricted 14

IV. ° Training on Rule 5 Requirements and Confidentiality of NonPublic

Information 14
A Rule 5 14
B. Confidentiality of Enforcement’s Investigations L5

Investigative Findings

L Enforcement Attomeys Fail to Comély with Rule 5 16
A Long-Time Enforcement Attbmcfs Share Fnendships | 16

B. Their Secunties Trading and Stock Portfolios | | : 17

C. No Tracking Systems to Ensure Compliance with Rule 5 18

D. Failures to Report Securities Transactions | _ 19

1. Failure to Consistently File SEC Form 681 19



E.

Enforcement Attomeys’ Frequent Discussions About Securities Trading
and Access to Nonpublic Information Raises Concerns and Creates

2.

Failure to Report Certain Transactions on OGE Form 450

Report of Investigation
Case No. OIG-481 _
Table of Contents, Con’t.

Other V'iolations qof Rule §

L.

2

Failure to Clear Transactions

Improperly Checking on EDGAR for Company

Failure to Report Securities Transactions Timely

Information

Improperly Sharing Clearance Denial Reason with

E4ch Other

Appearance of Improprieties

Al

Enforcement Attorneys’ Widespread Access to Nogpublic
Information

1.

2.

Enforcement’s Office of Chief Counsel

The Other Associate Groups

Enforcement’s Confidentiality Policy

_ Testimony about the Enforcement Attorneys’ Character
and Integrity :

Enforcement Attorneys Engage in Frequent and Regular

Discussions about Stock Transactions and Work

I.bng~Standing Regular Weekly Lunches

a.

Discussions of Stock Transactions

22

23
23

24

25
25
25
26

27
29

30
30

31



Report of Investigation
Case No. OIG-481

Table of Contents, Con’t.

b. Discussions of Enforcement Matters
2. Frequent E-Mail Discussions About Stocks During Work
Day Violates Commission Policy on E-Mail Use and

Raises Concerns

E. [ 1] Recommends Stocks to Family from SEC E-Mail
Address

F. Adhiitted Risks of Trading on Nonpublic Information

CIL Enforcement Attomeys' Trading in Stocks Being Investigated by Her
Assistant Group Has Appearance of Conflict and Impropriety

A [ A ]
B. U J

V. Enforcement Attomeys Both Trade in Company Friend Told Them
Was Being Investigated by Enforcement in Three Separate Investigations

V. Inadequacy and Inefficiency of the Rule 5 “Compliance System”
A Enforcement Attomeys Never Questioned about Stock Holdings
B. “No True Compliance System”

Recomuiendations & Conclusion

33

37

40

41
42

43

44

45

47

49



This documen( is subject to the provisions of the Privacy Act of 1974, and may require redaction before
disclosure to third parties. No redaction has been performed by the Office of Inspector General. Recipients of
this report should not disseminate or copy it without the [nspector General’s approval.

REPORT OF INVESTIGATION

. UNITED STATES SECURITIES AND EXCHANGE
COMMISSION OFFICE OF INSPECTOR GENERAL

Case No. OIG-481
Employees’ Securities Transactions Raise Suspicions of Insider Trading-and
Create Appearances of Impropriety; Violations of Financial Reporting

Requirements; and Lack of SEC Employee Securities
Transactions Compliance System

Introduction and Summary of Investigative Findings and Recommendations

1. lntroduction

On January 23, 2008, the Secunties and Exchange Commission (“SEC” or “Comumission™)
Office of Inspector General (“OIG™) opened an investigation after the Ethics Office, in the SEC’s
Office of the General Counsel (“OGC") informed the SEC OIG that C H 2

j frequently

contacted their office to get clearances to trade certain securities. L #2  Jiffequent contact -
with the Ethics Office raised suspicions that she may be engaged in day trading or insider trading
and that she may have violated the Commission’s Conduct Regulation Rule 5 (“Rule 5), which
places certain restrictions on SEC employees’ securities transactions.

The OIG began an investigation into [_# 2] securities trading. During the course of
that investigation, the OIG identified two other Enforcement attorneys who. were friends with
E B ] and traded in securities, and who often discussed securities transactions and open
Enforcement investigations with each other during regular weekly lunchcs and via e-mail.
Following a review of f + 7 _]SEC e-mail records, the OIG also obtamed the SEC e-mail
records of C’-& ’LJ friends — [ 4 |

Jand [_:ti— "_5
J_l

After reviewing those e-mails, we added E”*-\ ]as another subject of the investigation .
because E‘** Y j and [_‘3*- \] ioften e-mailed each other about stocks and their stock transactions

! SEC records show that [ % ] and !_:_ ! ]bot,h eam more than $167,000, and
salary i1s more than $177,000.
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and Uf- \ Jalso appeared to trade often.{ ® ]‘did not usually respond to the e-mails that
[ jand-[# | _Jsent about stocks and also did not appear to trade often in securities.

The OIG completed a compfchensivc teview and analysis of more than two years of
[_& L ]e-mail records and obtained more than two years of her brokerage records, comparing
those with the reports she filed on’her secunities transactions and the investigations she worked
on. The OIG completed the same comprehensive review and analysis of more than two years of
[%— \ Je—mail records and also obtained more than two years of his brokerage records,
comparing those with the reports he filed on his securities transactions and a list of Enforcement
matters he and others in_L _ :}évicwcd from January 2006 through July 2008.

Il. Summary of Investigative Findings and Recommendations

) Our investigation revealed suspicious activity, appearances of impreprieties, and evidence
of possible trading on nonpublic information, and/or potential insider trading, on the part of SEC
Enforcement attorneys| & O} and‘-[_—k— \ j Because of the seriousness of the information that
the OIG investigation uficovered, we have referred the matter to the United States Attorney’s
Office of the District of Columbia’s Fraud and Public Corruption Section, which is conducting an
investigation of possible crimiinal and civil violations together with the Federal Bureau of
Investigation.

The OIG investigation disclosed that approximately two months before an investigation of
a large health care company was opened in her Assistant group, [ #c! _}sold all of her shares of
stock in the company. We also found that [%a jpurchased additional shares of a global o1l
company's stock both a few days and a couple of weeks after a formal investigation was opened
by her friend who occupies the office next to her.[# K jalso sold shares of that company’s
stock two days before an inquiry was opened in that matter.

We also found that both [j* Q Jand[#*1 _Jtraded in the stock of a large financial
services company, even though their fellow Enforcement attorney (33 “Jbecame aware of three
separate Enforcement investigations of that company. {# 2 “Jcredibly testified that she told

C P, :}and ¥ Jduring their regular weekly lunches that she could not purchase additional
stock in this company because she had become aware of these investigations. Yet| % 3 ] and
f #| jidid trade in this particular company, although incredibly they both deny remembering
T}; 2, telling them about any of these investigations.

We also found that #a J,Y_’& \ ]andiﬁ‘?; Ball committed violations of different
aspects of the SEC’s securities reporting requirements of Rule 5.

The investigation further revealed that although the SEC, through its law enforcement
function, is charged with prosecuting cases of violations of securities laws, including insider
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trading on the part of individuals and companues in the private sector, the Commission has
essentially no compliance system in place to ensure that Commission employees, with the
tremendous amount of non-public information they have at their disposal, do not engage in insider
trading themselves. The current disclosure requirements and compliance system are based on the
honor system, and there is no way to determine if an employee fails to report a securities
transaction. There are no spot checks conducted and the SEC does not abtain duplicate brokerage
account statements. In addition, there is little to no oversight or checking of the reports that
employees file to determine their accuracy or even whether an employee has reported at all.
Moreover, different SEC offices receive each of those reports and do not routinely share that.
information with each other.

In addition, the OIG concluded that there is a poor understanding and lax enforcement of
the reporting requirements. For example, bothD% 2 jand C’H‘ \ Jtcstlﬁed that no one had
ever questioned their reported securities holdings or transactions in the decades they have worked
at the SEC and traded securities. Moreover, both managers who are responsible for reviewing

[_ QL Jand [’W \_ _lannual OGE Form 450s testified that they do not recall ever questioning
any Commission employee related to their reported secunties holdings. In addition, we found that
Enforcement attorneys and supervisors lacked a basic understanding of the requirements in place
that govern reporting of stock transactions on the part of Commission employees.

The OIG investigation also found that Enforcement personnel, both managers and staff,
have different interpretations of the confidentiality policy regarding Enforcement mvmngatlons
and whether they can discuss their investigative matters with each other. We found that
andx < | ],routmely discussed stocks and investment strategies in e-mail and in public.

Further, our investigation found that L_ # o< ]and' #| _J imaintained separate folders
cntltled “Stocks,” in their SEC e-mail accounts, and that on most days, E Q) andE"*=1= l_}scnt
e-mails from their SEC e-mail account about stocks and their own stock transactions. We .
discovered that {_ * 2. _Jtrades often and testified that the financial markets are her main hobby
and passion. We found that [:k =] JSpent much of her work day ¢-mailing and scgcmng the
Internet about stocks. The OIG also found that these Enforcement attorneys share many of the
same investments and have regular lunch meetings where they often discussed the stock market,
their own securities transactions, and their SEC work and investigative cases.

The OIG investigation disclosed that I}* i };scnt e-mails to his brother and sister-in-law
from his SEC e-mail account during the work day recommending particular stocks, and '
sometlmcs informing them thatE-’k ba had recommended those stocks as well. Both

-54 oy ]and[fk | _Jinexplicably testified that they failed to see how {#1 ) sending e-mails to
hlS brother and sister-in-law from his SEC account could raise an appearance that he may be
sharing nonpublic information with someone outside of the SEC.
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Notwithstanding the accumulation of evidence against them, [ + j an’d[ # | ldenied
engaging in improper conduct, claimed ignorance of the SEC rules governing their conduct, and
would not evén acknowledge that their actions caused appearance concerns. While their
memories were very clear on certain matters, when faced with evidence of possible wrongdoing,
[_ # 2 _hnd{# | Jtestified that they did not recall numerous matters. 23 Jandlw |
both also denied being aware of the Commission’s policy that the SEC e-mail system should be
used primarily during non-work hours for personal reasons and both denied sending a large
. amount of personal e-mails, even when confronted with dozens of e-mail strings they had sent and
received about their stock transactions.

In hight of the foregoing, the OIG is referring this report to management for disciplinary
action against [_*" ] jand-[—# | ] Weare also providing the Commission with 11 specific
recommendations to ensure adequate monitoring of employees’ stock transactions.

‘These recommendations include establishing one primary office to monitor émployees’ securities
transactions; instituting an integrated, computerized system for tracking and reporting purposes;
obtaining duplicate copies of brokerage record confirmations for each securities transaction for
every SEC employee; requiring employees to certify in writing that they do not have nonpublic
information related to each secunty transaction they conduct and report; conducting regular and
thotough spot checks for compliance purposes; and establishing comprehensive and more
frequent training on all aspects of Rule 5 and its requirements.

We understand that the Commission’s Ethics Office is currently working to set up a
compliance office within the Ethics Office that would use an automated web-based tracking
system which we believe is cntical and long overdue. We encourage the Ethics Office to
incorporate all of our recommendations into this new system and to consult with us as appropnate _
to ensure that a comprehensive Rule S compliance system is put into place.

Scope of [nvesﬁgation

The OIG obtained and reviewed more than two years of the e-mail records of (=a] :
: G.\,_ I ']a‘ndE# 3} We also obtained and reviewed the official personnel folders (“OPF”) and
* conduct folders for T # 3], C‘ﬁ | Jand 3+ 3 ]

We obtained and reviewed more than two years of brokerage records for D’L < _land
Eﬁ"’ I JThe OIG also obtained the following documents or records for [ 2 “Jand [ l]
from January 2006 until January 2008: (1) all SEC Form 681s filed by hand and electronically
(over 250 forms); (2) their OGE Form 450s filed for the last available two years (covering 2006 &
2007); (3) all NRSI searches each conducted; (4) all CRST searches each conducted; and (5) the
handwritten and e-mail clearances provided to them by the Ethics Office.
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We took sworn, on-the-record testimony of the following Enforcement employees: (1)

# 3oL = 3oL # 3

@@L +4  TUTEOU  Tag JeL ag

_ . 3mL =Y -7 Fad(®[ 4 Q

. 'We also interviewed U #* q %

[ # 10 “J,and L e\ 7} In addition, we interviewed

and consulted withf, *H= l ] We also consuited w:t}{;

H17%, ]

Relevant Commission and Government Regulations and Policies

A. SEC Emploeyees to Maintain Unusually High Standards of Conduct

The Commission’s Regulation Conceming Conduct of Members and Employees and
‘Former Members and Employees of the Commission (hereinafter “Canduct Regulation™), at 17
C.F.R. § 200.735-1 et seq., sets forth the standards of ethical conduct required of Commission
members (i.e., Commissioners) and employees (hereinafter referred to collectively as employees)
The Conduct Regulatwn states:

The Securities and Exchange Commuission has been entrusted by Congress with the
protection of the public interest in a highly significant area of our national
economy. In view of the effect which Commission action frequently has on the
public, it is important that . . . employees . . . maintain unusually high standards of
honesty, integrity, impartiality and conduct. 17 C.F.R. § 200.735-2.

Employees “. .. must be constantly aware of the need to avoid situations which might -
result either in actual or apparent misconduct or conflicts of interest . .. . " Id. The
Commission’s Conduct Regulation further requires that employees “shall not engage in any
personal business transaction . . . for personal profit . . . that is based upon confidential or
nonpublic information which he or she gains by reason of such position or authority.” 17 CFR. §
200. 735—3(b)(l) The Conduct Regulation also states that employees shall not:

Divulge to any unauthorized person or release in advance of authorization for its
release any nonpublic Commission document, or any information contained in any
such document or‘any confidential information: (A) in contravention of the rules
and regulations of the Commission promulgated under 5 U.S.C. §§ 552, 552a and
552b; or (B) in circumstances where the Commission has determined to accord
such information confidential treatment. 17 C.F.R. § 200.735-3(b)(7)(1).

Regulatiens also outline what is to be deemed nonpublic information at 17 C.F.R. § 203.2:
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Information or documents obtained by the Commission in the course of any
investigation or examination, unless a matter of public record, shall be deemed -
nonpublic, but the Commission approves the practice whereby officials of the
Division of Enforcement at the level of Assistant Director or higher . . . may
engage in and may authorize members of the Commmission’s staff to engage in
discussions with pérsons identified in § 240.24¢-1(b) of this chapter conceming
information obtained in individual investigations or examinations, including
formal investigations conducted pursuant to Commission order.

The Commission’s Conduct Regulation Rule 5, at 17 C.F.R. § 200.735-5, regarding
employee securities transactions is discussed below at pages 8 to 10. -

The Standards of Ethical Conduct for Employees of-the Executive Branch, 5 C.F.R. Part
2635, requires government employees to “put forth an honest effort in the performance of their
‘duties.” 5§ C.F.R. § 2635.101(b)(5). Employees also shall not engage in an outside activity that
conflicts with his official duties, and shall endeavor to avoid any actions creating the appearance
that they are violating ethical standards. 5 C.F.R. § 2635.101(b)(10) & (14). Those regulations
also prohibit employees from using public office for private gain, including engaging in a
financial transaction using nonpublic information. 5 C.F.R. § 2635.703(a).

B. Duty to Use Government Property for Authorized Purposes

Under the Standards of Ethical Conduct for Employees of the Executive Branch, at 5
C.F.R. § 2635.704, “[a]n employee has a duty to protect and conserve Government property and
shall not use such property, or allow its use, for other than authorized purposes.” Under 5 C.F.R.
§ 2635.705, an employee “‘shall use official time in an honest effort to perform official duties.”

A SEC Regulation (“SECR™) 24-4.3, revised March 8, 2002, established new pnvileges and
additional responsibilities for Commission employees. SECR 24-4.3, attached hereto as Exhibit
1. It permits SEC employees to make limited use of government office equipment “for personal
needs if the use does not interfere with official business and involves minimal additional expense
to the government. This limnited personal use should take place during the employee’s non-work

time.” Id

SEC Administrative Regulation on Electronic Mail established the policies and procedures
for use of the SEC electronic mail system and Internet electronic mail. SECR 5-10 (May 20,
1996), attached hereto as Exhibit 2. That regulation states that govemment provided e-mail is
“intended for official and authorized purposes.” /d. at 2. It further stated that “{w]hile short
-personal messages are acceptable, parallel to the way government phones are sometimes used,
other non-official uses are prohibited.” Id. Several unacceptable uses are outlined in the
regulation, including “{a]ny other activity which interferes with or compromises the performance
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or umely completion of government duties.” /d. at 9 Employees are wamed that mappropnate
. use of the e-mail system may result in disciplinary action. /d. at2 & 9. .

All Commission employees and contractors must also follow the “SEC Rules of the Road”
issued March 1, 2004, when using any SEC information technology source, including electronic
mail. SECR 24-04.A01 (Apnl 2, 2008), portion attached hereto as Exhibit 3. These Rules are
intended to assist employees and contractors to “use the SEC’s computing and network facilities
responsibly, safely, and efficiently, thereby maximizing the availability of these resources to all
employees.” Id. Rule #3 of the SEC Rules of the Road require employees to “exercise commaon
sense, good judgment, and propriety in the use of e-mail.” /d. -

On March 8, 2002, the Executive Director sent 2 memorandum to all SEC employees

" regarding personal use of government office equipment. That memorandum stated in part,

‘we are extending the opportunity to SEC employees to use government office equipment,
including the Internet and e-mail, for personal use dunng non-working hours.” March 8, 2002
Memorandum, attached hereto as Exhibit 4. More recently, on June 30, 2008, the Executive
Director sent a memorandum via e-mail to all SEC employees and contractors entitled, “Use of
Government Resources and Official Time.” June 30, 2008 Memorandum, attached hereto as
Exhibit 5. That memorandum was sent to remind employees that “there are statutory and
regulatory restrictions on the use of government resources and official time.” Id. Specifically, the
‘memorandum outlined, among other restrictions, that government resources can be used only for
authorized purposes and official time cannot be used for other than official duties. /d.

The Commission’s Table of Penalties and Relévant Case Law

The Commission’s Table of Penalties, Attachment 3 to SECR 6-10, Discipline and
Adverse Actions (Nov. 12, 1990), provide a guide for selecting appropriate penalties in
disciplinary actions for employee misconduct. The table has the relevant offense of violations of
the Commission’s Conduct Regulation, including security transactions and handling of
confidential information, which carry with it a typical first time penalty of oral admonishment to
removal. Arother relévant offense outlined in the table is using government property for other
than official purposes, which carries with it a typical first time penalty of oral admonishment to
removal.

Misuse of Government Resources

The MSPB has recognized that “[t]he misuse of govermnment resources is a serious
charge.” Morrision v. NASA, 65 M.S.P.R. 348 (1994). As the Board noted in Morrison, it has .
upheld a suspension of 30 days or more for sustained charges of misuse of govemment resources.
The MSPB has held that in order to establish the misuse of government property or resources, the
agency must prove only that the appellant used the property belonging to the government and that .
his use was not authorized. In Barcia v. Dep 't of the Army, 47 M.S.P.R. 423 (1991), the Board
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issued a 30-day suspension for appellant making telephone calls that had no connection to '
business and for using the govemment computer to store personal business information in
violation of agency regulations that prohibited such use.

Backgn_mnd and Investipative Findings

I. Results of the Investigation

The investigation uncovered evidence of possible trading on nonpublic information and/or
insider trading by Enforcement attomeys{ % " Jand((si | JEa- 2. Jwas found to have
transacted in companies that her Assistant Group was investigating or just about to investigate. In
addition, | % Q. TJand{ 4| T}friend[2»  Icredibly testified that she informed them that the
SEC had begun three separate investigations through 2007 of a company they traded in.

L 2 _Jand[# | Tstrongly denied remembering their friend telling them about any
investigation into the company or knowing about an SEC investigation when they each traded in
that company in 2007 and 2008. As noted above, the OIG referred the possible insider trading to
the U.S. Department of Justice, which accepted the referral and is conducting a comprehensive
investigation together with the Federal Bureau of Investigation.

The OIG found that [# 2. ] (3 |. TJand[* 2,_Tall committed violations of the SEC’s
securitics reporting requirements.” The investigation also found that | + Q_ ]and[ﬂ- | Tfailed
to adequately consider how their actions could result in appearances of improprieties, which Rule
5 is aimed, in part, at preventing. Moreover, we found that(_ #*Q Jand{# | ) misused
Commission resources by sending and receiving many e-mails related to securities transactions

and the stock market on their SEC e-mail accounts and often sending and receiving these e-mails -
during the workday. We also discovered that [+ 20, "] and [+ | “J}own many of the same stocks
as each other.

~ Our investigation revealed that the Commission lacks any true compliance system to
monitor SEC employees’ securities transactions and detect insider trading In addition, the OIG
found that there is a poor understanding and lax enforcement of the Rule 5 reporting requirements.

: Whilc[‘”fbladmitted to a couple of Rule 5 securities reporting violations, unlike
U+ Q2 Jand[*1] ) conduct, [ _/ behavior did not raise any concerns or
suspicions about possible insider trading or appearances of impropriety. Specifically,
[_#\'5 ]did not trade in securities often, trade in securities that her Assistant group had
ongoing investigations in, or engage in e-mail discussions about particular stocks, stock
transactions, or investment strategies. Therefore, we did not add E”‘ 3 :]as a subject of
our investigation. :
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1. Rule 5 of the Commission’s Conduct Regulation

A. The Mission of the Agency

The mission of the SEC is to protect investors, maintain fair, orderly and efficient markets,
and facilitate capital formation. See www.sec.gov/about/whatwedo. The SEC was created after
passage of the Securities Act of 1933 and the Secunities Exchange Act of 1934, which were
designed to restore investor confidence in the capital markets after the 1929 stock market crash by
providing investors with more reliable information and clear rules for honest dealing. Id. The
SEC oversees the key participants in the securities world, including securities exchanges,
securities brokers and dealers, investment advisors, and mutual funds. /d.

As noted on the SEC’s website, “[c]rucial to the SEC’s effectiveness in each of these areas
is its enforcement authority.” /d. The SEC’s Division of Enforcement assists the Commission in
executing its law enforcement function by recommending the commencement of investigations of
securities laws violations, by recommending that the Commission bring civil actions in federal
court or before an administrative law judge, and by prosecuting these cases on behalf of the
Commission. /d. The SEC website notes that each year the SEC brings hundreds of enforcement
actions against individuals and companies for violations of the federal securities laws. /d. A
common violation that may lead to an Enforcement investigation includes insider trading, which
is violating a trust relationship by trading on material, nonpublic information about a secunity. Id.

B. Restrictions on SEC Employee Trading in Securities DAesigned to Ensure
Public Confidence & Prevent Real or Apparent Conflicts of Interest

According to an undated Ethics Office Bulletin maintained on the SEC Intranet, during the ~
Commission’s early years there was sentiment that Commission employees should not be
permitted to own or trade in securities at all because the Commission administers the federal
securities laws and regulates the securities markets. Ethics Bulletin, “Securities Transactions by
Employees (Rule 5),” attached hereto as Exhibit 6. It was ultimately determined that employment
at the Commission should not result in an absolute bar against owning and trading in securities.

Id. The Commission, however, imposes certain restrictions on employee’s securities transactnons. ~
. »

Those restrictions are designed to ensure public confidence that Commission staff are not
.beneﬁttmg personally From their favored position with respect to information about securities and
to prevent real and apparent conflicts of interest. /d. Securities transactions by SEC employees,
their spouses and minor children, are governed by Rule 5 of the Commission’s Conduct
Regulation, which is found at 17 C_F.R. 200.735-5." “One important purpose of Rule 5 is to
ensure public confidence in the Commissian, particulatly regarding the public’s perception of [an
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SEC employee’s] access to and use of nonpublic information.” See August 8, 2007 Ethics
NewsGram: “Why CRST?,” attached hereto as Exhibit 7.

Rule 5 prohibits cmp(oyccs from purchasing any security which, to his or her knowledge,
is involved in any pending investigation by the Commission, or in any proceeding pending before
the Commission, or to which the Commission is a party. 17 C.F.R. 200.735-5(g). Rule 5 states in

relevant part:

(a)(2) Members or employees are prohibited from recommending or suggesting the
purchase or sale of securities:
)] Based on non-public information gained in the course of employment; or
(i)  Which a member or employee could not purchase because of the
restrictions of this rule, in any circumstance in which the member or
employee could reasonably expect to benefit from the recommendation, or
to anyone over whom the member or employee has or may have control or
substantial influence.

(b)(1) No member or employee shall effect or cause to be effected any transaction in a
" security expect for bona fide investment purposes. Therefore, all securities
purchased by a member or-employee must be held for a minimum of six months.

Employees are also prohibited from purchasing or selling a security which is the subject of
a registration statement filed under the Securities Exchange Act of 1934 . . . or any security of the
same issuer while such a registration statement or letter of notification is pending or during the
first 60 days after its effective date. 17 C.F.R. 200.735-5(¢)(1). An exception to that rule is the
employee may sell a security if the employee can certify that he or she has no information about
the registration and the employee’s supervisor can certify the employec has not participated in the
registration proccss 17 C F.R. 200.735-5(f)(1) & (2).

Othcr restrictions on cmployee securtties transactions under Rule 5 mcludc purchasing or
selling of an option, future contract or option on 2 future contract involving a security or group of
securities; carrying securities on margin; selling short; having a beneficial interest in any broker
dealer, investment advisor or other regulated entity through ownership of securities or otherwise;
and purchasing stock of any company which is in a receivership or bankruptcy proceeding in
which the Commission has filed a notice of appearance. 17 C.F.R. 200.735-5(h).

Under Rule 5, there are exceptions to holding securities for 2 minimum of six months,
including for money market funds, transfer of funds held as shares in a registered investment
company for a minimum of 30 days to another registered investment company within same family
of registered securities, debt securities with a term of less than 6 months, and a stop/loss order
entered at time of purchase (if submitted to OHR). 17 C.F.R. 200.735-5.
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C. Strict Interpretation of Rule 5

As a matter of policy the Commission favors a strict interpretation of the provisions of
Rule 5. 17 C.F.R. 200.735-5(r); 53 FR 18553 (May 24, 1988), as amended at 59 FR 43464
(August 24,-1994; 60 FR 52626 (October 10, 1995)). Uunder Rule S, the Director of Personnel, or
his designee, is authorized to require the disposition of securities acquired as a result of a violation
of the rule, whether intentional or not. 17 C.F.R. 200.735-5(q). In addition, Rule § states,
“{r]lepeated violations shall be reported to the Commission for appropriate action.™

III. The Rule 5 “Compliance System”

Rule 5 requires that employees report annually to the Director of Personnel a complete list
of securities in which he or she owns an interest, and if an employee owns no securities to so state
that? 17 C.F.R. 200.735-5(m)(1). Employees must also report every acquisition or sale of any
security within five business days of the transaction date or the date confirmation is recetved. 17

C.F.R. 200.735-5(m)(2).
A.  Conduct Regulation Securities Transaction System (“CRST”)

To ensure compliance with Rule 5, an employee should first obtain clearance from the
Conduct Regulation Securities Transaction System (“CRST”), which is updated by the SEC’s
Division of Corporation Finance. Exhibit 6. The CRST system interacts with other SEC
databases and checks to determine whether a registration statement is pending or is not yet
effective related to the particular security an employee requests clearance for. Id. For each
clearance request to buy or sell a certain security, CRST will notify the employee whether the
particular security is restricted or not restricted. /d. Employees can print those transaction
clearances for their records. /d.

If CRST responds that a transaction is approved, it states that there is no restriction on the

transaction requested (i.e., buy or-sell) and it states, “You have 5 business days to effect this
transaction and submit Form 681 to the Office of Administrative and Personnel Management.”

Conduct Regulation Securities Transaction System (CRST), Transaction Approval sample,
attached hereto as Exhibit 8. We note that this statement employees receive on CRST is
inaccurate — Rule 5 requires that the SEC Form 681 be submitted to the Office of Human
Resources (the Office of Administrative and Personnel Management no longer exists) within five
business days of the transaction (i.e., trade date) or of the date confirmation is received, as
discussed below, not within five business days of receiving the CRST or Ethics Office clearance.

‘See Exhibit 6.

’ Currently, the SEC does not have a position of Director of Personnel, but there is an
-Assoctate Executive Director for the Office of Human Resources.

I
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If CRST responds that a transaction is restricted, CRST will not provide a clearance. Id.
If an employee does not receive clearance from CRST they can check directly with the Ethics
Office. March 5, 2008 Ethics New_sGram: “Ask, but Don’t Tell,” attached hereto as Exhibit 9.
As of January 2007, employees could send an e-mail to the CRST Mailbox, which is received by
the Ethics Office, to determine whether the denial of the clearance is valid. If the CRST
restriction is valid, the Ethics Office will provide the reason the requested transaction is restricted,
which is considered nonpublic information. Jd. If the CRST denial is outdated or no longer valid,
the Ethics Office replies to the e-mail telling the employee the secunty is now clear to buy or sell,
whichever the employee requested to do. Memorandum of Interview of (“ F| 2

Jattached hereto as Exhibit 10.

B. Financial Disclosure Reports

. SEC employees are required to file certain financial disclosure reports, including the SEC
Form 681, on which employees are to report their securities transactions within five business
days. Certain higher pay grade employees must also file the OGE Form 450, which is an annual
report of employee securities holdings. The basic purpose of the financial disclosure system is to
assist the emplovee and the SEC in avoiding conflicts of interest between their official duties and
private financial interests. See October 19, 2005 Ethics Article, “Refresh Knowledge of Your

- Holdings: File Form 450!, attached hereto as Exhibit 11. Most employee financial interests
generally arise from their securities holdings. Id.

i SEC Form 681

Employees must report all secunties transactions on SEC Form 681. See Apnil 16, 2008
Ethics NewsGram: “450 ...529...401...681 ... Can You Crack the Code?,” attached hereto
as Exhibit 12. Reporting of all secunties includes every acquisition ot sale of a security
(including mutual funds), as well as acquisitions of holdings received by gift, inheritance, through
martiage, or through a spm—off Id. 1t does not matter whether these securities are held ina
retirement account, savings plan or somewhere else. /d: Employees do not have to report money
market fund transactions other than the initial purchasc and final sale of the entire interest in it or
. changes in holdmgs that do not affect disqualification such as automatic reinvestment of
dividends, stock splits, dividends; and reclassifications. Id.

The SEC Form 681 must be reported to OHR within five business days of the transaction
or within five business days of the date confirination is received.. See Exhibit 6. SEC Form 681 is
available to be downloaded on the CRST database. Exhibit 8 In May 2007 employees were
urged to begin to complete and file the SEC Form 681 electronically, and send the completed -
form via e-mail to the OHR Financial Disclosure Unit mailbox. See May 2, 2007 Ethics Article,
“Form 681 Goes Totally Electronic!,” attached hereto as Exhibit 13. Prior to that, employees had
to fill out the forms by hand and submit them to OHR. /d. Those hand-written forms were to be
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filed and maintained in an employee’s conduct folder. The Ethics Office does not receive o
review copies of the SEC Form 681s. See Exhibit 10.

2. OGE Form 450 Confidential Financial Disclosure Report

The Office of Govemment Ethics (“OGE”) created the OGE Form 450 Confidenis
Financial Disclosure Report, which is required by the Ethics Reform Act of 1989. Exhibit 1}
The OGE Form 450s cover a one year period, and require that employees report all asscts beld fo
investment by themselves, their spouses or dependent children with a value greater thau $1,00¢ ¢
December 31 of that calendar year or which produced more than $200 in income during the
calcn;lai year. June 2008 U.S. Office of Government Ethics Confidential Financial Disclosur
Report (OGE Form 450), attached hereto as Exhibit 14. Those assets include stocks, botuds, axl
sector mutual funds, among other things. Id.

Only certain SEC employees are required to file the OGE Form 450, specifically: alt ™y
Grade SK-16 and SK-17 employees; all Pay Grade SK-14 and SK-15 attomeys, accountinis,
auditors, computer specialists, examiners, and investigators; all financial economists; ail
Contracting Officer’s Technical Representatives; and all procurement and contracting einplovees
January 7, 2009 Ethics NewsGram: “A New Year and a New Form,” attached hereto . i+ hdn-
15. The reports are required to be reviewed by a management official who is familiar with the
work of the employee for any actual or potential conflicts of interest between the employze s juis
duties and their financial holdings. September 18, 2008 E-Mail entitled, “Procedures to f:1fow
when certifying OGE Form 450 reports,” attached hereto as Exhibit 16.

The SEC has designated office heads and division directors to review the forms tor ay
financial conflicts. Id. In the Division of Enforcement, it is the Associate Directors aud the
office heads, [ ) " “Jwho are responsible for reviewing the Form -1 50
Interview Memorandum of:[ + § _} October 27, 2008, attached hereto as Exhibut 7. ‘Yl

revxewets are given a copy of the employee’s prior year’s OGE Form 450 for review. L
| H5 ) September 17, 2008, attached hefcto as

-Exhibit 18, at l4~15 If the nevnewcr is satisfied that the report is complete and the holdings du
not appear to violate any statute or regulation or present a conflict, he or she shall certify it by
signature and date. 5 C.F.R. § 2643.605; Exhibit 17. After the supervisory review in
Enforcement, the administrative office collects the OGE Form 450s and sends them to the Ftlvc:
Office, which then forwards them to OGE: Id. '

¢ . Other higher-ranking agency officials must file an OGE Form 278, which likc the OGT:
Form 450, is used to assist employees and their agencies in avoiding conflicts bu\vm;
their duties and private financial interests or affiliations.
See http://usoge.gov/forms/sf278 fag/general ques.aspx.
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OGE Form 450 reviewers receive written guidelines on the purpose of the review and
what to review in each section of the form. Exhibit 16. The guidelines state that the purpose of
the OGE Form 450 is “[t]o identify potential conflicts between a filer’s official duties and their
private financial interests or affiliations.” /d. The guidelines, however, do not identify how a
reviewer should identify a potential or actual conflict. /d. According to Ethics Office officials,

. there is no OGE Form 450 in-person training for those senior managers who review SEC
employees’ OGE Form 450. As discussed below, most of those senior managers who review .
OGE Form 450s are required to receive general ethics training every year because they file Form
278s.

C. Employees Cannot Clear Securities Trausactions ou Other SEC Data Systems
or Share Information about Why Certain Transactions are Restricted

- The SEC prohibits employees from using SEC computer data systems, such as NRSI (the
“Name Relationship Search Index,” which is an internal database of all Enforcement inquiries and
investigations) or EDGAR (the Electronic Data Gathering, Analysis, and Retrieval System which
performs automated collection, validation, indexing, acceptance, and forwarding of submissions

. by companies.required to file such forms, such as registration statements, 10-Ks, etc.) for personal
reasons, including their securities transactions. The Ethics Office has sent “NewsGrams™
reminding employees that they cannot check SEC computer data systems in order to comply with
Rule 5. Exhibit 7 & July 13, 2005 Ethics NewsGram: “Are You Trading Securities? Check This
Ethics Rule 5 To Do (or Not to Do) List:,” attached hereto as Exhibit 19. The only permissible
system for clearing securities transactions is the CRST or through the Ethics Office directly, as
described above. {d. As discussed above, if an employee is blocked or restricted on CRST and
they contact the Ethics Office for an explanation of why it is blocked, the explanation is
considered nonpubhc information and should not be shared with anyone, including their spouses
or relatives. Exhibit 9.

IV.  Training on Rule 5 Requirements and Confidentiality of Nog_fublic Information
A. Rule 5 ‘

The OIG found that the Commission conducts limited training on Rule 5 for SEC
employees and supervisors. According to agency Ethics Office officials, there is only in-person
ethics training for higher level SEC employees, specifically those employees who are required to
file the OGE Form 450, described above, and the highest-level (sentor officer) employees who are
required to file an OGE Form 278. The OGE Form 450 filers are required to attend in-person
ethics training for one hour every three years; the Form 278 filers are required to attend in-person
ethics training for one hour every year. Those training sessions focus on any number of ethics
issues, only one of which is Rule 5. Therefore, there may be times when Rule 5 is not covered in
these in-person training sessions.
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New employees attend orientation training when they begin work at the SEC, and part of
that orientation is a one-hour presentation by an Assistant Ethics Counsel.” New Employee
Orientation - Ethics (PowerPoint), attached hereto as Exhibit 20. That presentation provides an
overview of the rules of ethical conduct. One topic covered in that presentation is Rule $ and its
requirements. /d. In addition, the Ethics Office occasionally issues Ethics NewsGrams and Ethics
Bulletins to all SEC employees by e-mail. Those NewsGrams and Bulletins are maintained on the
SEC Intranet. Currently, the SEC Intranet shows there are seven Ethics Bulletins and fourteen
NewsGrams related to employee securities transactions. See
http://intranet.sec.gov/division_offices/hqo/ethics bulletins. New employees are also required to
sign a certification stating that they have received the OGE Standards of Ethical Conduct for
Employees of the Executive Branch. See Exhibit 20 at 6. We note that (2 ‘_]andc,* lj
began work at the SEC many years ago and, as such, would not have received this onentatlon
training for new employees.

B. Coufidentiality of Enforcemeunt’s [nvestigations

During orientation training, all new hires receive a copy of the “New Hire Orientation
Manual,” which contain the SEC’s Conduct Regulation, and cautions employees not to use or
disclose confidential or nonpublic information without the express consent-of the Commission.
Office of Human Resources, New Orientation Manual, attached hereto as Exhibit 21. In addition,
the Orientation Manual states, . . . employees must be very careful to maintain the confidentiality
of Cornmission information when discussing their work in public places (elevatars, restaurants,
taxis, airplanes) and when discussing their work with family and friends.” /d. at 3. In the
Diviston of Enforcement, all new hires participate in the Division’s bi-annual new hire training,
where they are informed of the Commission’s policies conceming the confidentiality of ongoing -
SEC investigations and they are given access to the Enforcement Manual, discussed below.- As
noted above, because [ ﬁ%&jand[& lj‘bcgan work at the SEC many years ago, they would

not have received this Onentation Manual.

In March 2008, the Division of Enforcement issued an electronic Enforcement Manual
designed as a reference for the Enforcement staff in the investigation of potential-violations of the .
. federal securities laws. October 6, 2008 Securities and Exchange Commission Division of
Enforcement, Enforcernent Manual, attached hereto as Exhibit 22. The Enforcement Manual
contains general policies and procedures which are intended to guide staff in their investigations.
It states that staff should be aware of ethical considerations that inay arise, including policies on
confidentiality and the protection of nonpublic information, as well as securities transactions by
employees, among other things. Id. at 10. The Enforcement Manual.also informs staff that, “all
information obtained or generated by SEC staff during investigations or examinations should be
presumed confidential and nonpublic unless disclosure has been specifically authonzed ” Id at
115.
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Investigative Findings

1. Enforcement Attorneys Fail to Comply with Rule 5

A. Long-Time Euforcement Attorneys Share Friendships

Our investigation found that [ 3. E.**_ | :]and (a3 ]arcﬁgng—timc Enforcement
attorneys and have all been friends for several years ]’ '
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B. Their Securities Trading and Stock Portfolios

Our investigation found that Eﬁ Py ]and ["9’ | ]town stock and trade regularly in the
stock market.[ ¥ 3 _Jalso owns stock, but only first purchased stock in 2005. L #3 j
#3 Jowns six different stocks, valued at the time of her testimony in October 2008 at around
$28,000, and has held them since she bought them. /d. Prior to 2005,[:1* 3 Jowned only mutual
funds. Id. [*:} ] testified that she did not invest in stocks until 2005 because she was and is
concerned about being aware of investigations from her duties as E_ ]and then
inadvertently trading in that company’s stock. /d. at 38-39; 74; 86; 99; 100-102; & 105.

E* o J‘is a more active trader than Cﬂi’l ] :and has a keen interest in the financial
markets. Our review of] E'# 2 _/SEC Form 681s show that she reported trading 247 times
from January 2006 through January 2008. E ‘ﬂ‘ < :}SEC 681 Forms, January 2006 to January
2008, attached hereto as Exhibit 27. tﬁ? a jtestiﬁcd that she spends a great deal of time
following the financial markets. Specifically, she testified that she usually watches financial news
programs before and after work, and sometimes also follows whatever stock the financial news
programs are talking about on her laptop computer. {_ . R . 'jtestiﬁcd
about following the financial markets, “. . . [ do spend a lot of time, you know - - it’s my main
hobby. It’s my passion. I am very—1I feel very proud of my knowledge.” /d. at 61. She added,
“It's my way of keeping intellectually above what other people are doing.” Id.

E + J . J testified that at the time of her testimony .in October 2008 she owned more than

-50 stocks after a recent sell-off of stocks. [~ #F Q. )She testified that her stock _
portfolio was then valued at about $45,000, but that it had been valued at about $170,000 at one
point. Id.at71 & 73.[ H _jcould not remember how many stocks she owned in October
2007, because she testified she *“. . . can’t keep up with them all.” Jd. at 73. According to

[ 4 ) TJmost recent OGE Form 450, she owned 60 stocks in December 2007. January 14,
2008 OGE Form 450, attached hereto as Exhibit 28. Her brokerage accourt ctatement for June
30. 2008 shows T # 2 Jowned approximately $167,732 in securities. |

' Dattachcd hereto as Exhibit 29. On October 31, £UU /,[ i Q]

owned approximately »1 /0, 14y m securities. {_ C '

- - Jattached hereto as Exhibit 30.
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[ 4\ Jtestlf ed he trades a few times a year, that uadmg 1sa hobby of his “to some

degree and he had about 15 to 20 stocks when he testified in October 2008. L &)
jA review of LJ‘"" | J ISEC Form 681s show that he reported trading 14 tmn,., from

January 2006 through January 2008 Employee Report of Secuntties Transactions (April 23, 2iit6
to January 17, 2008), attached hereto as Exhibit 31. He testified that his stock portfolio wits i,
approximately $150,000 at the time of his testimony in October 2008. [ A
According to the most recent OGE Form 450, # | Jowned 35 stocks in December 2007.
February 6, 2008 OGE Form 450, attached hereto as Exhibit 32. According to his brokcrage

account statement ending December 31, 2007 [-3'- I]owned over $200,000 in securitics.
’ _]attached hereto as Exhibit 33.

Both [‘“‘ 3}nd[‘_a‘ | ]ltestlﬁed that they reviewed thelr securities transactions fromn

- January 2006 before they appeared for OIG testimony and found violations. Specifically, .
.admitted to her failures to submit an SEC Form 681 for one securities transaction and her faifine
to report within five business days of receiving a confirmation for two of her trades in hu
testimony before the OIG.* [ FH 2 HEX Jadmltted he could not find an Sl
Form 681 for one transaction.{_ # | JAfter[¥F | TJtestimony, his counscl confinmed
by telephone that {3k | Jalso could not find SEC Form 681s for two other transactions we asked
him about, which are discussed below. October 17; 2008 E-Mails, attached hereto as Fixhitit 34

C. No Tracking Systems to Ensure Compliance with Rule 5

Both [ #&j and C’*’* 'ljtestiﬁ@d they did not have any formal system for v ki then:
compliance with Rule 5 requirements, and neither has kept consistent records of clearinas {ioo,
either the CRST or the Ethics Office. E'ﬁ" {3 r’-*l: 2.1
Surprisingly, |_#* 2 ] said she relies on her memory to comply with Rule 5 requirements

H 4 _| Asked how she ensures compllancc with Rule 5, [ ¥ Q

It’s always in the back of my mmd I’m_very conscious of my ethical obligations to the
Commission and as soon as I make - - I do a transaction, it’s in the back of my mind to be

sure it gets reported and on a timely basis. [ #. 2 !

¢ We note, however, it is unclear from E—a‘ 3 ];testimony whether she actually failed to
timely report because she testified that she reported within five business days of recetving
a confirmation by regular mail, just not within five business days of the actual trade.
C+ 3 jAccording to the Ethics Office, if [+ 2 ]did report the securitics
transactions within five business days of receipt of confirmation by regular maril that
. would be compliant with the Commission’s policy. This five busmess day rule of trading,
within five business days 1s not part of Rule 5.
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' E_‘-i‘-\: &~ Thestified that she looks at her brokerage account online when she prepares an
SEC Form 681. Id. According to[”# Q ~lishe compares her brokerage account with her last.
electronically filed SEC Form 681 to' make sure that the stocks in her brokerage account have all
been reported before she starts preparing a new Form 681. /d. at 164. She told us that she does
this comparison very frequently. /d. at 165.L 2% 3 “Yfurther testified, “I feel comfortable that I
don’t have any access to anything -- nonpublic information conceming an investment that [ have
because I make sure [ don’t invest in stocks that [ do have nonpublic information about.” /d- at
142. Asked how she ensures that, she testified, “I just remember.” /d.

C# | ]admit(ed that he does not have a system to keep track of his securities transactions,
nor does he consistently keep records of his compliance with Rute 5. 7= )7 T TP
- testified that several years ago he ““. . _ had a file where I stuffed all that stuff” but that he has not
*_ .. kept it in a consistent place for the last few years, and I am not sure where that file is.” /d. at
82-83.[2 | 7] further testified that he has not been keeping the CRST clearance printouts. Id. at

64; 94.

Despite[ﬁ& \] ‘testifying that he does not keep records, when asked if he generally trades
right after he has gotten a clearancc,tﬁr- l}tcstiﬁcd, “I don’t know without looking at my
records. My assumption at this point is that I probably usually do, but I also imagin¢ thére were
times where [ didn’t, so - - . Id. at 94. In order to comply with the six month holding
requirement under Rule 5,[ #| “ftestified that when he wants to sell lie thinks about when he
bought it. /d. Ifhe has held the stock for a year,,@* 1 Jtestified he is not worried about it. Id. If,
however, he feels like it 1s somewhere close to the six months, he will look up when he purchased
the stock. Jd. Moreover,| % | Jtestified that he does not keep a list of the OCC matters he has
-worked on to determine whether there is a conflict of interest or he has nonpublic information -
about a matter when he trades. /d. at 79. L:\t \ ]admiltcd he does not have a really good

memory. Id.
D. Failures to Report Securities Transactions
1. Faillure to Consistently File SEC Form 681

As discussed, under Rule 5 all SEC employees and members must file an SEC Form 681
for every acquisition, including non-purchase acquisitions, or sale of a security, regardless of
where the security is held, within five business days of the transaction date or date confirmation is
received. Exhibit 12.[# Q J [#=| 3 C#‘ 3]all failed to report certain transactions on
the SEC Form 681. '

E*ES' _Jadmitted that she was required, but failed, to file an SEC Form 681 for a particular
stock she bought on January 18, 2008. C = 3 J told us it was “definitely a
screw-up on [her] part.” Id.
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+# 3. _Jprovided us with all of her SEC Form 681 reports from January 2006 through
Janwuary 2008. Exhibit 27.[ L "_)reported 247 securities transactions from January 2006
through January 2008. /d. We found that] 3 _]filed SEC Form 681s for all of those
transactions, except two. Neither she nor the agency had SEC Form 681 reports from her for
buying and sellirig of [: E ‘ Jsharts in October 2006. Exhibit 27 & November-6,
2008 E-Mail, Letter, and Exhibits from{ ~ # |5 ] attached hereto as Exhibit 35, at
2&7. ' '

Cit | Jfailed to file SEC Form 681s for three of his stock transactions for the two year
period the OIG reviewed for this report: (1) [ - ~ T} he bought in Oetaher
2007; (2) 100 shares of[_ G| :] he bought in March 2007; and (3) 100:shares o L H.
January 20067 [ # | : fJ - D : L )
. attached hereto as Exhibit 38; [ o N ' . _} attached hereto
_as Exhibit 39; 1 [ D - ~Jattached hereto as Exhibit 40.

In his testimony, {4 | _Jadmitted that in his review ot I3 months of his trading records he
conducted befare he anpeared for OIG testimony, he discovered he had not filed an SEC Form
esifor [ F TJ[# | _[Specifically,[# | Jitestified, “I am worried I may have

B

! t 4= | Tfailure to report his sale of r_ W [is particularly troubling. We found more than
' ~ adozen e-mails bervesn him and [+ Q (:'about;,[ H7} and one in particular to her
about his sale of EH];,stock. [—# 2 _)E-Mails dated January 17, 2006, January 17,
- 2006, January 20, 2006, January 30, 2006, January 30, 2006, February 1, 2006, February
3, 2006, February 6, 2006, March 13, 2006, March 13, 2006, April 13, 2006, April 17, - -
2006, March 5, 2007, March 20, 2007 and April 5, 2007, attached hereto as Exhibit 36.
These e-mail exchanges just prior to his sale of half of his-[: H ]stock should have
prompted him to report it to the SEC. Moreover, these e-mails raise suspicions about his
June 2002 investment, and subsequent partial sale, of shares of [ Hjstock because
C# ! ]gtestiﬁed that he became aware of an Enforcement invds’tigation related tom jat '
some point, and that this prevented him from trading in it for some time. SEC Form 681,
June 24, 2002, attached hereto as Exhibit 37; | 4k | ) cmailed
B':‘k— 2 jabout this on February 1, 2006: -

“But this still kills mc.[ H ]was one of my best ideas in years and I knew it at
the time - but couldn’t buy more because of a:damn case. (As I may have whined
about before.) I would have bought at least $10K worth back then. Basically
2000 shares instead of 200 . . . . Exhibit 36 at 7. O

Because of the lack of specific information [ \] gave us about that investigation, we

were unable to determine which investigation it was or when it was opened orif it was
closed. :
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missed that one somehow.” Jd. After his testimony, C_"&' j_counscl confirmed by telephone he
did not have records for the other two transactions. Exhibit 34.

In addilion,[_# ,j;estiﬁed that he failed to ever report securities he obtained through
spin-offs or restructuring. [ 4f | ~ Jsaid thatit never occurred to him to report
these because he did not make a buy or sell decision. /d. at 11{0. The rules on reporting on an
SEC Form 681, however, are clear that acquisitions of securities through other means than buying
or selling are required to be reported. See, e.g., Exhibit 6; Exhibit 12. As noted in an Ethics
NewsGram, “. . . non-purchase acquisitions are especially important to report because they affect
what matters you are allowed to work on for financial conflict of interest purposes.” Exhibit 12.

E#/ jmentioned thatL:-I' JC J'J C K - - —J.and C L .._J,-'werc all
companies he ended up owning, but had not bought himself, and in which he failed to file 2 Form
681} L: R "] Another company that [#. /]testiﬁcd was on his brokerage
statements was [ _ M "] but he did not know when or how he got it. /d. at 97.
According to- E*- IJ?‘. .. [ get a ton of stuff from the brokerage firm, and there have been times —
over-the weekend, [ saw reference to [a company] éalledf_i):_]md - .. I have no idea where it came
from, and [ don’t remember ever seeing it.” Id. at 109-1 10.[-,&. ,jgave another example of a
company called{__ T Jthat he had seen before on his brokerage statemeats but did not know
“where it came from.” Id.at 110. [# |1ﬁ1rthcr testified that presumably the brokerage firm sent
him something at some point abou(_:y. Jbut that he did not “necessarily read it or remember it.”
Id. at 110. As to his failure to file certain SEC Form 681s,[{ ¥ Jrestified, “. . . hopefully
somebody will understand if [ make a mistake, . . .. We all make mistakes.” Id. at 115.

2. Failure to Report Certain Transactions ou OGE Form 450

Both E'# ol Jand [_*t i ];fai!cd to report certain transactions or earmings on their OGE
Form 450s during the two year time period the OIG reviewed for this report. We found that while
E 4 2 Jproperly reported all of her security holdings held at the end of each calendar year for
her 2006 and 2007 OGE Form 450s, she failed to report any time she eamed more than $200 on
the stock transactions she conducted during those calendar yeais. Spec,iﬁcally,[:‘# ol jfailed to
report eamed income of more than $200.in fifteen separate-instances in 2006 and 2007.
[ ¥ 2 ] Eamed Income Over $200 Not Reported on OGE Form 450, attached hereto as
Exhibit 41. [ 2 chstiﬁed that she did net understand that she had to report if she earned
$200 or more on a securities transaction uriless she held that security at the end of the calendar

8 The OIG did not determine how many securities [‘* l] acquired through non-purchase
that should have been reported on an SEC Form 681. We recommend that [ 4| ]
conduct a review of his securities holdings and file an SEC Form 681 for each secunty

holding obtained by other than purchase.
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year. Q - . ﬁ:& l As discussed above, however, all sources of earned income greater
than $200 must be reported on the OGE Form 450s. '

U1 testified that he failed to report his ownership of. (M J'on his 2007 OGE Form 450.
L7 T# | - TJownership of AV Jwas worth about $3,400 at the end of 2007.
Exhibit 33.[ 4 | “Jtestified, “. . . I fully acknowledge it should have been on there, and I . . . was
absolutely horrified to see thaf it was not on there.” |~ 4] '“.j He further testified that it
was not an intentional error and was “purely an oversight.” Id. at 102-103.

In addition; [_‘_*f_\ J}als_o failed to report transactions during the calendar year in which he
camed more than $200. Sppciﬁcally',.,}[‘-& | failed to report on eamed income of: (1) $723 when
hesold_ _ ") onDecember 27, 2006; and (2) $2,936 when he sold[_ 7 °

. _}onJuneS,2007. (2] TJEamed Income Not Reported on OGE Form 450s, attached
hereto as Exhibit 42; February 28, 2007 OGE Form 450, attached hereto as-Exhibit 43 & Exhibit

32.
E. Other Violations of Rule 5
1. Failure to Clear Trausactions

The OIG found that[,’ﬁz A _Jﬂid not receive clearance for ten separate transactions
during the two year period the OIG reviewed for this report.[[ 4% 2 :}itestiﬁed that it was her
practice to seck approval from either CRST or the Ethics Office for each transaction, but that she
did not keep a record of clearances she received from the Ethics Office.[ ¥ 20 - :
. does not have evidence that she received clearance to buy or sell those ten -
separate securities. Although our own check revealed that each of these transactions would have
been cleared had she sought clearance at the time she wanted to conduct the transaction, she
nsked that these transactions would not have been cléared. February 3, 2609 E-Mail from
[ ¥ 1Q " Jattached hereto as Exhibit 44. -

For six of those ten transactions, the OIG found that t‘ﬁ: a":}checked on CRST and was
told they were restricted.[ 3 2. ) Submission of Form 681s and Cleararice on CRST, attached
hereto as Exhibit 45, We do note, however, that{_# 2. :ﬁidl file SEC Forn 681s for four of
those six transactions. Jd. The Ethics Office had no record of [**" Q :I_chécking with them for
clearance of those transactions. For the other four transactions, the OIG found no record of

[ #2 Flearing them. Id.

We found thattji‘ |]’~,did clear each of his transactions we reviewed either througﬁ CRST
or the Ethics Office during the two year review period.-
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2. Failure to Report Securities Transactions Timely

During the two year time period we rcviewcd,[# Q :afailed to timely report E_ @ .
jin which she checked on CRST and received clearance on 5/30/07, but her brokerage records
show a séttlement date of 6/21/07, much more than five business days later. | +# 3,
Clearance and Settlement Dates, attached hereto as Exhibit 46.

t'ﬁ:’ !]’ti-mely reported each of his transactions in the two year period we reviewed.

As discussed above, at footnote 6 L ] ];ﬁeld us that she falled to report two of her stock
transactions within five business days of those purchases. [ # 3 _Before her testimony
with the OIGB’\:\?) “Jtestified she reviewed all of her securities transactions and Rule 5. Id.
Upon her review of Rule 5,[ 2% 2 jlhoughl she had not timely reported two securities
transactions within the five business days because she waited until she received the confirmation
in the mail. /d.[# 2 T)testified that for those two trades she determined that she was 1 business’
day and three to four business days beyond the reporting requirement. /d. It is unclear whether in
" fact she was late or had misunderstood the Rule 5 requirement, as discussed above in footnote 6.

3. Improperly Checking EDGAR for Company Information

We found that during the two year period we reviewed, [1& b} jihad improperly checked
on EDGAR, the SEC database which contains copies of corporate financial information and
filings, on at least five occasions related to five separate securities transactions, although she
initially testified she had never checked EDGAR for her stock transactions. E B :}‘E Mails
dated July 2, 2007, July 9, 2007, July 10, 2007, and July 16, 2007, attached hereto as Exhibit 47.

[‘_ﬁ. Q ]mltlally testified, “I don’t look at Edgar [sic] for stock purposss . .. " [T "HQ~

'She further testified, “I just don’t look on Edgar [sic].” When pressed further about whether
she had ever searched EDGAR, E_:HI Q" Jitestified, “I would say it’s not my practice.and I have
no recollection of having done s0.” /d. She said her understanding of the Commission’s rules is
that you cannot look at EDGAR to see if there is a registration statement petiding. Jd.

SEC employees are prohibited from checking on EDGAR, or NRSI, for personal trading
purposes, or for any personal purpose, since it can be used to gain 1mportant information about a
company. Exhibit 7.

Afier she initially denied checking on EDGAR for stock p_urposcs,[ +# jwas shown
four separate e-mails she had sent to the Ethics Office in July 2007 in which she attached
information from EDGAR, or said she learned from looking at EDGAR, that there were no

‘registration statements for five separate companies.{_ +#+ Q “klaimed not
to remember sending these e-mails, but admitted after being pr&ccnted with those e-mails she had
apparently looked at EDGAR. Id. at l7l-L ¥ 3 lthen testified that at some point Commissiqq ‘
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employees were told not to use EDGAR for personal trading purposes. /d. She further testified
that she *“. . . hadn’t looked on Edgar [sic] after that, and I never relied on Edgar [sic] in terms of
whether to transact.”® [d. at 171- 172.[::\4’— 2 T¥said she would not know how to analyze the
information contained in EDGAR. Id. at 174. ‘

We have no evidence that[‘& ) ]chc;cked EDGAR for his own securities transactions
during the two year period we reviewed, and he testified he has not checked it for his securities
transactions. [ 44 1 _)Wealso found that neither. [ ¥ QJnorl3 { Jichecked on
NRSI for their own trading purposes, as confirmed by the SEC’s records that track everyone who
checks on NRSIL L%_\___]tgstiﬁcd he did not think he had ever checked on NRSI for personal use,
and would “. .. imagine it would be inappropriate to do that.”"- C 4«1

4, Improperly Sharing Clearance Denial Reason with Each Other

We also found that E& &] and [“'tk ] shared with each other not only whether
something cleared in the CRST system, but the basis for at least one denial of a clearance to trade.
The basis for any denial of a clearance to trade is nonpublic information and should not be shared
with anyone, including fellow employees. See Exhibit 9. The Ethics Office has reminded
employees of this fact, and noted that this nonpublic information may not be shared with anyone
including an employee’s spouse, relatives, their broker, or beneficiary of a trust. /d.

Despite this prohibition, |_# 2 “Jand {41 Jshared with éach other the nonpublic
reason for a denial of clearance, as evidenced by an e-mail. November 8, 2007 E-Mails, attached
hereto as Exhibit 48.] % | "Jforwarded an e-mail he received from the CRST Mailbox about
E i R :) + Q\ j‘and)l‘*&j Id. In that November 8, 2007; e-mail, the

Assistan—t Ethics Counsel stated:

The [ R_ _ s currently blocked because of . =~ '
o _ Under Rule 5, everyone at the SEC is blocked from buying t R] )
while.the © o ARt S T I LI TR e
/7 4

[:“=¥ al Jrcsponded to [:W \ j e-mail saying, “Oh yuckola! I wonder if this is the proposed
- merger that [redacted] got fired gver because he hadn’t told the board about it! Wouldn’t that be
hoot?” Id.

19

’ We note that on August 8, 2007, the Ethics Office did send out an Ethics NewsGram
reminding SEC employees thiey are prohibited from checking on NRSI or EDGAR for
anything other than mission-refated activities. Exhibit 7. We did not find evidence that

' [:A'—Q hjcheckcd EDGAR after July 2007, although the policy was already in effect.
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IL Enforcement Attorneys’ Frequent Discussions About Securities Trading and Access
to Noupublic Information Raises Concerns and Creates Appearaunce of Improprieties

A. Enforcement Attorneys’ Widespread Access to Nonpublic Information

1. Enforcement’s Office of Chief Counsel _ 7

Repactep  PER
ReauesT OF
LSAD

10. The role of the OCC is to ensure that the Commussion’s kntorcement program actions nave a
- sufficient legal basis, conform with Commission policy and is consistent nationwide. /d. at 7.

The OCC staff reviews all enforcement actions, both for headquarters and the regional
offices, before they are presented to the Commission. fd. The OCC reviews formal orders and
various memoranda including action, advice, and settlement memoranda. /d. at 30-31. In
addition, the OCC staff perform a counseling role, and act as “‘nationwide consultants throughout
the course of an investigation.” Id. Those consultations can occur anytime during the course of
an investigation, even before an investigation is opened. /d. at 8-9.

According to 1: % U j there are “about 4,000 investigations ongoing at
any point m fime.” Jdat 10. The OCC has about 20 cmployces when it is fully staffed. Id.
There are & . R “Jand
, =7 . [—_& N Eﬁ: | j]d at 35; Transcript of Testimony of
[ ) ] August 26, 2008 attached hereto as Exhibit 50, at 6. Matters are
assngned by subject *—[ﬁ' .group reviews insider trading, regulated entities, and municipal

secuntles[ L‘ﬂstaff revu:ws financial fraud, FCPA, and corpordtion finance issues. [*k i ] ;

‘:& Y ] testified that the OCC does not have an automated tracking system for the
. matters thcy revxew but there is an electronic mailbox where all memoranda to be reviewed are
sent. [ T Eﬁ \OD L 1 ] are responsible for reviewing the matters sent to
that electronic manlbox and then ass:Emng the matters to theic staff. /d. at 29. Intake sheets are

then prepared manually by :9‘\0! nd #% J1o track assignments. [‘& Y "] does not receive any
reports from these intake sheets. Id. at 30 :H: l—\ testified that she mostly becomes aware of
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matters as they get closer to being put on the Commuission calendar or if there’s a “Wells”
meeting ' /d. at 33-34.

The OCC staff generally provide comments to the memoranda they are assigned by e-mail.

Those e-mails are to be maintained on a shared drive on the computer so that all staff in the OCC
has access to the comments. /d. at 43. The QCC has so-called “bagel meetings™ every Friday
where the OCC staff meet. /d. The QCC staff tend not to discuss work in those meetings, but if
they do discuss work it is usually what happened in the most recent Commission meeting. /d.
Given that the OCC reviews all Enforcement matters and that OCC staff have access to all

mments and information related to matters being considered or referred for Enforcement action,

* \1 has access to a tremendous amount of nonpublic information. -

2. The Other Associate Groups
As discussed abovc,tdf—' 2 Jand[#F Q  Jworkin{_ o 7 within the

REDACTEDOPE‘E.
Re@uestT OF
VSAO

E‘ﬂ’a :}old us that her Assistant group has weekly bagel meetings every Thursday where they
generally talk about what was discussed at the senior staff meetings and cases in their group. Id.
at 15. fd* g Jtestiﬁed that her cases have been discussed in bagel meetings. Id. at 16. She
said that she generally becomes aware of what is mentioned in the staff meetings but that she
didn’t “keep up with other people’s caseloads.” Id. at 16.

rEPACTED PER
ReaLest OF
USAO

1o The “Wells submission” process represents a critical phase in SEC investigations.
Pursuant to the Securities Act Release No. 5310, Procedures Relating to the
Commencement of Enforcement Proceedings and Termination of Staff Investigations
(September 27, 1972), at the conclusion of an Enforcement investigation where staff has
decided to seek authority from the Commission to bring a public administrative
proceeding or civil injunctive action against an individual or entity, Enforcement staff
may advise p;dspective defendants of the proposed charges against them and provide
them the opportunity to file a written statement "setting forth their interests and position”
in accordance with Rule 5(c) of the Commission’s Rules on Informal and Other
Procedures, 17 C.F.R. § 202.5(c). Prospective defendants use these responding
statements — known by the SEC and the securities bar as "Wells submissions” - as an
opportunity to set forth the reasons why the staff should not pursue such action before the
Commission brings formal charges.
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geoacre0 Per
Requesr OF

USAO

E-‘rf"3 jsald that since she joined the new Assistant group last year, they have held about
three or four staff meetmgs, during which they did discuss cases they are working on. /d. at 22,

ml QO " groutsy [# 3 Jfestified that they had regular bagel meetings every
Wednesday where thcy dlscussed cases before they went to the Commission. /d. at 23. Asa
T TR~ Tattends Enforcement’s weekly senior staff meetings where cases are

discussed. [ 4F f;Jatlﬁed that she directly supervises four attorneys. Id. at 8. In her Assistant
group, however, there are eight staff attomeys and the Branch Chiefs supervise all of them on
individual cases. Id.

B. Enforcement’s Confidentiality Policy

Each person who testified in this matter gave us different views of the confidentiality
policy as it relates to Enforcement investigations and, in particular, whether Enforcement staff can
share nonpublic information intemally. In addition, we found no specific written policy on
whether nonpublic information can be shared with others at the SEC. For example, [ )

. Jtcsuﬁed that “. . . information is generally only shared that needs to be. [

T# _Jitestified that there is a prohibition on Enforcement attoimeys sharing

information with non-Commission persons, other than witnesses and people involved in the cases.

Id. at 50.

As to whether Enforcement attoreys can discuss cases with other Commission
employees, [# 4 TJiestified that they “might want to discuss particular legal theories” and share
information, but that they should be discreet about it. Jid. at 50-51. [4# L} jfuxthcr testified that
it would not concermn her if she learned that an.employee in the OCC e-mailed an Enforcement
attorney in another group or even other Commission divisions because they frequently discuss’
cases. Id. at S1. But when asked if it would concern her if one of the OCC staff attomeys was
recommending stocks from his SEC e-mail account to people outside of the Commission, such as
[3] Mid[# Y itestified, “ . . that would raise concems because people would assume that
the individual had access to information.” Id. at 54.

T . :#:5 ]howcvcr testified that his undcrstandmg of
Enforcement’s confidentiality policy is that the investigations are confidential because they are
nonpublic and-that “{t]hey can’t be discussed or shared with anyone outside of the investigative
team or other folks within the building who have a need to be involved in our investigations.”
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‘ E#&ﬁ E’*’ 1 ] E #3 _Jalso had different views of the confidentiality policy.

E#’B _:Ytestiﬁed that investigations. are “absolutely confidential” and not to be discussed with
anyone outsidé of the Commission. [~ # 3 j’pointed out that if someone calls
and asks about an investigation, Enforcement-attormeys cannot admit or deny the existence of an
investigation. Id. As to-whether Enforcement attomeys can discuss investigations with other SEC
employees “[wlithin the building,” she testified, I think the policy has changed over time.” Id. at

18. ‘
E’# 3 Jthen testified that several years ago when [—ﬂ: L& :}was hegr_[:_ o u)

he would caution the attorneys in his group not to discuss cases “around the building” and wouid.
say, “. . . look don’t chat amongst your frieads about what you’re working on.” fd. She further
testified aboul[ﬂ* 1) “Jeautions to staff: “You should be very careful about discussing your -
cases.- Unless there’s a need to do so, you shouldn’t be discussing your cases with staff [sic}
shouldn’t be the topic of idle chatter.” Jd. at 19-20.. -

She said that she did not remember any other{_ __ _}“saying anything
expressly” about confidentiality, but testified . . . it just sort of permeates how we function.” /d.
at21.[# 2 j'!thcn went on to discuss how there are frequent discussions among Enforcement
staff about not interviewing anyone calling from a cell phone or receiving nonpublic documents

" by facsimile. Id. at 20-21. According to[# 3 “JEnforcement senior staff are cautious in their
management meetings not to discuss open Enforcement investigations because:

. - . internally there’s a certain sensitivity that you don’t make your investigations sort of
the topic of idle chatter unless there’s some constructive reason for why you are having a
discussion with somebody else. Id. at 19.

[:_’“"\ :] testified that he believes the confidentiality policy is that Enforcement staff cannot
discuss investigations with those who do not work for the SEC.[ = —]Butasto ‘
whethier he could discuss Enforcement investigations with others at the Commission he testified:

As far as my undexstanding of rules or limitations, unless something is an executive
session item, there is no-strict prohibition on talking about it with colleagues, and
colleagues, as far as my understanding of any rule — it’s not necessarily limited to
Enforcement.” Id. at 34. -

E# \ Jtestified he does not remember where that understanding came from. /d. at 35. i IJ '
said there is a value to sharing experiences and lessons with colleagues. Id. at 32.

E#J ]testiﬁed that her understanding of the confidentiality policy 1s “. . . to keep our

investigations in the strictest of confidence.” [_ _ + g)\ j elaborated,
“Meaning we don’t discuss them with anybody in the public, only among the people we need to
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discuss them with or, you know, within the Commission.” fd. at 21. She dxd not know what the
policy was for discussing investigations “within the Commission.” [d. E_ a “Jtestified she did
not think the policy was any different if it was being discussed within her Assistant group or ‘
outside of it because she thinks of Enforcement as a “general group.” /d. at 22,

C‘-‘ﬂ»’ 2 jtestiﬁcd_she «. .~ will bounce ideas off others in Enforcement™ at lunch and
when she is visiting their offices. fd. at 23. She further testified that she had not heard of a policy
that information about investigations should only be shared with those who need to know about it.
M. [_-# 2+ j}emembers being told about the confidentiality requirements when she began at the
Commission in 1981, but does not remember it being reinforced over the years. Id. at 24-25.

| C. Testimony about the Enforcement Attorneys’ Character and Integrity

The OIG investigation revealed that everyone we interviewed or took testimony of said
thcy thought highly of both [#';l "Jrand [# | j character and integrity and would be very
surprised if either of them used information they leamned in their jobs at the SEC for personal
trading purposes. Everyone also testified or told us that they are both careful, experienced
attorneys. C‘“" |O jtestlﬁed that he found L’**_j ]to bea very careful, good attorney, as well.
Memorandum of Interview of. C + D iAugust 5, 2008, attached
hereto as Exhibit 51, at 5. A .
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D. Enforcement Attorneys Engage in Frequent and Regular Discussiouns about
Stock Traunsactions and Work

1. Long-Standing Regular Weekly Lunches
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All three testified that during their. “standing lunch on Mondays,” E* 1] E # 2 “Jand
3\13 j often discussed stocks, their contemplated stock transactions, and the financial markets, as
discussed below. In addition, we found that they also discussed work at their lunches. [~ H Lo
]L # | J r #2 jWe.found that they did not have a policy of not
discussing their Enforcement cases or matters with eachother. [~ 4 ) “|During the
earlier years of their lunches, they generally frequented the[ T¥estaurant near the former
SEC headquarters building. 7 #= | " }In more.tecent years, they usually met for lunch at

T2l
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E‘l\'— 3 jt«xtif ed that in more recent years, [_’& Q] [#] ]iandﬁl‘; 2 _]had lunch
together about 40 times a and that those lunches would last an hour or an hour and a half. .
E A 2, estimated that of about 60 hours each year they would spend at lunch
together, they spent about 15-20 hours devoted to discussing particular securities, another'15-20
hours discussing general market conditions, and the remainder of their time discussing politics.
Id. at 86. Therefore, according to[ #3 ]the:r lunch discussions would consist of about 30-40
hours of discussion annually about stocks and the financial markets.

a. Discussions of Stock Transactions

According té[ % % "Ywho we found to be a credible witness, there were two primary
topics of conversation during their standing lunches with the three of them — politics and ]

securifies trading. C # 2. J REDACTE
C REQUEST %FPSEPO

tﬁ" SL] reluctantly admaitted that the stock market came up Eiqucntly at their lunches
A

and that they have discussed particular stock transactions. E R ‘
-
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| ~
N E’# | J:testified that he discussed stocks with .[1* &l j “pretty often” and that the stock -
‘market and trading was a “significant topic of conversation™ between them. ‘-‘
~
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Many of the e-mails we reviewed showed that they discussed particular stocks and
contemplated stock transactions at their lunches. T
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In addition, many of the e-mails thcy sent each other about meeting for lunch contained
_giscussions about stocks.
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— b. Discussions of Enfercement Matters

‘*c) .J L { __(;and[*:ﬁ j all admitted that they discussed work and their cases with
each other, particularly at their lunches which was the time they primarily saw each other.

'E& Q\j[‘—i* \] 3] A [ 2} testified
that they sometimes dlscusscd their cases and that she sometimes solicited their advice on cases.
I;- . ¥ A 77 Ttestified she would seek % \ “J'advice, “. . . if Thad an
issue in a case becauset# \] is in thcr_ Jand I would sometimes get some
foedback from him.” I at 33. Asto[* ST {3k A Ttestified, {3 TJal ere and
she’s had a lot of experience and I would sometimes get input from her.” Id at34. # 2]
claimed not to recall # \ “Jdiscussing any of the matters he reviewed [ ]Id. at 37.

E&r?- _Jtestified she, Ek'-\ jand[ﬂ ?;:]‘ discussed their SEC work, despite the fact that
none of them had a need to know about each other’s investigative matters. /d. at 41. E&— ’2:7
testified when they discussed work at lunch, they “would try to be very careful” and would not
" mention case names. Id. at 123-124. But she said that they would discuss things like “sending a
mermo up on a case” or “we’re taking testimony right now in a case.” Id. at 123. [—‘&Q : was
not sure whether they ever mentioned witness names, but testified that she did not think they got -
that specific in their discussions. /d. at 123.
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: Eﬁ’ 2 hestified that she discussed work with{ # | =:}zlthough “not the substancc: «.i' the
work” but more of the legal issues that arise or hassles she was having. {_ 2 7 hut
: #BJtold us it is not unusual for her to discuss cases that are going to the Commission with

4\ _] Id atli5. '

<+ } _Jtcstiﬁed that{: 2. j?discussed her cases with him *“to some degree’ i i:..:t
E_# -3 “Jupdates him about her cases, and usually solicits his advice. C&1. i 1+ mails
show magfﬁ | “Jwas clearly aware of [ # % TJcases. For example, on April 7, 2006 _ - e
mailedf #3Jhat he noticed that one of her “trading suspension” cases had not been wintun
about in a weekly e-mail sent regularly by the Enforcement Director or in a Digest discussiuy,
recently brought cases, either. Apnl 7, 2006 E-Mails, attached hereto as Exhibit 58.

2. Frequent E-Mail Discussions About Stocks During Work Day Violates
Commission Policy on E-Mail Use and Raises Concerns

A review of their e-mails establish that.['ﬁ"z-;""jpnd'f*' / J-had frequent c-n1}
discussions with each other about personal matters during the workday.!' Some of those «-imanls
related to their lunches, and others were about particular stocks, the financial markets, nd their
anticipated or completed stock transactions.|xx % lwas often copied on those e-mail. {.1t 1aicly
responded.’? E%i”)_ Jand[&' | “Jboth maintained folders in Microsoft Outfook entith:i
“Stocks.” Despite substantial evidence to the contrary,Ei? Q B jand [_*“ \ '_']both.fi‘eniud wuler
oath using their SEC e-mail frequently to discuss the stock market. {_ &% X i
T | Both were unfamiliar with the SEC policy and rules that their SEC e-maif = 2 b
used for personal reasons primarily. during non-work hours. [ #72, - ] C =

j Similarly, E&"B jwas unaware of the de minimus personal use requirement for Si-t -
mails. T

A review of randomly selected days throughout the e-mail review period of moic thas two
years, shows that[ £ 2 Jandfﬁ" jse'nt e-mails from their SEC e-mail accounts, oficn to each
- other, about-stocks (and other non-work matters) nearly every work day. A sample of some of
.- those e-mails is attziched;(:'f b} j E-Mails dated August 8, 2006, July 19, 2006, January ¥,

" E«_ﬁ— ), _Jtestified that she works the altemative work schedule called “5-4-9" anal 1t
her work hours are 9:00 a.m. to 6:30 p.m. most days, with every other Friday off and one .
shorter work day every two weeks of 9:00 a.m. to 5:30 p.m. [ QL 1 [#17) :
testified that he generally works every day from 10:00 am. until 6:30 p.m. 7341

n [&" "y Ywas included as a recipient on most of the e-mails discussed below. For lii sake
of brevity, however, we are not referencing her as a recipient sincc[-a: 3j rarchy
responded to these e-mails. '
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2007, January 30, 2007, February 28, 2007, April 18, 2007, Apnil 26, 2007, May 8, 2007, May 21,
2007, July 17, 2006, January 17, 2008, & January 28, 2008, attached hereto as Exhibit 59 &

E* I JE—Mails dated Apnil 5, 2006, Apnil 28, 2006, August 2, 2006, December 18, 2006, January
8, 2007, March 20, 2007, April 26, 2007, May 29, 2007, May 31, 2007, July 17, 2007, attached
hereto as Exhibit 60. Each of those days selected for review show both 3 "Z ° TJand T#} Jsent
e-mails about stocks and sometimes several each day. /d. An overall réview of their e-mails
shows that they sent e-mails about stocks at least a few times a week. /d. We therefore find that
E 2 'jand{:-&' | Juse of e-mail for persenal reasons was excessive and violated the
Commission’s policy on personal use of SEC resources. It also raises suspicions about their
securities trading activities. -

Both also claimed under oath not to remember sending or receiving any of the two dozen
e-mails they were shown in testimony taken from their SEC e-mail accounts. See, e.g., [ s 2, |
ZTr. at 42; 44; 83; 85; 87; 89; 92; 95; 98; 99; 101; 103;.106; 108; 112; 115; 116; 124; 128; & 145;

J-at 67;72;75; 121; 146; 160, 162; 165; 166; 169; 170; 172;'173; 174; 175; 187; 194;
205; 207; 209; & 211. Some of those e-mails were lengthy e-mail chains about particular stocks
and stock transaction they had made or were thinking of making, as discussed below. ‘We did not
find this testimony credible. E# { “Jsometimes solicited [ 4% _ "] advice about particular -
securities, referring to her at times as a “stock guru,” and even sent e-mails to his brother and
sister-in-law recommending stocks and telling them that L:ﬂ- 2. "Ywas recommending it, as”
discussed below. These e-mails also raise suspicions given each of the subjects’ tremendous
access to nonpublic information.

According to [ ¥ 3] [ #*2) ]and E& lj»used to send e-mails to each other and her °
about a variety of topics unrelated to work, including the stock market.[ H#* 2 Y -
[# 3 TJalso said that if [4 2. "_was on the e-mail she knew it was personal and not work
related. /d. at 66. According to[# 3] [& \ _)'e-mails her “pretty regularly,” and that more
recently she gets two to three e-mails from him throughout the week, less than in prior years,
about his outside interests. /d. at 58-59. She testified that she tends not to read most of them
because most are not work related. Id.[3#¥ 3 Jiestified, “I think that there were times when we
rnight have discussion about a stock during lunch or a stock which one of them knew the other to
own and there’d be follow up communication during the week relating to. the stock.” Id. at 62.
She told us that she did not respond to'many-of their e-mails about stocks because she did not
have time and she was not sophisticated enough about the stock market to respond. /d. at 66.

Even though-[‘lg 2. Ydenied remembering any of the e-mails we asked her about, she

testified as to almost all of these e-mails that she recalled the particular market conditions at the
time of the e-mail, or that[—.&[ Jwas interested in owning, or did own, the particular stocks, or
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that they had discussed the stock at issue at their regular lunches.” See, e.g., I s 2-:_ N b
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We did not focus our investigative resources on whethert # J:sed the SEC Intermnet
for stock trading or personal purposes, but it is clear from her own testimony and several
of her e-mails, discussed below, that she did in fact use the SEC Internet for her own '
trading purposes despite her testimonial assertions to the contrary. See [ -# Qj

C;as 2. Jtestified that she uses the SEC Internet to keep abreast of the financial

markets and to find possible companies to investigate, all in support of her work at the
SEC. t o HxQ —jﬁmher claimed she checked the Internet two to

‘three times a day when she was taking a break from work and to see what was happening

in the financial markets that may affect her work. Id. at 53. % Q. "Yalso admitted to
viewing Bloomberg, Yahoo finance, and Google Finance, as well as visiting message
boards, from her SEC computer during the work day. Id. at 58
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v Other e-mails[ #2 “Jand{ %1 Jexchanged show that they often discussed stocks and
their own stock transactions using their SEC e-mail, and often during the work day.
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These are just some of the examples of e-mail exchanges between L H A Jand Eﬁ- l j
about particular stocks using their SEC e-mail accounts. See also Exhibits 59 & 60. Although
many of the e-mails she sent that we showed her were during her work hours, [:-#l: ‘2. ftestified,
“. .. I would say that | was taking a break from my work at that time.” E = “Inall,
these e-mails establish that_,f' - Jand =k | “often shared specific information abot
particular stocks and their investments and A }Jisomctimcs sought advice from'[ # 2 jabout
his securities transactions. A review of their brokerage records also establish that =¥ 2_ Jiand

=1 "Jown many of the same stocks. Joint Stock Activity of E:& ’2,_7 and @*‘I j 1, attached
hereto as Exhibit 75.

E. ['5‘» [ JRecommends Stocks to Family from SEC E-Mail Address

Our investigation revealed that [’*‘ l]"-ie-mailed his brother and sister-in-law fram his SEC
e-mail address on a number of occasions about investments and ideas for trading. [ +& |
e— j Specifically, we questioned [ 3| “Jiabout five separate e-mails he sent to his brother and

sister-in-law from his SEC ¢-mail account about a few different stocks. [#¥| ] claimed not to

remember any of those e-mails, which were sent in late 2007 and early 2008.[ # | '

. .‘;}EEEDACTED Per Reguesror USAO | On more than one occasion,
77 "E-mailed his brother and sister-in-law that his “stock watching friend, [ 72 F
told him about investment ideas, as discussed below. E** | }admitted:

I know I shared with him stock investment ideas or telling him - - [ was thinking about

doing it or not. 1am quite confident that those were in e-mails, either from home or work -
or both. I cannot quantify it. E# | 3 ‘
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C ¥ |J'fuxther testified that he sometimes shares with his brother stocks he is thinking of Huyiy
or has bought. Id. at 209: Ed#— | Jadmitted- it 1s pretty rare his brother shares information w::h

him. M.
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[‘ﬂ-‘m |, Jtold us that his brother knows he works in the Enforcement Division at the St
but testified that he believes his brother also knows “. . . I would never tell him anything ihat i

shouldn’t.” [ A _Jalso testified that he has no reason to believe that fue«
brother or sister-in-law share the e-mails he sends them with anyone. [_ ‘d: I ~ Wihen
asked why he told his brother and sister-in-law about ‘what[ 1&- 2.~ yrecommendcd, he
testified that he did not recall if they knew [—&- 2 :} works at the SEC. /d. at 206. sand

" he may have told them that [‘# 2. "Hikes to trade and is pretty savy about the markets, but
claimed not to remember one way or another. /d. We did not find this explanation crediblc.

When asked if Ek I J'*xhought it was appropiiate to be sending €-mails discussing =100t .
. to persons outside the Commission from his SEC e-mail address, [’F‘* | "} testified:

" 1 think I can have personal contacts with my brother on the SEC computer, within rcison
I am not aware of there being any subject matter limitation to that, and - - nor, sitling hoe
today, should there be, necessarily. The question is, am [ telling him something that - tiun
would in any way suggest that, you know, he should trade on something that maybc 'in
not allowed to trade on. I mean, definitely, that would potentially be a problem, but that s

not the case. [‘-\=l= )
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E\‘ 1 ]dcmed the e-mails created any appearance of an impropriety, testifying that he did not

* share nonpublic information with him. Id. at 215 & 219. In addition, [‘-HL ] ]\testlﬁed “I was not
aware of an e-mail to my- brother about something I bought creating an appearance of conflict.”
Id. at 2[9 Ed? | Jfﬁmher testified: :

I can't answer for you what othiers may think. I would tell them, if they were outsiders and
they said, gee, is this a problem, or we think it is, [ would say I'm sorry you do think it’s a

problem, I did not, and to the exterit you’re concerned, let me assure you, I did not pass on

material nonpublic information. If you were concemed, look at the records, look.-to see if
knew anything about [N "} this example. 1did not. There's no bas:s .

E& 1 _]‘admltted that to the extent there were questions about his sending these e-mails, he would
avond it in the future “to the extent of being asked [sic] by the IG or supervnsors or whoever.” Id.

As discussed abovc,[/_‘#: Yy ]testiﬁcd that if she leamed that one of her staff attorneys
was recommending stocks from his SEC e-mail account to people outside the Commission, “ ..

that would raise concerns because peoplc would assume that the individual had access.to
information.”. Eﬂ*- LD
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F..  Admitted Risks of Trading on Nonpublic Information

As discussed abave, B" $ J[tcstlﬁed that she has had a concern about ‘scrubbing [her]
ind clean” of information she learned in her work as:_ :hm Enforcement when she
has purchased stock. [# 3 _jax 38-39; 74; 86; 99; 100-102 & 105. [ 2 Jrestified:

. . I do remember expressing on a number of occasions orally . . . how do I choose an
investment, | haven’t been privy to something that someone hasn’t said something that [
" need to know about, and so, before I invest, that’s why [ oftentxmcs pick a stock and then I
will continueto hold. Id. at 99. -

B#j ]tﬂshﬁod that she waits for a long time to. invest because she wants to figure out if there is
anything that she’s heard about that company at work. Id. She explained, “I would worry, is there
something that someone may have said in a Monday moming [senior staff]meeting, orin a
discussion with me, or in a bagel meeting, that may be a problem here, and how do I control that.”
Id. Lﬂ* 3 :lcontmued “If you even are even [sic] subconsciously aware of it, but you just have a
‘gcnerally favorable view or even negative view, you want to sell a security. How do you scrub
your mind clean of that detail even though you may not be consciously aware of it.” /d. at 105,

' In an e-mail| % 3, ];scnt o[ ¥ ' :Iabout [LRR. ] on Saturday, January 21, 2006, she
asked [3¢ | }“Do you think investing m[ R J is feasible. I'worry that there is some
investigation about which I should know about, and can’t think of anything. But if there’s
something obvious that is out there, I don’t want to make a gaff in investing.” January 21, 2006
_E-Mails, attached hereto as Exhibit 81.

When asked, *. . . do you think that it’s possible that in [ ¥ o J or [ A\ J

. secufities transactions, that they might at least be colored by some of the information that they’ve
gained by their work, or heard in the bmldmg" "[:# 3 jreplled “1 thmk as a practlcal matter,

" that’s d risk that each and everyoncof usruns . .. ."” +=# _~ _Jsaid that is why
historically no one at the SEC was allowed to tmde in securities. /d.[3%3 jcontmued, “So, 1
mean, yeah there are risks that something’s going to be out there and I will find out about it, and
it’s not going to register with me, I cannot trade.” Id. at 102.

[& }3 added, “As a general matter, the higher up you go in the hlcrarchy the more cases
you are exposed to, the greater the risk.” [ +#* 7 _jadmlttcd that[3¥ | Jand
others'in[[ “Jhave access to a great deal of nonpublic information in their jobs. /d. at 105.

. She testified, “. . . those people that are exposed to mote matter and information, yeah, clearly
that’s a greater nsk » Id. at 105. [&» 3 jcsumatcd that Enforcement brought about 600 cases this
year, and noted that[_ Jhavc worked on all of those matters. Jd.

40



This document is subject to the provisions of the Privacy Act of 1974, and may require redaction before .
disclosure to third partiés. No redaction has been performed by the Office of Inspector General. Recipients
of this report should not disseminate or copy it without the Inspector General’s approval.

Eﬁi‘ ya Jand[‘ﬁ”— l jt&ctiﬁed they did not share these same concerns as'(:”hJ Jli,about
unwittingly trading on nonpublic information. [#* 2. _Jkestified she has never used nonpublic
information. E =H -_]claimcd she does riot really hear about cases in staff
-meetings, and testified she did not remember ever discussing something in a staff meeting that she
held as an investment. /d. at 139. As discussed abovc,f_f& Z. "Jsaid she ensures she does not
invest in stocks she has nonpublic information about by “just remembering.” Id. at 142.

[#2 __]denied there being an appearance of an impropriety if she traded in a company’s
stock that was being investigated at the same time, or around the same time, that she invested.
She testified, “I don’t see it as an appearance problem as long as I didn’t have the information. [
just don’t™ fd. at 246 2. " Jfuthier testified that she did not see how there is an appearance
problem if there is no underlying problem or violation or issue. /d. ' :

- S‘imilaﬂy;[& 1 " Jtestified, “I have never been concemed that I would trade on [nonpublic]
information. I know I am not supposed to. Ineverhave” [ <% | "] When asked if he
could have unwittingly traded on nonpublic information, he testified, “How could I do that
inadvertently? IfI don’t know about the fact, I'm not trading based on that fact™ Id. | #= | ]
added if he had learned about something and then forgotten it:

[ have potentially created a problem for myself, because someone may wonder whether I
remembered and what I remembered, but [ have not, in that situation, traded on any kind
of material nonpublic information. My heart is pure. /d. ’

When asked, “Is it possible that . . . either one of them # Q—] [%’3 ]g, or you, perhaps
unwittingly traded on information that you learned from the SEC but could not separate out that

you leamned it somewhere else versus internal ly?,"’[&: \ ] [testified, “T have no reason to believe
that happened-".[ H\ \said he could not answer whether it could have

happened. Id. at 195.13 \ JJtold us the only other altemative is for him, and other SEC
employees, not to trade at all. /d. at 195 & 201. . ,

MIL : Eiforcement Attorneys’ Trading in Stocks Being Investigated by Her Assistant
Group Has An Appearance of Conflict and Impropriety

Our investigation revealed that[ #2 ]’traded in two particular stocks in the last couple
of years in-which hef[_ _)had ongoing Enforcement investigations. There is, at least,
an appearance of impropriety and possibly evidence of insider trading because C = '

Jtesiified that there is generally a familiarity among his staff with most cases being

investigated by his group. ) G T T T ), August
26, 2008, attached hereto as Exhibit 82, at 19. Moreover, we found e-mails between [ + 27
and [# V] discussing their investments in these two companies —_[ A j

L&
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Efkg Tkéstified that while she herself had never bought a stock; she assumed that tliui -
was some kind of alert list if there is an open matter, and that you either cannot trade in that stock

or you certify that you have no knowledge of the open matter. E =g J In [act, ao o b
list or certification currently exists. ‘ - '
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IV.  Enforcement Attorneys Both Trade in Company Friend Told Them Was Being
lnvesnggted by Enforcement in Three Separate Investigations

(_‘ﬁ"}j testified that she purchased stock in-adarge. ﬁnancnal :Seryices company, [ Q\]
in August 2005 after she received clearance from the Ethics Office. '&"3]
According tet*‘:s beforc she purchased the stock she to!d{‘* l ¢hat she was denied
clearance by CRST for/[_ &, T he told her that CRST always gives a denial and that she
needed to call the Ethics Office. Jd. at- 31-32{ K 3:ltéstlﬁed that she called the Ethics Office to
determine whether she could !mdc in[_ (K since the company has a brokerage component
and SEC employees are not allowed to invest in broker dealers. /d. at 31. L # 3 Ywas tald by the -
Ethics Office that, as difficult as it was to believé, yes she could trade in ﬁ :l P2 j !
recalled that the Ethics Office counsel told her that because [ . “|was sufﬁcnently diversified
from its brokerage component SEC employees were allowed to trade in (: L tock. Id.

E&}jalso testified that after she purchased | & ] stock she learned “. . . on three
successive occasions, that there were three separate open investigations . . . ." [d at 39. She said
she learned in Fall 2005, then Spring 2006, and then June 2007 of the three scparatc CA ]
investigations. /d. According to #3 :]her position is that she cannot now purchase additional
stockin{_ R | [ #3  Jtestified that she had planned to buy a lot of L @ Jistock but

- that just did it, as soon as I heard that” as to her additional purchases of L & _}tock d.at
40.

[#3 Jfurther testified that she shared with(* 2L Jand [# | Jthe informationshe -
learned about the three separate mvestngatwns of ’E & _]a( their lunches. Id. at 73; 98; 125-
126. In fact,[#3 7 testified that | #2. Jand[* | Jiwould tell her to buy more r R 1
stock, and she told them she could not purchase more because of the investigations of o :
she had ieamed about. /d, at 125-126.{ #*3 Jtestified she believed neither (’_:k—z_ r[#|] |
owned stock-in- [ ] Id at 98. [ 3 Jwas incorrect. C
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L_ Both Eﬁ‘g. ] and t#’ l ] itraded in [ & ] [&3] had a clear recollection of ralstg
the SEC investigations mto[__ A | thhtd'- 2 Jiand[#| TJand they all clearly discussed it
wnthE*‘j j at lunch and in e-mail. We find those facts raise at least an appearance of an
impropriety and possible Rule 5 violations if, in fact,C # . _| and[***l \knew about ongoing
Enforcement investigations and traded anyway. Because of the seriousness of the information we
uncovered, as discussed above, we referred this matter to the United States Department of Justice.

V. ‘Inadequacy and Inefficiency of the Rule 5 “Compliance System”

A. Enforcement Attorneys Never Questioned about Stock Holdings

_ Our investigation revealed a general lack of knowledge about Rule 5 requirements among
the Enforcement staff and supervisors we spoke to during this investigation. None of the
supervisors we interviewed or took testimony of held stock themselves. See, e.g.,. +* 10 j
T we JLSIL %6 AU #7] [#Y]°

‘ ‘Moreover, none of themn had a good understanding of Rule 5 requirements or the SEC’s
Rule 5 compliance system discussed above.[ 3 4 thtxﬁed that although she is [

-she is only gcnerally familiar with Rule 5" and
would call the Ethics Ofﬁce if she had a question. [ # - J She further testified
that she has limited experience with it personally. Id. at 15. Despite this general lack of
understanding of Rule 5 requirements and how the Rule § compliance system actually works,
these supervisors are charged with ensuring compliance with it.
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, C:#—' G . _litestified, “I just don’t know the rules of how involved you
" have to be in the cases before you can buy or sell because I'm not familiar with Rule 5.”

t:#,j/o !

E #Z ] testified, “I would be surprised that a purchase like that

E A _]would get through inapproval.” [ ##¥ ¥ __] She further testified, “T
would assume if we have an open matter there’s some list like firms have, sort of a watch list, an
alert list that where either you don’t buy or you certify somehow that you have no knowledge.”
Id. at 28. In fact, the SEC does.not have such a list nor are employees required to certify they
have no knewledge of any ongoing Enforcement investigation related to that company.

Moreover, [ 4 2] [’* l _]zind [#3 "Jall misunderstood the Rule 5 requirements, as

.. discussed above.|_ 4¢ X ' _Jfailed to report when she eamed more than $200 in any given year on
the OGE Form 450{# | jifailed to report securities he received through non-acquisition such as
restructuring or spin-offs, as required. And [+ gjmay have failed to timely report certain
transactions, as discussed supra in footnote 6. ' ’

) In addition, the. investigation revealed that there was a lack of proper review of the OGE
Form 450s. No office head who supervises or supervised 422 ]and‘ E"“’ { ej;evcr questioned
any of their stock holdings listed on their OGE Form 450s, even where they h?il securities in

companies that had been or were being investigated by the SEC. C ) Al 1 i
(%11 #¢ TJand[[ # g 7 testified that in the
years they have been reviewing the OGE Form 450s they have never once questioned an employee
about any of their stock holdings. [# 4 7} [© #g _]Yetboth

E“‘*‘ 4 land [”“‘7 ] identified several companies listed on E # | Form 4505 .
Jhad reviewed over the years. See [+ ‘{J [ # 7] J L

" .. Moreover, both (:.#q JS and[* s ] rely solely on their memories and knowledge of
open investigations and which staff are assigned to those investigations when analyzing conflicts.

THEAHJLHEIC #+=Y __JHestified that she does not often remember who
is working on what so she would be thinking of what the whole office has reviewed in terms of
" “conflicts on the Form 450s. [ +# L'i . _) Further, the only documents either office head

has in front of them when reviewing the Form 450s is the employee’s prior year Form 450 and an
instruction shieet. {34 ] L ¥-S7] -

C#-S ]tcstiﬁed that he compares the prior year Form 450 and the current year “. . . to

see if there has been any significant changes that I'think raise a red flag”[ #5 |
( #5 “Jclaimed to have a “very strong understanding” of what cases are open in his group
because a case cannot be opened without his approval. [ # g Jtestified

that he has a “pretty good understanding” of who is working on what matters. /d_ at 23. He
admitted, however, that he is rarely involved in deciding which staff attoreys are assigned to each
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matter because those decisions are usually made by the Branch Chief or Assistant Director. /d. at
25. '

Surprisingly, no one we interviewed was clear as to which office had responsibility for the
.OGE Form 450.f # L{ jtcstiﬁqd, “1 always thought I dealt with the ethics office on it.”
L Y . 7 Similarty, [# Y ~Jidid not know who in Enforcement was reviewing the
OGE Fourm 450s besides herself. Id. at 16. C#S5 —_]did not know what office administers the
OGE Form 450. E—‘ﬂ' 5 :] C_ = Y Jbelieved that someone at her level, however,
should be reviewing the OGE Form 450s because they . . . have a general awareness of the cases
that are being done in the office.” | ¥ U ) As discussed above, [# & Joelieves he
has a “very good understanding” of what matters are open under him and a “pretty good
understanding” of who is working on what matters. [ 5 ] As we noted at page 42,
however, we found one example of a matter currently being investigated by a Branch Chief in
[&- S, _Jigroup that he admitted he was unaware of. E*‘S

E‘&‘ 3 _]? testified that she believed either OHR or OGC reviewed the OGE Form 450, but
that no supervisor reviewed hers. [ # ¥ ':] Specifically, U8 Jtestified, . . . itis my
understanding and my expectation that my financial information either go directly to the reviewer
or if there’s any stop in between, it’s purely ministerial.” /d. at 29. When asked who she thought
was reviewing it for conflicts, which she admitted was the purpose of filing the OGE Form 450,
she testified, “Oh, interesting question. I’ve never thought about it.” Id ‘

B. “No True Compliance System”

Both Ethics Office and OHR officials admit that there is “no true compliance system™ at -
the SEC for determining whether SEC employees have committed Rule 5 violations. Exhibit 10.
First, the employee financial disclosure reporting requirements are based on the honor system. Id.
Employees are expected to comply with the financial disclosure and clearance systems, yet there

is no checking to determine reporting or clearance accuracy or even whether an employee has
reported at all. Id. There are no spot.checks nor does the SEC obtain duplicate copies of the
employee’s brokerage records. Id. In addition, no one checks to see if there is compliance with

* trading and then reporting within five business days of the employee receiving clearance or
confirmation, respectively. Id. Moreover, no one checks to see if the employee cleared the
transaction before their reported trades. Id.

Our investigation revealed that office heads do not throughly review the OGE Form 450s
for conflicts of interest. In addition, those OGE Form 450s are only a snapshot in time, showing -
securities held by the employee on December 31* of the calendar year. Exhibit 14. Therefore, an
employee could trade in a company’s stock that they were investigating, but not have to report it
on the OGE Form 450 if they sold it before December 31 and did not earn more than $200 on the
sale. /d. Moreover, only certain, higher pay grade employees are required tq file an OGE Form
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450. Direct supervisors seem to be in the best position to review an employee’s securities
holdings for conflicts because they are most aware of staffing and caseload, yet the oftice head-
are responsible for reviewing the OGE Form 450s. ‘And,-as shown here, the office heads mie o
necessarily aware of all the cases or of all the subordinate employees who are assigned to thor.e

cases. See-[ q] L,& 5] ..N__.... -

As discussed above, at pages 11 to-14, several different offices which are not interrclatul
and do not share information with each other handle various responsibilities under Rule > [
example, OHR collects and retains SEC Forin 681s, but the Ethics Office is responsiblc for
soimetimes clearing securities transactions that then get reported on the SEC Form 681s  Fxhibus,
6; 9; 12; & 13. The OGE Form 450s are reviewed by office heads and collected by the Ethics
Office to be sent to OGE. Exhibits 16 & 17. Ethics Office officials informed us that the SE¢C -

" Division of Corporation Finance updates and maintains CRST.

While OHR has responsibility for employee financial disclosure and receives the S (
Form 681s, it is not a primary function in OHR and we understand that historically, it v it un
area they have willingly accepted responsibility for. Currently, there is primanily only o
employee responsible for receiving and maintaining all SEC Form 681s. From the SFE(" [Foun
681, OHR can produce annual reports for individual employee holdings, although it 1 vin Lear
whether these reports are routinely produced or reviewed.. Moreover, we found thu repoir for
C H=2 :Jito be inaccurate as to some of her securities transactions. . Annual Report of Secuiticr
Holdings for Employee, March 18, 2008, attached hereto as Exhibit 98.

As both E ¥F 2 ]‘and [# /Jtesu ied, CRST is not well maintained and upd.ui: ..
] C ++ | | The Ethics Office agreed that CRST r.ucly
gives clearance for a transaction and that most of them should have been cleared. Sce }ihuhit i)
The Ethics Office responds to requests from the CRST mailbox to verify whether certuun
transactions should ii fact be blocked based only on pending registration statements. /d. I'o Jo
that, an attomey in thie Ethics Office checks EDGAR to determine whether in fact a registration
statement is pending or has yet to go effective. Id. ' _

: [ﬁ# QA tho has likely used the CRST system hundreds of times over the years.

testified that about 60% of the security names entered into CRST show up as blocked. {_ B ./
4| ]testiﬁe,d-that he finds the CRST system frustrating because it blocks many
securities transactions that should not bé‘blocked.'[_ A | _7 ’I'hen@-' { _7 said he has to
go to the CRST mailbox to check to see if the transaction should in fact be blocked. /d. at 63.
a1 Jtcstiﬁcd that employees are trying to do the right thing and “there is a delay if you have

go behind it and sée if it’s accurate.” Id. at 65. This prevents [# | ]:from buying or sclling when
he wants. /d. at 66. Moreover,{ # Q) J:testified that sometimes the CRST system 1s down and
other times it operates very slowly. [~ # 3 |
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Finally, the employee financial disclosure reporting is not automated or interrefated. This
lack of an automated system results not only in a less effective compliance system but'in a waste
of time and resources for both employees and agency officials. Becduse the CRST is not updated
tegularly, it is often incorrect. Therefore, the employee has to spend time asking the Ethics Office
if the blocked clearance is valid. Ethics Office counsel spend time reviewing EDGAR to make
that determination, and then reporting back to the employee.

Thé Ethics Office is currently working to set up a compliance office within the Ethics
Office that would use an automated web-based Rule 5 tracking system. :

Recommendations & Conclusion

Our investigation revealed suspicious activity, appearances of improprieties, and we
identified stocks for which there is evidence that [# | .jg'and &2 Jmay have traded on
ponpublic information or engaged in insider trading. The OIG investigation found that [ # 2]
C‘a’l jand E#-3:]iall committed violations of the SEC’s Rule 5 reporting requirements. .
Moreover, the investigation found that [:4‘.'- 2 "land &1 ]ifailed to consider how their actions
could result in appearances of improprieties, which Rule 5 is aimed, in part, at preventing.

Eﬁr— 2 jandEﬂ" | ]’also misused government resources by frequently sending and receiving e-
matls related to their stock transactions, which also raised suspicions about their trading activities.

The OIG strongly recommends that the Commission immediately begin to institute steps
to better monitor SEC employees’ compliance with Rule 5, as outlined below. The OIG also
recommends that apparent or actual violations of Rule 5 be reported to the Ethics Office and the.
OIG when discovered. We note that Rule 5 currently requires repeated violations be reported to -
the Commussion for “appropriate action.”

~ The OIG specitically recommends that:
(1) Oneoffice havé primary mpqhsibitfty for ensuring compliance with Rﬁlc S;

(2)  There be an integrated, compﬁterized system for every facet of Rulé 5 compliance,
including CRST clearance, SEC Form 681s and OGE Fornm 450s;

(3)  The SEC give serious consideration to obtaining duplicate copies of brokerage record
confirmations for each securities transaction for every SEC employee, to ensure that
employees who do trade in securities report each transaction arnd that they réport it
accurately and timely;

(4)  The SEC Form 681s be amended to require employees to cettify in wﬁting that they do not
have nonpublic information related to-each security transaction they conduct and report;
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(5) The SEC Form 681s bereviewed and checkéd ag:iinst the CRST clearances to ensure that
employees did obtain cleardnce to buy or sell it and that the trade was timely made after -
obtaining clearance; S .

(6) Have the employees’ direct supervisor (not the office head) review a list of all pending
' cases in his or her group over the last year to compare against a list of all securities
reported on the OGE Form 450 for each employee (the employee’s name could be
withheld for privacy purposes) to ensure no potential or actual conflicts or insider trading;

(7)  Have the office pﬁmarily responsible for Rule § comphiarice conduct regular thorough spot
checks for Rule 5 compliance for randomly selected employees each quarter, particularly if
the SEC does not obtain duplicate brokerage record confirmations;

(8) Conduct separate comprehensive and more frequent training on Rule 5, its purpose and its
requirements, for all SEC employees, supervisors and contractors, including training on,
the OGE Form 450 for both (a) employees who ﬁle the reports, and (b) the office heads
who review the reports;

9 The OCE Form 450s be compared against each employee’s SEC Form 681s to ensure
accuracy;

(10) The SEC consider expanding the staff who are required to file OGE Form 450s beyond the
highcr-paying gradw currently required to-file; and

(11)  There should be a clear written pohcy on the confidentiality of Enforcement
investigations, and other SEC confidential, nonpublic information, and whether and when
staff can discuss with each other their confidential investigations or matters. Employecs

should be regularly reminded of that policy. C -

- The OIG investigation revealed that the Commission lacks any true compliance system to

monitor SEC employees’ securities transactxons In addition, the OIG found that there is a poor
understanding and lax enforcement of the rcpomng requlremcnts

The Ethics Office plans to institute a web-based system to automate SEC employee
reporting of personal securities transactions and holdings. On December 2, 2008, the SEC held a
pre-solicitation conference on the Employee Securities Transaction Compliance System related to
its plans to issue a request for proposals to implement such a system. The Ethics Office will use
the automated system to administer, supervise and manage certain compliance processes,
including employee reporting, record keeping, pre-trade clearance, and alerting and transaction
monitoring.
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This matter is initially being referred only to the Chairman, the Chainman’s Chief of Staff,
the General Counsel and Senior Policy Director, the Director of the Division of Enforcement, and
. the Ethics Counsel for appropriate disciplinary action against[ % 2. j‘and Eik | Jand for
implementation of the above recommendations.

Submitted: Mlm pm e 3!\3[0? -
z{z/ﬁ
1309 -
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